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On combinatorial structures and algorithms common to digital fingerprinting and
group testing
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We have investigated properties and construction of combinatorial structures
common to digital fingerprinting and group testing, and developed tracing/ identification
algorithms based on these structures. We have introduced strongly separable codes and multimedia IPP
codes, and developed tracing algorithms based on these codes. We have derived tight upper and lower
bounds on the sizes of separable codes, frameproof codes, multimedia IPP codes, and traceability
schemes. We have constructed infinite series of perfect hash families, optimal separable codes,
optimal strongly separable codes, and optimal multimedial IPP codes. We have used generalized
cyclotomy to construct infinite series of zero-difference balanced functions, and then constructed
many sequences used in communication.
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