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Abstract

Over the past half-decade, relaying and cooperation have emerged as effective solutions to
satisfy the stringent requirements of advanced wireless communication applications. This
dissertation studies the relaying mechanisms and potential benefits of node cooperation in
wireless networks. Specifically, we propose two categories of networking schemes, namely
self-supported networking and cooperative networking, to coordinate the network and en-
hance wireless communications. Overall system performance (e.g., throughput, end-to-end
delay, secrecy capacity, capacity) is improved by applying our proposed networking schemes

over wireless networks.

First, we investigate the problems of congestion mitigation and non-cooperation avoid-
ance in packet forwarding wireless ad hoc networks (WANETS). To formulate the problem,
we reflect the dependency relation among nodes in a connected WANET by constructing a
dependency graph. According to the dependency graph, we observe that wireless network
congestion and non-cooperative behaviors are usually caused by some potential selfish and
busy nodes. Then we propose an energy-efficient congestion-aware routing protocol, which
is the fundamental component of the networking strategy. Two self-supported novel move-
ment procedures are designed for the urgent sources to support themselves and to avoid
congestion and non-cooperation: Direct Movement to potential selfish/busy Relays (DMR)
scheme to reduce the end-to-end delay, and Iterative Movement to potential selfish/busy
Relays (IMR) scheme to ensure the network connectivity. Through extensive simulation
results, we validate that our proposed self-supported networking scheme significantly im-
prove the network performance in terms of throughput, packet drop ratio, and end-to-end
delay, comparing with the Ad-hoc On-demand Distance Vector (AODV) routing protocol

based networking scheme.

Second, motivated by the benefits of cooperative wireless networking, we investigate the
potential issues in deploying cooperative communication (CC) to traditional multi-hop wire-
less networks. We propose a novel cross-layer design which jointly considers the problems
of routing selection at the network layer, congestion and non-cooperation avoidance among
multiple links at the Medium Access Control (MAC) layer under cooperative multi-hop
wireless environments. Our objective is to maximize the minimum flow rate while minimiz-
ing the aggregate routing cost, by allocating the link activeness and relay selection for all

links. We formulate the multi-hop cooperative flow routing and relay node selection process
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as a mixed integer linear programming (MILP) problem, which is an NP-hard combinato-
rial optimization problem. Based on the modeling and formulations, we first reduce the
considered problem and relax some of the constraints to support multi-session cooperative
transmission. Then we propose a Self-supported based Cooperative Networking (SCooN)
scheme which includes three novel components: 1) dependency graph construction, cap-
tures the nodes’ dependency relations in wireless multi-hop communication; 2) CC-aware
routing, establishes the available routes for cooperative transmission; and 3) novel move-
ment of source or relay, avoids potential collisions among multiple sessions hence reduce the
flow cost. Extensive experimental results demonstrate that the proposed SCooN scheme
makes the solution procedure of multi-hop cooperative transmission highly efficient and

significantly achieves better network performance.

Third, to further exploit the capacity gain brought by cooperative communication, we
study the optimal relay placement problem for multi-pair cooperative communication in
wireless networks. A limited number of relay nodes can be placed into the network to help
the transmission of multiple source-destination pairs. Our objective is to maximize the
system capacity. After formulating the relay node placement problem, we comprehensively
discuss the effect of relay location on cooperative link capacity and show several attractive
properties of the considered problem. As the main contribution, we develop a geographic-
aware relay node placement algorithm which optimally solves the relay node placement
problem in polynomial time. The basic idea is to place a set of relay nodes to the optimum
locations so as the maximize the system capacity. The efficiency of our proposed algorithm

is evaluated by the results of series experimental studies.

Fourth, the problem of physical-layer security based cooperative communication in wire-
less networks is investigated. After characterizing the security performance of the system by
secrecy capacity, we study the secrecy capacity maximization problem in cooperative ad hoc
networks with the involvement of multiple malicious eavesdroppers. Specifically, we propose
a system model where a set of relay nodes can be exploited by multiple source-destination
pairs to achieve physical layer security. We theoretically present a corresponding formu-
lation for the secrecy capacity maximization problem. Then we develop an optimal relay
assignment algorithm which solves the problem in polynomial time. The basic idea behind
our proposed algorithm is to boost the capacity of the primary channel by simultaneously
decreasing the capacity of the eavesdropping channel. To further increase the system se-

crecy capacity, we exploit the jamming technique and propose a smart jamming algorithm
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to interfere the eavesdropping channels. Through extensive experiments, we validate that
our proposed algorithms significantly increase the system secrecy capacity under various

network settings.
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Chapter 1

Introduction

This chapter begins with introducing the motivation and the overview of our research work.
We will provide the main objectives and contributions of this dissertation in the following

of this chapter.

1.1 Motivation

Earthquakes, forest fires, and other natural disasters often devastate communications in-
frastructures just when they are most needed to save lives. With the advancement of
telecommunication technology, public safety organizations increasingly rely on wireless net-
works to provide effective communications during emergency operations such as earthquake
reliefs, fire rescues and medical assistance, etc. Wireless networking technology is an appro-
priate foundation to support communications among different individuals in an emergency
situation. However, due to the energy constraints, radio-frequency regulations and po-
tential interference in wireless networks, it imposes challenging problems for information
routing, topology control and channel allocation while supporting emergency services. On
one side, the demand of using communication services increases rapidly after an event of
emergency. Without effective networking coordinations, it may lead to inefficient use of
network resources by increasing congestion. On the other side, within a disaster area, it is
of vital importance for rescue personnel to obtain an accurate and consistent picture of the

situation, and to regain control and coordination on the shortest notice as soon as possible.
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FIGURE 1.1: Two examples when wireless networks are deployed to support various emer-
gency services in disaster areas.

In recent wireless applications, relaying and cooperation have emerged as effective so-
lutions to satisfy the the tremendously increasing demands of communication services.
Relaying technique is first introduced into wireless networks to deliver data over longer
distances, possibly through multiple hops data forwarding, and to ensure network connec-
tivity. Due to the self-organized capabilities of wireless ad hoc network (WANET), it has
been admitted as one of promising architecture to provide flexible data transmission for
emergency services. However, in wireless ad hoc networks, autonomous nodes may be re-
luctant to forward others’ packets because of the nodes’ limited energy. Such selfishness
and noncooperation will severely deteriorate the system efficiency and nodes’ performances.
Moreover, the distributed wireless nodes with only local information may not know the co-
operation point, even if they are willing to cooperate. Hence, it is crucial to design effective

networking strategy to avoid non-cooperative behaviors and to incentive node cooperation.

Cooperative communication (CC), which exploits the wireless broadcast advantage and
the relaying capability of other cooperative nodes, is potential to provide significant perfor-
mance enhancement in terms of spatial diversity, increased capacity and improved reliability
in wireless networks. Networking over cooperative wireless networks has received significant
attentions recently as an emerging network design strategy for future wireless networks. In
cooperative networking, individual network nodes can cooperate to achieve network goals
in a coordinated way, and the cooperation can take place in a cross-layer fashion. Success-
ful cooperative networking can prompt the development of advanced wireless networks to

cost-effectively provide multimedia services and applications such as telecommuting, video
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conferencing, interactive media, real-time Internet games, etc., anytime, anywhere. The
uprising benefits of cooperative networking inspire us to investigate the potential issues in
using the cooperative communication paradigm to supporting emergency services in wire-
less networks. However, the impact and challenges of cooperative networking on cross-layer
design beyond cooperative transmissions have not been well investigated yet. Some funda-
mental aspects requiring immediate studies include: theoretical tools to guide the design
of cooperative networking systems, effective incentive mechanisms for cooperation, new
cooperative protocol design, compatible deployment of cooperative networking over exist-
ing wireless network infrastructures, innovative security enhancement and the state-of-art

cooperative wireless application implementation.

1.2 Dissertation Objectives

Motivated by the critical requirements of emergency-oriented wireless applications, the goal
of this dissertation is to understand the potential benefits of relaying and node cooperation
in wireless networks, and provide effective networking mechanisms to support emergency
services. Inspired by the idea of Do-It-Yourself, we propose the self-supported networking
schemes for urgent sources and relays to support themselves by cognitive movements, with
the objectives to mitigate network congestion and to avoid non-cooperation. Motivated by
the benefits of cooperative networking, we focus on the problems of relay placement
and secrecy capacity maximization, and propose efficient cooperative networking schemes
to improve the network performance. Specifically, the objectives of this dissertation are

summarized as follows.

1.2.1 Congestion Mitigation and Non-cooperation Avoidance in WANET's

In recent years, application domains of WANET's gain more and more attentions in military
and non-military organizations. For an end-to-end transmission in WANET, packets are
often delivered through multiple hops. During the packet forwarding process, it may not
be in the best interest of an individual node to always accept the relay requests from other
nodes. Because forwarding other’s packets consumes its limited battery energy and might

induce to intolerable congestion while transmitting its own packets. The congestion and
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non-cooperative problems become extremely critical while using WANETS to support the

emergency operations within a disaster area.

Started from reflecting the relying relations of a connected WANET, we intend to model
the potential network congestion and non-cooperative behaviors of the selfish users by
dependency relations construction. A new routing protocol which is aware of network
congestion and non-cooperation is the fundamental component of the networking strat-
egy. Besides, the experience of surfing in an indoor wireless local area network (WLAN)
environment motivates us to seek for better network performance based on the idea of
Do-It-Yourself.

1.2.2 Cross-layer Optimization for Cooperative Multi-hop Wireless Net-

works

Cooperative communication creates a virtual Multiple-Input Multiple-Output (MIMO) en-
vironment where individual network nodes collaborate and share their antennas to form
a distributed MIMO system. Specifically, cooperation performs in a cross-layer fashion.
On one hand, CC can provide potential capacity improvement which is extremely impor-
tant for advanced wireless applications. On the other hand, CC can reduce the end-to-end
transmission delay and improve the probability of information reception by implementing

in a set of coordinated cooperative nodes.

Based on the study in wireless networking for WANETS, we aim at applying cooperative
communication over existing wireless infrastructures and design theoretical tools to guide
the design of cooperative networking systems. First, the design of cooperative networking
should be in a cross-layer fashion. Second, the performance gain from cooperative commu-
nication largely depends on the cross-layer design. Third, both the benefits and costs while
applying CC in traditional multi-hop wireless network should be jointly considered. The
objectives of our networking strategy in cooperative communication aware multi-hop wire-
less networks are twofold: 1) at the network layer, through optimal relay node selection to
minimize the cost of multi-hop cooperative flow routing; 2) at the Medium Access Control
(MAC) layer, maximize the minimum flow rate (or throughput) among all active sessions,

as well as avoid congestion and non-cooperation behaviors.
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1.2.3 Cooperative Relay Placement for Capacity Maximization in Wire-

less Networks

The increasing demands of high throughput, low transmission delay and cost-effective wire-
less communication applications motivate the development of Multi-hop Cellular Networks
(MCNs), Wireless Ad-hoc NETworks (WANETS) and Worldwide Interoperability for Mi-
crowave Access networks (WiMAX). One of the most challenging problems in advanced
wireless networking is the lack of compatible deployment of cooperative networking over
existing wireless network infrastructures. Consider the limited network resources (e.g., a
limited number of relay stations), the interaction between traditional wireless networking
and cooperative networking has not been well understood yet. One critical issue involves

the cooperative relay placement problem.

During cooperative communication (CC), spatial diversity can be achieved by exploiting
the relaying capabilities of the involved relay nodes, which may vastly enhance the achieved
system capacity. Although CC promises to enhance capacity, an improper placement of
relay node can result in an even smaller capacity than that under direct transmission (DT).
Therefore, the potential gains in capacity enhancement largely depend on the location of the
involved relay nodes. The cooperative relay placement problem for capacity maximization
in multi-session cooperative wireless networks is very challenging due to two facts: 1) the
potential space for the relay placement is continuous; 2) multiple sessions exploiting the
limited candidate relay set and the maximization of system capacity have to be jointly
considered. For this research topic, our objective is to fully exploit the potential benefits
of cooperative communication, theoretically formulate the relay placement problem, strive
to obtain a comprehensive understanding of the problem and design simple yet provably

good algorithms for finding a solution.

1.2.4 Physical-layer Security Enhancement for Cooperative Wireless Net-

works

The issues of security and privacy in wireless networks have taken on increasingly impor-
tant roles in practice, especially in military and homeland security applications. Secure
communications in wireless networks are traditionally achieved with cryptographic algo-

rithm based protocols at higher layers of the network protocol stack, e.g., link, network,



Chapter 1. Introduction 6

application or transport layer. The emergence of large-scale, dynamic, and decentralized

wireless networks imposes new challenges on classical cryptographic measurements.

To this end, researchers have sought novel information theoretic techniques that can
guarantee wireless network security without the need for secret keys. One of the most
promising ideas is to exploit the wireless channel physical layer characteristics for improving
the reliability of wireless transmission against eavesdropping attacks, named as physical
layer security. Although physical layer security has attracted much attention recently, the

issue of secure cooperative communication has not been well studied yet.

We aim to provide secure communication in cooperative ad-hoc networks by investigat-
ing the techniques of cooperative relaying and cooperative jamming. Through cooperative
relaying, one can enhance the system security against eavesdroppers by boosting the ca-
pacity of primary channel (transmission channel from specific sources to respective desti-
nations), and simultaneously decreasing the eavesdropping channel (transmission channel
from specific sources to malicious eavesdroppers) by relay assignment procedure. Through
cooperative jamming, one or several friendly jammers are able to cooperatively generate

intentional interference towards the eavesdroppers.

1.3 A Roadmap and Summary of Contributions

The goal of this dissertation is to investigate the relaying mechanisms and potential benefits
of node cooperation in wireless relay networks, and provide effective networking schemes to
support emergency services. For this purpose, we analyze specific problems in both non-
cooperative and cooperative wireless networks (especially, in wireless ad-hoc networks),
present practical networking schemes, and derive comprehensive results to validate the effi-
ciency of our proposed networking schemes. We depict a roadmap of the work performed in
this dissertation in Fig. 1.2. The main contributions of this dissertation can be summarized

in the following four aspects.
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FIGURE 1.2: A roadmap of the work performed in this dissertation.

1.3.1 Self-supported Congestion-aware Networking for Non-cooperative
WANETSs

In Chapter 2, we focus on promoting energy-efficient and congestion-aware communica-
tion for emergency services in wireless ad hoc networks (WANETS) using self-supported
schemes. To formulate the problem, we reflect a connected network by dependency graph
and classify the nodes into principal nodes and subordinate nodes. Then we model network
congestion and non-cooperation behaviors according to the relations between nodes in the
constructed dependency graph. Then we propose an energy-efficient and congestion-aware

routing protocol for the emergency services in WANETSs.

Based on the proposed model and routing protocol, we design two novel movement
schemes, called Direct Movement to potential selfish/busy Relays (DMR) scheme and It-
erative Movement to potential selfish/busy Relays (IMR) scheme for urgent sources to
support themselves and to avoid congestion and non-cooperation. Analysis and simulation
results reveal that our proposed networking schemes significantly achieve better network

performance and typically satisfy the requirements for emergency services in WANETS.
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1.3.2 Self-supported Networking for Cooperative Multi-hop Wireless Net-

works

In Chapter 3, we investigate the potential issues in using cooperative communication
(CC) paradigm to support emergency services in multi-hop wireless networks. We propose
a novel cross-layer design which jointly consider the problems of routing selection in the
network layer, congestion and non-cooperation avoidance among multiple links in the MAC
layer under cooperative multi-hop wireless environments. Our objective is to maximize the
minimum flow rate while minimizing the aggregate routing cost, by allocating the link

activeness and relay selection for all links.

We formulate the multi-hop cooperative flow routing and relay node selection process
as a mixed integer linear programming (MILP) problem, which is an NP-hard combi-
natorial optimization problem. Based on the modeling and formulations, we propose a
self-supported networking scheme including three novel components that make the solution
procedure highly efficient. Through extensive simulation results, we show that the proposed
networking scheme performs well while supporting emergency services in multi-hop wireless

networks.

1.3.3 Optimal Relay Placement for Multi-pair Cooperative Communica-

tion in Wireless Networks

In Chapter 4, to further improve the system performance of cooperative wireless networks,
we study the relay node placement problem for multi-pair cooperative communication,
where a limited number of candidate relay nodes can be placed to help the transmission of

multiple source-destination pairs. Our objective is to maximize the system capacity.

After formulating the relay node placement problem, we comprehensively discuss the
effect of relay location on cooperative link capacity and show several attractive properties
of the considered problem. As the main contribution, we develop a geographic aware relay
node placement algorithm which optimally solves the relay node placement problem in
polynomial time. The basic idea is to place a set of relay nodes to the optimum locations so
as the maximize the system capacity. The efficiency of our proposed algorithm is evaluated

by the results of series experimental studies.
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1.3.4 Secrecy Capacity Maximization for Secure Cooperative Wireless
Networks

In Chapter 5, we exploit physical layer security to provide secure cooperative network-
ing for emergency services in CC-aware wireless networks where involve multiple malicious
eavesdroppers. By characterizing the security performance of the system by secrecy capac-

ity, our objective is to maximize the system secrecy capacity.

Specifically, we propose a system model where secrecy capacity enhancement is achieved
by the assignment of cooperative relays. After theoretically presenting a corresponding
formulation for the problem, we make comprehensive investigations on the security gain
brought by the relay assignment procedure. Then we develop an optimal relay assignment
algorithm which is able to solve it in polynomial time. The basic idea behind our proposed
relay assignment algorithm is to boost the capacity of the primary channel by simultane-
ously decreasing the capacity of the eavesdropping channel. To further increase the system
secrecy capacity, we exploit the jamming technique and propose a smart jamming algorithm
to interfere the eavesdropping channels. Through extensive experiments, we validate that
our proposed algorithms can significantly increase the system secrecy capacity and satisfy

the security requirements under various network settings.

1.4 Dissertation Organization

This dissertation is organized as follows. In Chapter 1, we introduce the motivation of our
research, give a brief overview of the research topics and outline the main contributions
in this dissertation. Self-supported congestion-aware networking is presented in Chapter
2. In Chapter 3, we propose the self-supported based cooperative networking for multi-
hop wireless networks. Chapter 4 presents optimal relay node placement for multi-pair
cooperative communication. In Chapter 5 we study the secrecy capacity maximization
problem for cooperative ad-hoc networks. Finally we conclude this dissertation and points

out the future work in Chapter 6.



Chapter 2

Self-supported Congestion-aware

Networking for Non-cooperative
WANETS

This chapter studies the problems of network congestion mitigation and non-cooperation
avoidance in non-cooperative wireless networks. We focus on promoting self-supported
and congestion-aware networking for emergency services in WANETSs based on the idea
of Do-It-Yourself. We model network congestion and non-cooperation behaviors according
to the relations between nodes in the constructed dependency graph. Then, we propose
an energy-efficient and congestion-aware routing protocol for the emergency services of
WANETSs. Based on the proposed model and routing protocol, we design two novel move-
ment schemes, called Direct Movement to potential selfish/busy Relays (DMR) scheme and
Iterative Movement to potential selfish/busy Relays (IMR) scheme for urgent sources to
supported themselves and to avoid congestion and non-cooperation. Analysis and simula-
tion results show that our approaches significantly achieve better network performance and

typically satisfy the requirements for emergency services in WANETS.

This chapter is organized as follows. Section 2.1 introduces the motivation of our work
and the emerging problems in using wireless networking to support emergency services. In
Section 2.2, we briefly survey the related work. In Section 2.3, we describe the network

model and give the problem formulation. In Section 2.4, we propose the self-supported

10
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congestion-aware networking scheme, prove some of its key properties, and describe how
to apply it for emergency services in WANETS. In Section 2.5, we develop the proposed
networking scheme to ensure network connectivity. In Section 2.6, we evaluate the per-
formance of our proposed networking schemes through extensive simulations. Section 2.7

summarizes this chapter.

2.1 Introduction

Communication systems play an essential role in emergency situations such as fire rescues,
traffic accidents or building collapses. In an emergency case, it is of vital importance for
rescue personnel to obtain an accurate and consistent picture of the situation, and to regain
control and coordination on the shortest possible notice as soon as possible. One promising
method for providing real-time communication in emergency situations involves the use of

wireless ad hoc networks (WANETS).

The main requirements for emergency services including: (1) real-time communication,
(2) low-delay transmission, and (3) high priority of emergency information. The lack of
infrastructure and the limited battery power in WANET's require new technologies for mo-
bility management, topology control, and energy-efficient information routing in supporting
emergency services. One challenging problem involves the coordination of network under
emergency situations. It is often noticed that, without coordination between users, this
may lead to inefficient use of the network resources by increasing congestion and affect
the network connectivity because of the non-cooperation behaviors of some selfish users.
As pointed out in [2], network demand can be up to 5 times of normal when emergency
events happen. Network performance could be deteriorated because of congestion. On the
other hand, in a multi-hop packet forwarding WANET, it may not be in the best interest
of a selfish or busy node to always accept relay requests. Because forwarding of others’
packets consumes its limited battery energy and might induce to intolerable delay while
transmitting its own packets. These uncooperative activities will severely affect the network

efficiency, at best, and network connectivity, at worst [5], [7].

This chapter focuses on promoting energy-efficient and congestion-aware communica-
tion for emergency services in WANETS using self-supported schemes. To formulate the

problem, we reflect a connected network by dependency graph and classify network nodes
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into principal nodes and subordinate nodes. Then we model network congestion and non-
cooperation behaviors according to the relations between principal and subordinate nodes
in the constructed dependency graph. We design an energy-efficient and congestion-aware
routing protocol based on the Ad-hoc On-demand Distance Vector (AODV) routing proto-
col [14]. Thirdly, after investigating the locations of congestion and non-cooperation, urgent
sources support themselves by cognitive replacing some of their selfish and busy relays. We
propose the Direct Movement to potential selfish/busy Relays (DMR) scheme to support
instantaneous communication for emergency services. In order to ensure network connec-
tivity, we design the Iterative Movement to potential selfish/busy Relays (IMR) scheme as

an improvement of DMR, scheme.

Our idea is from the experience of surfing in an indoor wireless local area network
(WLAN) environment, wireless signals could be strengthened by moving the laptop closer
to a wireless router. It motivates us to search for better network performance through self-
supported networking scheme based on the idea of Do-It-Yourself !. The main contributions

of this chapter can be listed as follows:

e We model network congestion and non-cooperation behaviors according to the rela-

tions between nodes in the constructed dependency graph.

e We propose an energy-efficient and congestion-aware routing protocol for emergency
services in WANETS.

e We propose two novel movement schemes, called DMR and IMR for urgent sources

to supported themselves and to avoid congestion and non-cooperation.

2.2 Related Work

This section briefly surveys related work in using WANET'Ss for emergency services and the
problems of network congestion and non-cooperation in supporting emergency services with

WANETS.

'Do-It-Yourself (or DIY) is a term used to describe building, modifying, or repairing of something without
the aid of experts or professionals [1]. In this chapter, we use it to represent the concept of our self-supported
networking schemes.
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Many research and applications exist in using wireless networks for emergency services.
Harvard Sensor Networks Lab develops a wireless communication infrastructure for emer-
gency medical care called CodeBlue [26]. Saikat Ray et al. [25] propose a new framework
providing robust location detection in emergency response systems. Braunstein et al. [27]
apply wireless mesh network to support emergency services and develop it to provide simu-
lated disaster response activity. Tseng et al. [28] propose a distributed navigation algorithm
for wireless sensor networks in emergency situations. Maurits et al. [4] address a broad-
band ad-hoc networking application for emergency services called Fasy Wireless which pays
more attention on supporting multimedia applications. To the best of our knowledge, there
is not any related work comprehensively consider the problem of network congestion and

non-cooperation while using WANETS for emergency services.

The problem of network congestion in wireless environment has draw significant scientific
attentions [29]-[31]. Bret [3] address the congestion problem in WANETS and solve it from
hop-by-hop flow control to medium access control (MAC). Wan and Eisenman [29] propose
an energy-efficient congestion control scheme. On the basis of their work, Chen [30] and Lin
[31] study cross-layer design for congestion control in WANETS. As far as we know, few of
related work focuses on distributed congestion control methods as well as the probability

that congestion could be avoided by the effort of network nodes themselves.

Recently, the problem of stimulating cooperation in WANET'S has attracted much scien-
tific attention. The related work are based on enforcement mechanisms [5]-[6] or on virtual
currency [7]-[9]. Recent developments have also shown that there are potential cases in
which selfish users can cooperate to forward packets without incentive mechanisms and co-
operation may emerge [10], [35]. Saad and Han [37] introduce coalition games to solve the
cooperation problem. However, it may lead to intolerable routing overload while applying
these methods to support emergency services in WANETSs. As far as we know, most of the

recent literatures did not consider the critical requirements of emergency services.

2.3 Model Description and Problem Formulation

We model a WANET for emergency services with a graph G = (V, E). Here V is a set of
network nodes and E is a set of all directed links (v;,v;) where v;,v; € V. The link (v;, v;)

exists if the transmission power of node i to node j, F;; in watt, is more than or equal to
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G- di (i.e., Pjj > - d%), where (3 is the transmission quality parameter, d;; is the Euclidean
distance between node i and node j, and « is the distance-power gradient [12]. There are M
source nodes forming the source set S = {s1, s2,...,s)s } and the corresponding destination set
isD = {dy, ...,d;,...,dps }. Denote a path connecting the ordered pair w = (s;,d;) a sequence
of links (vy,v2), (vo,v3) ..., (Vn—1,v,) Where vy, vo,...,v, are distinct nodes, v1 = s; and
vp = d;. For all nodes i € V, let the initial energy be E; and residual energy be E; in
joule. An emergency case is denoted by Emg;(t), where i is the wireless node detecting the
emergency case and t is the time when it happens. The system model of a sample WANET

for emergency services is shown in Fig. 2.1.

Destination of node 1
Emg(t))

o

2 Destination of node 6

O 70%E, <E, <E,
30%E, < E, <T0%E,
@ 0<E <30%E,

FIGURE 2.1: System model of a sample WANET for emergency services.

As an example shown in Fig. 2.1, nodes which are in emergency situations (double
circles) want to communicate with their destinations (solid nodes with stars) respectively.
Notice that there might be several emergency cases simultaneously (e.g. Emergency cases
Emg; and Emgs occur at time t1). The color of the nodes represents their residual energy
levels, the hollow nodes are in high energy level, which have more than 70% of their initial
energy, the gray nodes’s residual energy are between 30% to 70% of their initial energy.

The solid nodes are in low energy level, which have less than 30% of their initial energy.

In order to analyze the directed communication between distinct nodes in the inter-
active topology during a certain time period At, we describe it by a directed graph [32].
Connections appear in the directed graph as lines with arrows indicate the direction of
wireless communication between nodes. The directed graph of our sample network is illus-
trated in Fig. 2.2, in which source node s;(i = 1,2, ...,7) communicates to its destination
di(i =1,2,...,7) respectively. Notice that certain nodes are denoted as source nodes in the

diagram (e.g. si,...,85), but they act as relays as well.
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FIGURE 2.2: Directed graph of the sample network during At.

This example might correspond to a snapshot of a multi-hop packet forwarding WANET
in which each node is acting on its own interest, transmitting more packets to its respective
destination but consuming less energy in forwarding others’ packets. We will use this exam-
ple to explain the interactive relations for emergency services of WANET in the remainder

of this chapter.

2.3.1 Dependency Graph Construction

In a defined WANET, each source node might depend on many intermediate nodes while
transmitting to its destination. In order to formulate network congestion and non-cooperation
behaviors, we represent the dependency relations in the network and classify the nodes in

the dependency graph into different categories.

A dependency graph G' = (N, L) is a diagram of the set of vertexes and edges. Each
vertex v; in set N corresponds to a node and L is the set of all directed edges. There is
a directed edge from vertex v; to v;, denoted by the ordered pair (v;,v;), if there exists a
route where v; is the relay node of source node v;. Intuitively, an edge (v;,v;) means that

node v; depends on node v; while forwarding packets to its destination.

Notice that the dependency between nodes can be mutual, especially for the nodes at
the center of the network, this mutual dependency is common. We define such mutual

dependency as dependency loop.
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A dependency loop is a sequence of edges (vi,v2), (v2,v3),..., (vj—1,v;) in the depen-
dency graph, where vy, vg, ...,v; are distinct nodes and the first node v is same as the last

node vj, v = vj.

In the dependency loop, all nodes are mutually rely on others. There are also nodes do
not have mutual dependency in the dependency graph, which depend on others but others

do not depend on them.

2.3.2 Nodes Classification

As discussed before, in the dependency graph G’ of a network, there are nodes in dependency
loops and nodes that are not in dependency loops. According to the dependency graph

with dependency loops, we have the following notations and assumptions:
e ON,, IN;: the outside and inside nodes sets of node v; € N in the dependency graph.
They denote the nodes set that v; relies on and rely on wv;.

e OD;, ID;: the outdegree and indegree of node v; € N. They are the number of edges
come out from node v; and go into node v; in the dependency graph. They represent

the number of nodes v; relies on and rely on v;.

e ON(L;), IN(L;): the outside and inside nodes sets of dependency loop L; € L in the
dependency graph. They denote the nodes set that L; relies on and rely on L;.

e OD(L;), ID(L;): the outdegree and indegree of dependency loop L; € L in the
dependency graph. They are the number of edges come out from dependency loop
L; and go into L; in the dependency graph. They represent the number of nodes L;

relies on and rely on L;.
e |V|: the number of nodes in the network.
e |L;|: the number of nodes in dependency loop Lj;.
e N,: principal nodes set.
e N,: subordinate nodes set.

e We assume for the moment that each node is the source of only one route and they

act selfishly.
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We give the definitions of principal nodes and subordinate nodes as follows.

Definition of principal nodes: In a dependency graph, node v; is a principal node if

and only if it is in a dependency loop L; and satisfies one of the following conditions:

’Ll‘ 2 \/mv (2’1)

v;€L;
OD(L) > |Li] . (2.2)
v; €L; v; €L;

The two conditions in the above definition imply the principal nodes should in a depen-
dency loop, the number of nodes in this dependency loop should be large enough or this
loop should have a sufficient amount of nodes that rely on it. Some of the principal nodes
are potential to be busy and might consume more energy than others as they always act as
relays for others, they are also prone to act selfishly to the nodes that are not in the same

dependency loop with them, which might induce to non-cooperation.

Definition of subordinate nodes: In a dependency graph, subordinate nodes are the
rest nodes except of principal nodes. In a dependency graph G’ = (N, L) of a network, all
nodes are classified into two sets: the set of principal nodes N, and the set of subordinate

nodes N;. They satisfy the following conditions:
N,UNg =N and N,NN;=0. (2.3)

The above definition represents that subordinate nodes are neither in dependency loops
or in a loop with only a small number of nodes. Intuitively, in a multi-hop WANET,
nodes in the center of the network are potential to be critical as there are more mutual
interaction among them. For the nodes which are at the boundary of the network, this
mutual dependency is not common, they depend on others but others might not depend
on them. These nodes are subordinate nodes, compared with the principal ones. From
the definitions of principal nodes and subordinate nodes, we find that a node is either a

principal node or a subordinate node in the dependency graph.

As an example shown in Fig. 2.3, we classify the nodes in the dependency graph into
principal nodes and subordinate nodes. The solid nodes represent the principal nodes and

the hollow ones represent the subordinate nodes. Notice that the principal and subordinate
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FIGURE 2.3: Dependency graph of the sample network with node category.

nodes are classified periodically as the interactive relation between nodes in the dependency
graph might be dynamic. We will give the detail of constructing a dependency graph and

classifying the node category in the next section.

2.3.3 Congestion and Non-cooperation Modeling

In the last subsection, we explain how to classify a node in a dependency graph into principal
or subordinate node. Now we model congestion and non-cooperation behaviors by analyzing
the relations between these nodes. According to [13], the data flow transmitted from node
i to node j in bits per second is denoted by f;;. At any node i, which is neither source nor
destination, the flow-in should equal to the flow-out. For node i € S, the flow-out should
equal to the flow-in plus the throughput requirement @;. For node ¢ € D, the flow-out
should equal to the flow-in minus ;. The conservative relation of data flow is defined

formally as follows.

Qi if 7¢ S,
Z fij — Z fri=4 —Q;if i€ D, (2.4)
{vivy)€R (vk,vi) € 0  otherwise.

As in a multi-hop WANET, if there are more nodes rely on a node than it relies on,
congestion may occur. According to the dependency graph, while the outdegree OD; of a
node v; is larger than its indegree I.D;, node v; might be in congestion status. This situation

can be expressed as the following expression:

OD; —ID; >0, if v; € N,. (2.5)



Chapter 2. Self-supported Congestion-aware Networking for Non-cooperative WANETs 19

For the nodes in dependency loops, they are more potential to be in congestion status.

The conservative relation of congestion is defined formally as follows:

> OD(L;i) = Y ID(Li) > |Li| , if v; € N (2.6)
L;eL L;,eL

The cooperation problems between nodes with mutual dependency has been solved using
repeated game theory [36]. We mainly focus on the non-cooperation behaviors between
principal nodes and subordinate nodes as the latter are not in dependency loops. As we
addressed before, in a dependency graph, if node v; relies on v; but v; does not rely on v;,

non-cooperation may occur. The conservative of non-cooperation is defined as follows.

{ v; € ONj but Uy ¢ ON;, (2 7)

vi € ON(L;) but v; ¢ IN(L;).

2.4 Proposed Self-supported Congestion-Aware Networking
(SCAN) Scheme

In the previous section, we model the network congestion and non-cooperation that are
affecting the network efficiency. In order to support emergency services and meet the other
critical requirements, we propose the self-supported congestion-aware networking (SCAN)
scheme in this section. The SCAN scheme includes three parts. In the first subsection,
we describe the initialization phase which constructs the dependency graph and classifies
the nodes into principal nodes and subordinate nodes. We design an energy-efficient and
congestion-aware routing protocol in the second subsection. Thirdly, we propose the Di-
rect Movement to potential selfish/busy Relays (DMR) scheme to support instantaneous

communication for emergency services in WANETSs.

2.4.1 Initialization

At the initialization phase, we construct the dependency graph of a WANET during a set

up time period At, classify the node category (principal/subordinate) for each node.
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During the set up time period At, each node may act as source or relay. As a source
node, it keeps all its relay nodes’ identification and calculate how many nodes it relies on.
As arelay node, it stores the request information containing the sender nodes’ identification
and calculate how many nodes rely on it. After the end of At, each node has a picture of
the dependency relations of itself. Take our sample network in Fig. 2.2 as an example, the
dependency relations and outdegree/indegree of each node are illustrated in Table 2.1. With
these information of all nodes, a whole dependency graph of the network is constructed.

We describe the initialization phase of constructing a dependency graph in Algorithm 1.

Algorithm 1: Construction steps of a dependency graph
Input: Network graph G = (V, E) and set up time duration At
Output: Dependency graph G’ = (N, L)
Start time t =T,
fori=1;i < N,t <T + At do
ONZ‘ = {@},ONZ = {@}, ODZ = O,IDZ‘ = 0;
if node i generate a message then
while node j receives the message from i do
check the packet and keeps the identification of the sender:
add i to ONj;
add j to IN;;
compute OD; and I1D;:
OD; =0D; +1;
IDj = IDZ + 1;
if node j is the destination then
ONj = ONj;INj = IN]
ODj = OD]';ID]' = IDJ
end

end
end
return ON;, IN;,OD;, ID;
end
return Dependency Graph G’ = (N, L);

According to Algorithm 1, we can have the outside and inside nodes set for each node,
the outdegree and indegree of each node can be calculated as well. Meanwhile, the depen-
dency loops could also be identified based on the outside and inside nodes sets, as shown
in Table 2.2. Each node could identify its category (principal/subordinate) according the
degree information and dependency relations in the dependency graph. The corresponding

dependency graph with node category is illustrated in Fig. 2.3.
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TABLE 2.1: The table of nodes dependency relation and outdegree/indegree of the sample
network.

Outside/Inside nodes set and degree
ON; IN; OD; 1D,

51 {s2} {s3,54}
82 {s3} {s1}
83 {s1} {s2}
54 {s1,85,56,57}  {ss5}
55 {54,587} {s6}
S6 {@} {84,87}

S7 {86} {34735}

Node

— O N &= = = =
NN~ == =N

TABLE 2.2: The table of dependency loops and outdegree/indegree of the sample network.

Outside/Inside nodes and degree

Loop

ON, IN, 0D, D,
L{81782783} {@} {84} 0 1
L{S4,S5} {31;36737} {(Z)} 3 0

2.4.2 Route Selection

In addition to maximize the network lifetime and be aware of congestion and non-cooperation

behaviors, an energy-efficient and congestion-aware routing protocol is required.

We design the proposed routing protocol of our networking framework based on the
Ad-hoc On-demand Distance Vector (AODV) routing protocol [14]. In the AODV routing
protocol, a route request message (RREQ) is used to send a route request from the source
node by broadcasting it. When the desired destination node receives the RREQ messages,
it chooses the best route, i.e., the shortest-hop route, then uses it to send route reply RREP
to the source node. The source node then uses this route to send the data. As the shortest-
hop route is used in AODV, some particular nodes may be used as intermediate nodes
frequently and consume battery power much faster than others. Those hot spot nodes are

easily running out of power much easier than the rest nodes in the network. Obviously, this
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will affect the network efficiency and network lifetime. Moreover, there may be competition

between nodes to take those hot spot nodes as relays in terms of delay.

In the proposed protocol, we use the control message of the AODV routing protocol to
avoid extra message overhead. The RREQ message triggers the received nodes to adjust
their node category (principal/subordinate) before forwarding it to other nodes. Then each
relay node calculates and adds in this RREQ message its residual living value V; according
to Eqn. (2.8):

Vi = £,/OD;, (2.8)

where Vj is proportional to the residual energy E; and inversely proportional to the outde-
gree OD; of a node. The nodes which have less V; are acting as relays for more nodes or
their residual energy are lower. V; also reflects the possibility that a node is potential to

be selfish and busy node.

We define a route from source s to destination d as follows:

R = {(io,il), ey (ih—lyih)}y V(ik,ik+1) S E, (29)

where i, i1, ..., 7, are distinct nodes, ig = s, i, = d, and h is the number of hops between
source node s and destination node d. Consider there is a number of m available routes
between source node s € S and destination node d € D. The residual living value of route

13, with nodes 4,4y, ..., ;" is defined as follows:

Then, the destination node receives the RREQ messages with their minimum residual
living value V;, from each of the m available routes according to Eqn. (2.10). We define the
utility U,, of each route r; as in Eqn. (2.11), where C’,’;gp < is the number of hops along r; and
C," is the number of principal nodes in r;. The destination node calculates the hop-count

utility of each route according to Eqn. (2.11).

=V, /(G + Cp): (2.11)
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The best route ryax is the route with the maximum residual living energy, containing
shortest hops and least principal nodes:

Tmax = Maz (U, , Uy, ..Uy, ). (2.12)

Urm

Finally, the destination node uses the maximum one to send the RREP message as in
Eqn. (2.12). Meanwhile, the destination node adds in this RREP message the identification
number of the node which has the minimum residual living value V;,, along the selected
route. The RREP message also triggers this node to add its location information in it
and then send back to the source node. The used route will change each time the source
node sends to the same destination node as it depends on the residual living value which

is dynamically changing.

2.4.3 Direct Movement to Potential Selfish/Busy Relays (DMR) Scheme

The key idea of our proposed networking scheme is to promote the source nodes to support
themselves by their own efforts. In this subsection, we propose the Direct Movement to
potential selfish/busy Relays (DMR) scheme by explaining how the source node move and
replace their potential selfish/busy relays according to the feedback information received

from the RREP message.

After receiving the RREP message from the destination containing the information of
the potential selfish /busy relay nodes along the route, the source node notices the location
of this relay node. We set a moving constraint value Mg for all source nodes. When the
minimum residual living value V., of its selected route r; is less than Mg, our proposed

DMR scheme triggers the source node to replace the relay node i (V; = V;,) directly.

For some emergency services, response time is the most important requirement, it ex-
pects the destination could receive the emergency information as soon as possible and could
have continuous communication with the source. DMR scheme satisfies these requirements
because the movement of source node ensures the emergency information transmitting at a
desired direction. On the other hand, the purpose of movement is to replace the potential

selfish /busy relay, it ensures the communication could be maintained without considering
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the energy consumption of the relays with low energy. Furthermore, it avoids potential

network congestion because the conscious movement of source node.

@ Principal node
(O Subordinate node
-==-%» Moving trace

<):| Path taken by Route Reply (RREP) packet

FIGURE 2.4: Direct Movement to potential selfish/busy Relays (DMR) scheme.

In Fig. 2.4, we take part of our sample network as an example to explain how the
DMR scheme works. In this example, an emergency case occurs at node sg. After receiving
the RREP message, sg realizes the location of its most potential selfish/busy relay s4 is
(%sg,Ysg)- The dash line with arrow represents the moving trace of s¢. It indicates that sg

directly moves to s4 while sending its emergency messages at the same time.

2.5 Improvement of the Proposed SCAN Scheme

For some emergency services, connectivity and consistency of transmission are more critical.
The DMR scheme we proposed in the SCAN networking scheme is simple and novel. How-
ever, it cannot ensure network connectivity during transmission. In this section, we propose
the Iterative Movement to potential selfish/busy Relays (IMR) scheme as an improvement

to our proposed SCAN scheme.

The first part of the Improved-SCAN (ISCAN) networking scheme is same as the SCAN
scheme. At the route selection phase, the RREP message triggers all the relay nodes be-
tween source and the most potential selfish /busy relay to append their location information
in it. At the last phase, IMR scheme maintains the source nodes to replace their potential

selfish /busy relays iteratively.
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We denote the source node Sy and its most potential selfish/busy relay Ry, the relay
nodes along the selected route between source to its most potential selfish/busy relay as
{R1, R, ...,Rx_1}, where k is the number of hops between Sy and Rj. The locations
of these relays are denoted as {(zr,,Yr,), (ZRs,YRs),---(TR,_,,YRe_,)}.- In IMR scheme,
the moving trace passes a sequence of points {Sg, I1,...Ix_1}, where Sy is the starting point
and I; is the intersection from the (i — 1), point to the (i + 1), relay’s transmission range.
The moving trace is a sequence of coordinates: (xs,,ys,), (zr,,yr1,), .-, (1,_,,Y1,_,), Where
(xr1,,yr1,) is the coordinate of the 7y, intersection. After realizing the coordinates of the
source node (xg,,ys,) and all the relays {(zg,,yr,), (TRy, YRy), - (TRy_1+YRe_1)}s (X1, Y1)
can be calculated according to Eqn. (2.13) and Eqn. (2.14), where SyRs is the distance

between Sy and Ry, and r is the transmission range.

.Z'Il = ng - S()Rz 9 (2 13)
_ xfl'(xRQ _xSO)+xR2'ySO_xSO'yR2 :
yn = TRy —7s, .
(@R —T1;_4) T
T = PRigy — Ii—1Riya ’
+ (2.14)

@1 (CRyyy =T1;_ ) FCR YT~ YR
TRy~ %L

yr, =

Fig. 2.5 depicts the moving trace returned by the IMR scheme, in which source node
Sp move to its potential selfish/busy relay Rj iteratively. Next, we also explain why the
DMR scheme cannot ensure connectivity. If Sy moves to Rj directly, on the way between
A to B, it will lose connectivity due to the disconnection with all the nodes in the network.
The proposed IMR scheme ensures the source node could be connected to at least one relay

node.

Intuitively, the most simple moving trace that ensures connectivity is the trace along
the selected route from a source to its destination, but the distance of this moving trace
is longer than the trace returned by the IMR scheme. We denote the moving distance of
IMR scheme as Djjrr and the moving distance of the trace along selected route as Dg.

The following process explains Djysg is shorter than D (Dryr < DR).
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@ Frincipal node
(O Subordinate node
«==-» Moving trace

...........

Q:I Path taken by Route Reply (RREP) packet

FIGURE 2.5: Tterative Movement to potential selfish/busy Relays (IMR) scheme.

According to our definitions and the Triangle’s Law, we have the following expression:

Sol1 + 11 Ry = SoRo,
Liliin+ IijiRigo = L;Riqo.
(2.15)

N SoRo < SoR1 + R1 R,
LiRiyo < LiRitq1 + Rip1Riqo.

As the distance between the iy, intersection to the (i + 1), relay is equal to the trans-

mission range r, I; R;y1 = r, we have Eqn. (2.16) from Eqn. (2.15).

(2.16)

Sol1 +7 < SoR1 + R1Ry
Iilit1 < Rit1Rit2

Furthermore, we have Eqn. (2.17), as the distance between the (k — 1)y, relay to the
kyp, relay is no more than r, that is Rp_1Ri <.

k—1
SOII +7r+ Z IiIi+1
i=1

R T |
< SoRi+ RiRa + }° RitiRito (2.17)

i=1

= Diyvpr < Dp.
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The difference between the SCAN scheme and the ISCAN scheme is the moving trace of
the source node in the last phase. In the ISCAN scheme, it ensures network connectivity by
iterative and conscious movement of the source node. However, it takes time to convergence
and the overhead of IMR scheme is more than DMR, scheme as it needs more location

information.

2.6 Performance Evaluation

We firstly consider typical wireless ad hoc networks with 50 to 350 wireless nodes randomly
or grid located over a 1200m x 300m rectangular flat space. We firstly evaluate the efficiency
of our constructed dependency graph. Then we conduct a performance evaluation and
make a comprehensive comparison with the well-known AODV protocol using a computer
simulation. Emergency cases are randomly emerged among all nodes. Lastly, we compare
our proposed SCAN and ISCAN networking schemes in the purpose of supporting different

emergency services. The simulation is implemented using ns-2.33 [15].

2.6.1 Performance Metrics

To evaluate the generality of our classification in node category in a randomly deployed
WANET, we calculate the percentage of subordinate nodes. To evaluate the efficiency of
our model in investigating congestion and non-cooperation, we calculate the success ratio
when applying our constructed dependency graph to detect the potential selfish /busy nodes

compared with the real cases in simulation.

According to [25], packet drop ratio and average end-to-end delay are the main metrics
to evaluate the WANETS for emergency services. Furthermore, we calculate the throughput
and network lifetime to evaluate the network performance while applying our networking

schemes.

To evaluate the advantages of each networking scheme, we compare our proposed SCAN
and ISCAN schemes by calculating the probability of unconnectivity and average routing

load for each of them.
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The scenarios is repeated twenty times and the average result was presented with a 95%

confidence interval.

2.6.2 Experimental Results

e Efficiency of the Constructed Dependency Graph

In Fig. 2.6, we calculate the percentage of subordinate nodes in randomly and grid located
scenarios. From our analysis and simulation results, we find that the ratio of subordinate
nodes is decreasing with the growth of network size, as there are more mutual dependency
relations in a large scale network and the number of nodes without mutual dependency

becomes less and less.

In Fig. 2.7, we calculate the success ratio when applying our dependency graph con-
struction process to detect the potential selfish/busy nodes compared with the real cases
in simulations. The set up time of constructing the dependency graph differs from 5s to
100s. Our model presents more than 80% correctness when the set up time is large enough
(100s).

0.6

I Percentage, random
[ Percentage, grid

0.5

0.4

0.3 L

0.2

Percentage of subordinate nodes

0.1 4

00.0 T T T T T i\ i\

50 100 150 200 250 300 350

Number of nodes

FIGURE 2.6: Percentage of subordinate nodes in randomly deployed scenarios.

e Efficiency of the Proposed Networking Schemes
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FIGURE 2.7: Success ratio in detecting congestion and noncooperation.

TABLE 2.3: Simulation parameters for the evaluated WANETS

Simulator NS-2.33

Number of nodes 30

Simulation area 1200 x 300m?

Simulation time 900 seconds

Emergency cases 10 cases, randomly locate
Transmission range 200 meters

Traffic 30 CBR connections,

8 packets/second

Table 2.3 shows the simulation parameters in this subsection. In Fig. 2.8, we show
the different performance comparison of the variations of the proposed networking schemes
(i.e., SCAN and ISCAN) with the AODV protocol. This figure presents the simulation
results in which the moving nodes’ average speed changes. As AODV does not consider
the movement of emergency nodes, we take the average results of AODV protocol and it is

shown as constant values in the figures.

From Fig. 2.8(a)-2.8(c), we find that the proposed SCAN and ISCAN schemes achieve
higher throughput, less packet drop ratio and less end-to-end delay comparing with the
AODV routing protocol. SCAN performs better than ISCAN and AODV. As the moving
node’s speed increases, it can replace the selfish/busy relay more quickly, the advantages

of SCAN scheme is obvious in such cases.
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In Fig. 2.9(a), we compare the proposed SCAN and ISCAN networking schemes with
AODV by calculating the network lifetime over different number of nodes. In our proposed
frameworks, we take the average speed of moving nodes as 20m/s and the stay time in
selfish /busy nodes as 300sec. Notice that our simulation time is 900sec, the network lasts
to the end of simulation when the amount of nodes is 50. The network lifetime of SCAN and
ISCAN schemes is longer than AODV when the number of nodes is large, which indicates

good performance with a higher network load.

In Fig. 2.9(b), we compare the probability of unconnectivity for SCAN and ISCAN.
ISCAN scheme is better than SCAN scheme as it ensures connectivity by iterative move-
ments. We also compare the routing load of SCAN and ISCAN schemes in Fig. 2.9(c),
the routing overhead of SCAN is less than ISCAN as IMR scheme contains more location

information than DMR scheme.

The simulation results reveal that our proposed SCAN and ISCAN networking schemes
significantly improve the network performance by the cognitive movement of emergency
nodes themselves and they are more efficient than the well-known AODV protocol for the

emergency services in WANETS.

2.7 Summary

This chapter focuses on promoting energy-efficient and congestion-aware communication for
emergency services in WANETS using self-supported schemes. The main contribution of
this chapter is addressing self-supported and congestion-aware networking (SCAN) scheme
for emergency services in WANETSs. We model network congestion and non-cooperation
behaviors according to the relations between nodes in the constructed dependency graph.
Then we propose an energy-efficient and congestion-aware routing protocol for emergency
services in WANETSs. Based on the model and routing protocol, we design cognitive move-
ment schemes for urgent sources to supported themselves and to avoid congestion and non-
cooperation. Through analysis and simulation, we show that our approaches significantly
achieve better network performance and typically satisfy the requirements for emergency
services in WANETs. As the future work, we will consider more mobile scenarios and

promote efficient networking schemes for emergency services.
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Chapter 3

Self-supported Networking for
Cooperative Multi-hop Wireless
Networks

Cooperative communication (CC) is a promising approach which can offer significant en-
hancements in multi-hop wireless communications. This chapter investigates the potential
issues in using this communication paradigm to support emergency services. We focus
on promoting energy-efficient and congestion-aware cooperative networking for emergency
services based on the idea of Do-It-Yourself. We propose a novel cross-layer design which
jointly considers the problems of route selection in network layer, congestion and non-
cooperation avoidance among multiple links in MAC layer under cooperative multi-hop
wireless environments. We formulate the multi-hop cooperative flow routing and relay
node selection process as an optimization problem. Based on the formulations and mod-
els, we propose a self-supported networking scheme including three novel components that
make the solution procedure highly efficient. Analysis and simulation results show that
our approaches significantly achieve better network performance and typically satisfy the

requirements for emergency services in multi-hop wireless networks.

This chapter is organized as follows. Section 3.1 introduces the motivation of the self-
supported networking for cooperative multi-hop wireless networks. Section 3.2 briefly sur-

veys the related work. In Section 3.3, we describe our system model and introduce the basic

33
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concepts of cooperative communication. We formulate the multi-hop cooperative flow rout-
ing and relay node selection problem, characterize our cross-layer optimization in Section
3.4. We propose our self-supported based solution procedure in Section 3.5. In Section 3.6,
we evaluate the performance of our proposed approaches through simulations. Section 3.7

concludes this chapter.

3.1 Introduction

Public safety organizations increasingly rely on wireless technology to provide effective
communications during emergency operations such as earthquake reliefs, fire rescues or
traffic accidents. One of the challenging issues for supporting emergency services in wire-
less networks is coordinating the network under emergency situations. It is often noticed
that, without coordination between users, this may lead to inefficient use of the network
resources by increasing congestion, as well as affect the network connectivity because of the

noncooperative behaviors of some selfish users.

Cooperative Communication (CC), which exploits the wireless broadcast advantage and
the relaying capability of other cooperative nodes, could provide significant performance
enhancements in terms of spatial diversity, increased capacity and improved reliability in
wireless networks. The uprising benefits of CC motivate us to investigate the potential
issues in using this communication paradigm to support emergency services. On one hand,
CC could provide potential capacity improvement which is critical to emergency communi-
cations. On the other hand, CC can reduce the end-to-end transmission delay and improve
the probability of emergent information reception by implementing in a set of coordinated

cooperative nodes.

In this chapter, we study the potential issues in using cooperative communication
paradigm to support emergency services. We design a novel cross-layer networking scheme
which focuses on promoting energy-efficient and congestion-aware cooperative networking
based on the idea of Do-It-Yourself. The objectives of our networking scheme are twofold:
(1) at the network layer, through optimal relay node selection to minimize the cost of multi-
hop cooperative flow routing; (2) at the MAC layer, maximize the minimum flow rate (or
throughput) among all active emergency sessions, as well as avoid congestion and non-

cooperation behaviors. To formulate the problem, we introduce the concept of dependency



Chapter 3. Self-supported Networking for Cooperative Multi-hop Wireless Networks 35

graph to reflect a connected network. Then we develop a mathematical characterization
for multi-hop flow routing and relay node selection process. For the first objective, we
formulate the cost of data links and traffic flows in a CC aware network as a minimization
problem. For the second objective, we formulate the flow rate problem based on multi-hop
cooperative routing and relay node selection. Then we model network congestion and non-
cooperation behaviors according to the formulations. To solve the formulated problems, we
combine the two subproblems into a mized integer linear programming (MILP) problem.
Then we develop a self-supported based solution procedure to reduce the solution space.
Our proposed Self-supported Cooperative Networking (SCooN) scheme includes three novel
components which make the solution procedure highly efficient. First, we construct the de-
pendency graph and complete the nodes classification. Then we design an energy-efficient
cooperative routing protocol. Thirdly, after investigating the locations of congestion and
non-cooperation, sources and relays support themselves by cognitive movements. Simula-
tion results show that our approaches significantly achieve better network performance and

typically satisfy the requirements for emergency services in multi-hop wireless networks.

The main contributions of this chapter are summarized as follows:

e The concept of self-supported networking introduced in this chapter is the first to
investigate the problem of CC aware networking for emergency services in multi-hop

wireless networks.

e We jointly consider the problems of route selection in network layer, congestion and
non-cooperation avoidance among multiple links in MAC layer under cooperative

aware environments.

e We formulate the multi-hop flow routing and relay node selection process into an
optimization problem, develop a self-supported based cooperative networking scheme

that make the solution procedure highly efficient.

3.2 Related work

Mainly, recent research on cooperative protocols could be classified into two categories: (1)

CC protocols at the physical layer [17], [18], [19], [20]; (2) route selection and relay node
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assignment related cooperative protocols at the network layer [21], [22], [23], [24]. At the
physical layer, various cooperative diversity protocols were proposed to exploit the wireless
broadcast advantage and the relaying capability of other cooperative nodes. Authors in
[17] and [18] make an in-depth investigation on the practical issues of implementing user
cooperation in a conventional CDMA system, which have significant influence to the later
research. Gurewitz [19] and Savazzi [20] study multi-hop cooperative protocols which in-
volve cooperation among multiple transmitting nodes along the path. The physical layer
property significantly affects the cooperative routing process at the network layer, i.e.,
route selection problem and relay assignment problem under CC aware environments. At
the network layer, the cooperative routing makes use of two facts: the Wireless Broad-
cast Advantage (WBA) in the broadcast mode and the Wireless Cooperative Advantage
(WCA) in the cooperative mode. In the broadcast mode each node sends its data to more
than one node, while in the cooperative mode many nodes send the same data to the
same destination. Scaglione et al. [21] propose two cooperative architectures for multi-hop
mobile ad hoc networks. However, there still exists many problems in their work such as
optimal routing and relay node assignment. Khandani et al. [22] study minimum energy
routing problem for a single message by exploiting both wireless broadcast advantage and
cooperative advantage. Sharma et al. [24] studies the relay node assignment problem in a
cooperative ad hoc network environment with multiple source-destination pairs and they

propose an optimal algorithm for relay node assignment.

J. Zhang and Q. Zhang [23] firstly investigate the problem of CC aware routing in
multi-source multi-destination multi-hop wireless networks and address an optimal rout-
ing selection protocol called MFCR (Multi-Flow Cooperative Routing). MFCR takes the
advantages of CC, both reduces the total transmission power and increases the network per-
formance. However, the MFCR approaches to non-cooperative protocol when the network
congestion emerges (e.g. when emergency cases happen). We illustrate the problems in
traditional cooperative routing strategies which do not consider the link congestion among
multiple flows in multi-hop wireless networks in Fig. 3.1, where source node S; and S5
transmit to their respective destinations D7 and D, simultaneously. The routes between
Sy and Dy are S1—(R1,R4)—(R2,R3)—(R3,D1)—D;. The routes between S, and Dy are
So—(R4,Re)—(R5,R7)—Ds. These two data flows will interfere with each other in R4 as
it cannot receive message from two individual data flows simultaneously and decode it cor-

rectly. In this chapter, we will compare with the MFCR, scheme to show the efficiency of
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our proposed networking scheme to support emergency services.

FIGURE 3.1: Illustrative example of traditional cooperative routing strategies.

A large body of applications exist in using wireless networks for emergency services
[25], [26], [27] [28]. To the best of our knowledge, our work is the first to study the
problems in using cooperative networking for emergency services. Furthermore, there is
not any related work comprehensively considering the problems of network congestion and
non-cooperation while exploiting wireless networking under emergent situations. Many
congestion control methods have been proposed from single-layer to cross-layer prospect
[29], [30], [31]. However, as far as we know, few of them focuses on distributed congestion
control mechanisms as well as the probability that congestion could be avoided by the effort
of network components themselves. Recent research in cooperation problems of wireless
networks mainly focus on developing incentive based mechanisms [32], [33], [34], as well as
investigating the potentiality of natural cooperation [35], [36], [37]. Most of them do not

consider the requirements of emergency services under cooperative aware environments.

3.3 System Model and Preliminaries

Consider a wireless ad hoc network (WANET) consisting arbitrarily distributed nodes where
each node is equipped with a single omnidirectional antenna and could use multi-hop co-
operative transmission to communicate. We model a WANET for emergency services with
a graph G = (V, E). Here V is a set of network nodes and E is a set of all directed links

(vi,vj) where v;,v; € V. The link (v;, vj) exists if the transmission power of node i to node
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J, P;j in watt, is more than or equal to (3 - di (ie.,, Pjj >3- d%), where 3 is the transmis-
sion quality parameter, d;; is the Euclidean distance between node 7 and node j, and « is
the distance-power gradient [13]. There are n source nodes forming the source set S = {s1,
$9,..., $n} and the corresponding destination nodes set is D = {d, ds,..., d,,}. Denote a path
connecting the ordered pair w = (s;,d;) a sequence of links (vi,v9), (ve,v3), ..., (Vn—1,Vp)
where vy, vg, ..., v, are distinct nodes, v; = s; and v, = d;. The ordered pair w = (s;,d;) is
also called a flow along a route from source node s; to destination node d;. We denote a

link (v;,v;41) serves a flow w as (v;,vi11) € w.

For all nodes i € V, let the initial energy be E; and residual energy be E; in joule.
An emergency case is denoted by Emg;(t), where i is the wireless node detecting the
emergency case and ¢ is the time when it happens. We assume that each emergency session

have different priority level, denoted by PLj;.

3.3.1 Physical Layer Model

Consider the wireless channel between transmitter node 7 and receiver node j, we denote
a;; as the power attenuation factor of the channel, and ¢;; as the channel phase delay
which is estimated by the receiver node j and send back to the transmitter node 4. It is

assumed that a free space propagation model is applied, under which the power attenuation
2
ij
mechanism, according to [24], any solution procedure designed for Amplify-and-Forward

(AF) can be readily extended for Decode-and-Forward (DF). In this chapter, we choose

aj; is proportional to the inverse of the square of d;;. For the physical layer transmission

DF mode as the physical layer transmission mechanism. For the receiver model under CC
environment, we assume that the received information can be decoded with no errors if
the received SINR level is greater than the minimum threshold SN R;,. Otherwise, no

information is received.

It is assumed that the information is encoded in a signal §(¢) which has the unit power
Ps = 1. We also assume that we can control the phase and magnitude of the signal
by multiplying it by a complex scaling factor =; before transmission. As a result, the
transmitted power by node i is |y;|?. We denote the noise signal at the receiver as 7(t)
and the power of noise as P,,. Without loss of generality, we also assume the noise at the

receiver is to be additive.
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3.3.2 The Concept of Dependency Graph

In order to analyze the directed communication between distinct nodes in the interactive
topology during a set up period At, we describe it by a directed graph [32]. In a defined
WANET, each source node might depend on many intermediate nodes while transmitting

to its destination. We represent the dependency relations in the network by Dependency
Graph (DG).

Definition 3.3.1 (Dependency Graph). A dependency graph G’ = (N, L) is a diagram
of the set of vertexes and edges. Each vertex v; in set N corresponds to a node and L
is the set of all directed edges. There is a directed edge from vertex v; to v;, denoted by
the ordered pair (v;,v;), if there exists a route where v; is the relay node of source node
vj. Intuitively, an edge (v;,v;) means that node v; depends on node v; while forwarding

packets to its destination.

Notice that the dependency between nodes can be mutual. Especially for the nodes
at the center of the network, this mutual dependency is common. We define such mutual

dependency as dependency loop.

Definition 3.3.2 (Dependency Loop). A dependency loop is a sequence of edges (v, vs) ,
(v2,v3) , ..., (vj—1,v;) in the dependency graph, where vy, v, ..., v; are distinct nodes and the

first node vy is same as the last node v;, vi = vj.

As discussed in Chapter 2, in the dependency graph G’ of a network, there are nodes in
dependency loops and nodes that are not in dependency loops. According to the dependency
graph with dependency loops, we classify the nodes into principal nodes and subordinate
nodes. Details of the definitions of these two types of nodes can be found in the last chapter

or in our previous work [38].

3.3.3 Transmission Model

In a cooperative communication (CC) aware WANET, there are typically three types of
transmission mode: (a) ordinary mode: information is transmitted from a single node and
received by a single receiver; (b) broadcast mode: information is transmitted from a single
node and received by multiple receivers; (c) cooperative mode: multiple intermediate

nodes cooperatively transmit the information to a single receiver. In the next section, we
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will develop mathematical characterizations for the link cost, flow cost and flow rate under
cooperative environments. In a CC-aware WANET, there are two types of relay nodes:
Cooperative Relay (CR) for CC purpose and Traditional Relay (TR) for traditional multi-
hop relaying. Due to the physical limitations of CC, a relay can serve as either CR or
TR based on the system purpose but not both at the same time. Similar as [24], we only
consider at most one relay node for CC between each link (transmitter and receiver pair).
Furthermore, a source node (or a destination node) cannot be selected as a CR but can be

selected as a TR.

Table 3.1 lists the frequently used notations in this chapter. Besides, we have the
following assumptions:

e We assume for the moment that each node is the source of only one route.

e We assume all the nodes have the same relaying capability and a relay cannot generate

its own traffic flow while acting as CR or TR.

e A source node (or a destination node) can be selected as a TR but cannot be selected
as a CR.

e Multiple nodes cooperating in sending the information to a single destination can
accurately time their transmitted signal to achieve perfect phase synchronization at

the destination.

3.4 Problem Formulation and Cross-layer Optimization

In this section, we propose a novel cross-layer design which jointly considers the problems
of route selection in network layer, congestion and non-cooperation avoidance among mul-
tiple links in MAC layer under cooperative multi-hop wireless environments. First we will
formulate the relay node selection process and flow routing which affect the achievable flow

rate as an optimization problem.

3.4.1 Link Cost, Flow Cost and Flow Rate Formulation

e Link Cost Formulation
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TABLE 3.1: List of notations in Chapter 3.

Symbol Definitions

E; initial energy of node v;

E; residual energy of node v;

Emg;(t) event detected by node v;

PL; priority level of Emg;(t)

OD;,ID; out-degree and In-degree of node v;
ON;,IN; outside and Inside nodes set of nodev;

OD(L;),ID(L;)
ON(L;),IN(L;)

out-degree and In-degree of L;
outside and Inside nodes set of L;

|N| number of nodes in DG G’ = (N, L)
|L;]| number of nodes in L;

N, principal nodes set in DG

N subordinate nodes set in DG
LC(T;, R;) link cost from T; to R;

FC(S;, D;) flow cost from S; to D;

fri(si) flow rate on link (v, v;)

FR(s;,d;) end-to-end flow rate of pair (s;, d;)
Cpr(vk, Tp,vp) capacity of link (v, v;)

Cp(vg,vy) capacity of link (vg,v;)

Ufj binary variable

Vi binary variable

Vi living value of node v;

Ur, utility of route ry,

C’;’;p < number of hops along r

CF number of principal nodes in 7y

In this subsection, we first specify the link cost (LC) for transmitting in a certain link 4,
denoted by LC(T;, R;), which is defined as the minimum power for transmitting from the
a node in transmitter set T; = {t1, t2,...,tn } to a node in receiver set R; = {ry, ro,...,rp} of
link ¢. According to [22], the value of LC is derived from the three distinct transmission

modes.

Ordinary mode: point-to-point link. In this case, 7; = {t1} and R; = {r1}. The
received signal at the receiver node is expressed as v(t) = aye’¥6(t)+n(t). The transmitted
power by the transmitting node is P, = ]’yi\z. The SNR ratio at the receiver is Pf,ﬁ(f. In

order to accurately decode the signal, the SNR ratio at the receiver must be no less than
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SN Ryp,. Therefore, the link cost is given by:

P,SN Ry,

LC(TZ,RZ) :LC(tl,Tl) = a2

(3.1)

Broadcast mode: point-to-multipoint link. Under the broadcast mode, T; = {t1}
and R; = {r1, r2,...,rm }, where m < n. In this case, m simultaneous SNR constraints must
be satisfied at the receiver. Hence, the cost of the power needed for transmitting from 7;
to R; is the maximum over the cost for reaching each of the nodes in the receiver set. LC

is given as follows.

LC(Ti, R;) = LO(ty,7;)

3.2
:maX{LC(tl,rl),LC’(tl,rg),...,LC’(tl,rm)}, ( )

where LC(t1,7;) (i =1,2,...m) is given by Eqn. (3.1).

Cooperative mode: multipoint-to-point link. Under the cooperative mode, T;
= {r1, to,....t;s} and R; = {r1}. In this case, m sources cooperatively transmit the same
information to a single receiver. According to our assumptions, the signals simply add

m
up at the receiver. Hence, the signal at the receiver is y(t) = > ay1 || 9(t) + n(t). The
i=1

transmitted power by the transmitting nodes is .7, |v;|%. The SNR ratio at the receiver is
|7 cinvi ‘2
P"?

the following optimization problem.

. To calculate the minimum power for transmitting from 7; to R; equals solving

min Y 7 |2
Zz—l h/l‘ |2 (33)

subject to Em% > SNRy,.

According to [22], the Lagrangian multiplier techniques could be used to solve the
above optimization problem. The optimal transmitting power for each node i is |y;| =

%« /P, SN Ryy,. The resulting link cost under cooperative mode is given by:
=17

1 1
m wa? 1 1 1
Zi:l P,SNRy;, LC(t1,m1) + LC(ta,r1) + ...+ TCm 1)

LC (T, R;) = Zi:l vil> = (3.4)

e Flow Cost Formulation
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We introduce the flow cost (FC) to specify the cost along a route from the source to
the destination of a flow. It is defined as the minimum power needed for transmitting
information along any route from the source to the destination of the flow, which is given
by:

FC(S;,D;) = min " LO(T;, R;

(55 D) = i e LO ) (3.5)

VR, T\ = S;,R, = Dj,
where FC(S;, D;) is the flow cost of flow j, w; is any path such that the source of the path
equals to S; and the destination equals to D;. Notice that the calculation of FC has no
relations with the transmission modes. As the flow cost is the sum of link cost which is

calculated under different transmitting modes.
¢ Flow Rate Formulation

In the following, we consider the achievable flow rate between s; and d; in CC environment.
Under the Decode-and-Forward (DF) mode, relay nodes first decode and estimate the
received signal from source node, and then transmit the estimated data to the destination
node. The maximum average mutual information for DF can be readily shown in Eqn.
(3.6):

Iprp(si, Yj,d;) = 1/2min{log,(1 + SN Rsy),

(3.6)
10g2(1 + SNRSd + SNRTd)}a

where SNRyy = %:TP, SNRg = %;"”2, SNRyq = %:‘”2. Specifically, we require
the relay to fully decode the source message, the first term in Eqn. (3.6) represents the
maximum rate at which the relay can reliably decode the source message. Also, we require
the destination to perfectly decode the message from the source and relay, the second term
in Eqn. (3.6) represents the maximum rate at which the destination can reliably decode
the source message given repeated transmissions both from the source and relay. Given B
as the available bandwidth of channels at nodes s; and d;, the achievable rate under DF

mode could be given by:

FRpr(si,Yj,d;) = B-Ipp(si, Y;,d;). (3.7)
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3.4.2 Route Selection and Relay Node Assignment at the Network Layer

According to our system model, there are |N| — 2n nodes forming the relay nodes set
R = {Y1,Y2,..T|y|—2n}. We introduce a binary variable Ufj to characterize whether an

available relay node k is used as CR on link (v;,v;) or not:

1, 4 de ki d as CR on link (v;,v;
[Ufj:{ if node k is used as on link (vi,vj) (3.8)

0, otherwise

We also introduce another binary variable V;; to characterize whether the link between

node ¢ and node j exists or not:

v, = { L, if link (vi,v;) exists -

0, otherwise

Either a relay node k is used as TR or CR, the number of data links entering node
k should be equals to the number of data links exiting it. This constraint is given by
Constraint (1), as expressed in Eqn. (3.10):

ik k#j
D ey Vie =20, 2, Vi € R (310)

For a relay node k, it could be assigned to link (v;,v;) only if this link exists. This
constraint is given by Constraint (2), as expressed in Eqn. (3.11):

i£k,j£k o
Vi = o U2 0.0 € V(i #5). (3.11)

3.4.3 Flow Routing at the MAC Layer

According to our assumptions, we limit the source (or destination) of a flow to be a single
node. Furthermore, we assume that there is at most one CR for each link. These two
statements could be specified by the following Constraint (3), as expressed in Eqn. (3.12)
and Eqn. (3.13):

8;7V; dj#v;
ZUJEV Vij =1,8€8 Zviev Vij = 1,dj eD, (312)
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kaev UL < 1,vi,v5 € V(i # j). (3.13)

The data flow transmitted from node 7 to node j in bits per second is denoted by f;;. At
any node 4, which is neither source nor destination, the flow-in should equal to the flow-out.
For node ¢ € S, the flow-out should equal to the flow-in plus the throughput requirement
Q;. For node i € D, the flow-out should equal to the flow-in minus ;. The conservative

relation of data flow is defined formally as Constraint (4), as expressed in Eqn. (3.14):

Qi if V; € S,
Yo fi— Y. fu={ —Qiif vieD, (3.14)
(vivj)€B (v i) €E 0  otherwise.

For a given communication session (s;, d;), denote fy;(s;) as the flow rate on link (v, v;)
that is attributed to the source-destination pair (s;, d;), denote the end-to-end flow rate (or
throughput) as FR(s;,d;), where FR(s;,d;) = ZZ:?Z’IE‘/ fri(si). We denote the minimum

flow rate among all sessions as F'Ryn, then we have F Ry, < ZZZ%:&V fri(si), (si € 9).

Our objective is to maximize the minimum flow rate among all sessions, which is given by:

. . . VRFV
maximize F R, = maximize min fr(si). (3.15)
;€8 v, €V

We should also consider the capacity constraint on each hop in the network, i.e. the
flow rates on link (vg,v;) must not exceed the link capacity. This constraint is given by

Constraint (5), as expressed in Eqn. (3.16):

VEF£S;
Z:es fri(si) < Cpp(vg, Tp, i) + Cp(vg, vr), (3.16)

where Cpp(vg, Tp,v;) is the link capacity under Cooperative Mode (using DF physical
mechanism) and Cp(vg, v;) is the link capacity under Ordinary Mode (using Direct Trans-
mission mechanism), F'Rp(vg,v;) is the achievable flow rate under direct transmission and
FRp(vk,v;) = B -logy(l + SNRy;). The relations between them are can be expressed as

follows: . .
Cpr (v, Yp,v1) = FRpr(vg, Tp,v7) ?‘;Rp’vl# P UL Vi,

.S (3.17)
Cp(vk,v) = FRp(vg, vr)(1 — ﬁ,i}zp’ UL ) Vi
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3.4.4 Congestion and Non-cooperation Modeling

In a multi-hop WANET, if there are more nodes rely on a node than it relies on, congestion
may occur. According to the dependency graph, while the outdegree OD; of a node wv; is

larger than its indegree ID;, node v; might be in congestion status:

OD; —ID; >0, if v; € N,. (3.18)

For the nodes in dependency loops, they are more potential to be in congestion status.

The conservative relation of congestion is defined formally as follows:

> OD(L)— D ID(Li)>|Li| , if vi € N, (3.19)
L;eLyv;eL; L;eLv;eL;

To avoid network congestion, there should be constrains in selecting TR nodes. Fur-
thermore, according to our discussion in the previous section, a single CR which serves
more than one transmitter and receiver pair might cost contention. Hence, the constrains

in selecting TR and CR nodes are given as the following Constraint (6):

ViFV; ViFV;
ZUJEV Vij < 1,'UZ' ¢ S, Zvie\/ Vij < 1,'1)]' ¢ D, (320)
ODZ — [Dz < O,’UZ' € NS, (321)
> 0D(L)— Y. ID(Li) <|Li| ,v; € N, (3.22)
L;eLv;eL; L;eLv;eLl;

The cooperation problems between nodes with mutual dependency has been solved using
repeated game theory [36]. We mainly focus on the non-cooperation behaviors between
principal nodes and subordinate nodes as the latter are not in dependency loops. As we
addressed before, in a dependency graph, if node v; relies on v; but v; does not rely on
vj, non-cooperation may occur. The conservative of non-cooperation is defined as follow.
Therefore, the constrain that serves for avoiding non-cooperation in the relay selection

process is given by Constraint (7):

Vij = 1,v; € ONjv; € ON;, (3.23)
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j=i+|L;|
Z ’ Vij = ’Lj’ , Vg gé ON(L]'),’UZ' € [N(Lz) (324)
v;,0; €V
The above constraints specify the relay node selection process, as well as the conges-
tion and non-cooperation avoidance, which are the main subjects of the following joint

optimization formulation.

3.4.5 A Novel Cross-layer Optimization

As we consider supporting emergency services in CC aware multi-hop wireless networks,

our objectives of the optimization problem are twofold:

(1) Minimize the sum of link cost and flow cost of the links within two constraints: a)
for each flow, select one link to transmit at a certain time slot; b) the links selected for
different flows should not interfere with each other. As we choose one cooperative relay
for each transmitter-receiver pair, the link cost changes after each relay selection process.
Hence, the flow cost of each flow is the power needed in a direct transmission route from
the source and destination, which is consisted of point-to-point links. In order to count the
cost of all active links using cooperative transmission and the cost of the active flow using
other transmissions, we define the objectives as the sum of both costs. This sub-problem

could be formulated as the following minimization problem:

. T, ,R:)E(S;,D;
min zgj,ng 9P (LC(T,, Ry) + FC(S;, D;)}

(3.25)
s.t.  Constraint (1), (2)

(2) Maximize the minimum flow rate (or throughput) among all active sessions via multi-
hop cooperative routing and relay node selection within two constraints: a) for each flow,
a relay node is selected either as a TR or CR but could not acts both at the same time; b)
the selected relay nodes should avoid potential congestion and non-cooperation behaviors
in the network. This sub-problem could be formulated as the following maximization
problem:

maxF Ry, = max glin zvk#vl v Jri(sq)

5;€ Vg,V €

(3.26)
s.it.  Constraint (2),(3), (4), (5), (6), (7)
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We combine the two sub-problems together and have the following mixed optimization

formulation:
FRmin
R e(5,.D;)
S (e, R+ FO(S;,D)} (3.27)

s.t.  Constraints (1) — (7)

maximize :

It is not hard to notice that this optimization formulation is the form of mixed integer linear
program (MILP) problem, which is NP-hard. Our objective is to maximize the minimum
flow rate while minimizing aggregate routing cost, by allocating the link activeness and

relay selection for all links, together with scheduling the flow rate for each link.

3.5 Proposed Self-supported Cooperative Networking (SCooN)

Scheme

In the previous section, we formulate the flow routing and relay node selection process under
a CC aware multi-hop wireless environment. In order to support emergency services and
meet the other critical requirements, we propose our self-supported cooperative networking
(SCooN) scheme in this section. The SCooN scheme includes three novel components. In
the first subsection, we describe the initialization phase which constructs the dependency
graph and completes the nodes classification. We design an energy-efficient and congestion-
aware cooperative routing protocol in the second subsection. Thirdly, we propose the relay-
first serve and source-first serve procedures to support multiple instantaneous sessions for

emergency services in WANETS.

3.5.1 Initialization

At the initialization phase, we construct the dependency graph of a network during a set

up time period At, classify the node category (principal/subordinate) for each node.

During the set up time period At, each node may act as source or relay. As a source
node, it keeps all its relay nodes’ identification and calculate how many nodes it relies on.
As arelay node, it stores the request information containing the sender nodes’ identification
and calculate how many nodes rely on it. After the end of At, each node has a picture of the

dependency relations of itself. With these information of all the nodes, a whole dependency
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graph of the network is constructed. The algorithm of constructing a dependency graph
could be found in the previous chapter. Hence, each node could identify its category
(principal/subordinate) according the degree information and dependency relations in the

constructed dependency graph.

3.5.2 Route Selection

This subsection introduces our proposed routing protocol and relay node selection process
according to the formulations in the last section. Our objective is to maximizing minimum
flow rate while minimizing aggregate routing cost, by allocating the link activeness and

relay selection for all links, together with scheduling the flow rate for each link.

Our proposed CC aware routing protocol inherits the concepts of Ad-hoc On-demand
Distance Vector (AODV) routing protocol [14]. In AODV, a route request message (RREQ)
is used to send a route request from the source node by broadcasting it. When the desired
destination node receives the RREQ messages, it chooses the best route, i.e. the shortest-
hop route, then uses it to send route reply RREP to the source node. The source node

then uses this route to send the data.

In the proposed protocol, we use the control message (RREQ and RREP) to avoid
extra message overhead. The RREQ message triggers the received nodes to add their node
category (principal/subordinate) into the message before forwarding it to other nodes.
Then each relay node calculates and adds in this RREQ message its residual living value
Vi = E; / OD;, where Vj is proportional to the residual energy E; and inversely proportional
to the outdegree OD; of a node. Vj; reflects the possibility that a node is potential to be
selfish and busy node.

We define a route from source s to destination d as R = {(ig, 1), .-, (ih—1,%n)}, V(ig, tg+1)
E, where ig, i1, ..., i, are distinct nodes, ig = s, i5, = d, and h is the number of hops between
source node s and destination node d. Under cooperative transmission, consider a number
of m available routes between source node s € S and destination node d € D. We define
Uy, to be a utility value for each route 73, which considers the living value of the nodes

along the route, the hops of the route, the number of selected cooperative relays in the
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route. The utility of route ry, with nodes i*,i}*, ..., i}* is defined as follows.

Min _ (Vig\Vig s Viy)
k

10,210} ETL
U, = B Sy )
ops
-2 X Uy,
<,V >€ETE

where C,’;’;ps is the number of hops along 7 and C}* is the number of principal nodes
among r,. The destination node receives the RREQ messages with these information and

calculates the utility value for each of the m available routes according to Eqn. (3.28).

Notice that the value of Eqn. (3.28) can have three cases. It is intuitive to observe that

this equation is consisted of three terms. When the first term is 0, it is the first case that

U

Tk

equals to 0. When the third term is greater or less than 0, it falls into the other two

cases.

e (1) If Uy, = 0, the route 7, contains at least one relay node whose residual energy
equals to 0. Hence, this route could not be selected as a cooperative transmission

route.

e (2) IfU,, <0, the route ry contains at least one relay node which has been selected as
cooperative relays by other flows. So this route could not be selected as a cooperative

transmission route.

e (3) Otherwise, if U,, > 0, all the selected relay nodes among the route r; have not
been selected as cooperative relays by other flows. It also do not contain any relays
running out of energy. As a result, this is a normal route and it can be selected as a

cooperative transmission route.

After the destination node receives all the RREQ messages from m available routes,
it will send back the RREP messages according to the utility value of each route and
select the available routes for cooperative transmission. In our proposed schemes, the flow
rate is assigned when the transmission mode of each link is determined. The flow rate is
assigned according to the capacity Constraint (5) under different transmission mode. The
destination node also send back a RREP message and triggers those relays which have been
running out of their energy or have been used to attach their location information in the

RREP message. The following steps describe the core of our SCooN scheme, in which the
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relays and sources support cooperative transmission through their cognitive movements.
Fig. 3.2 describes the main concepts of the relay-first serve procedure and the source-first

serve procedure.

(a) (b)

FIGURE 3.2: Illustrative examples: (a) relay-first serve procedure; and (b) source-first
serve procedure.

3.5.3 Relay-First Serve: Novel Movement of Relays

The first key idea of our proposed networking scheme is to promote the relay nodes to
support themselves by their own efforts. In this subsection, we propose the relay-first serve

method according to the priority of different emergency sessions.

We use the sample network in Fig. 3.2(a) to explain the main idea. Suppose there are
two emergency sessions in the network: (S; — Dj) and (S2 — Dsg). The priority level of
the first session is greater than the second session. After relay node R4 receives the RREP
message from destination Dy, it realizes that the current session has a higher priority than
the session it serving. So it moves out of the transmission of Se and only act as cooperative
relays for session 1. Session 2, as cooperative transmission could not be applied, it only uses
ordinary mode for transmission (S — Rg — R7 — Ds). In the relay-first serve mechanism,
R4 moves to serve for two different flows and act as cooperative relay each time. Notice
that when Ry serves for the first flow (S1—D7), it should move out of the transmission

range of Sy so as to avoid interference.
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For a route r; whose utility value is less than 0, the destination node send back a RREP
message along this route containing the priority level of the current session. As r; contains
at least one relay node which has been selected by other flows, we denote this relay as r;,.
After r;, receives the RREP message, it compares the priority level of the current session
PLj; with the session it serving, e.g. PL;. If PL; > PL;, r;, moves to a proper location
and serve for the current session. Otherwise, it continues serving as the cooperative relay
for its original session. The example in Fig. 3.3 explains the procedure of this method.

Cooperative
- .> Transmission

..... e, C)o‘ﬁcl}t AN '~. —» Moving Trace
) : . Yode

— )

''''''
.....

{== Path taken by Route Reply (RREP) packet

FIGURE 3.3: Relay-first serve procedure: novel movement of the relay node.

3.5.4 Source-First Serve: Novel Movement of Sources

According to Eqn. (3.28), if the utility value of a route 7 equals to 0, 7 contains at least one
relay node which is running out of its energy. In order to exploit cooperative communication
to supported the emergency sessions, we develop the source-first serve method. This method
aims at promoting the sources to novelly replace their potential busy/selfish relay nodes by

their movements.

Take the sample network in Fig. 3.2(b) as an example, the source node (i.e. S7) moves
to replace the bottleneck relay (i.e. R4) and then use cooperative transmission to transmit
its data. Hence, the second data flow (S;— D) can use Ry as its relay node and this two

flows will not interfere each other.
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We firstly propose the Direct Movement to potential selfish/busy Relays (DMR) scheme
by explaining how the source node move and replace their potential selfish/busy relays

according to the feedback information received from the RREP message.

For a route r;, whose utility value equals to 0, the destination node sends back a RREP
message along this route. As r, contains at least one relay node which has been running
out of its residual energy, we denote this relay as r;,. After r;, receives the RREP message,
it adds the location information of itself in the RREP message and then send back along
the route. For simplify, we assume that each route at most contains one node that will

exhaust its energy.

After receiving the RREP message from the destination and relay nodes containing the
location information of the potential selfish/busy relay nodes along the route, the source
node notices the location of this relay node. We set a moving constraint value Mg for
all source nodes. When the utility value U,, of its selected route 7, is less than Mg, our

proposed DMR scheme triggers the source node to replace the relay node r;, directly.

For some emergency services, connectivity and consistency of transmission are more crit-
ical. The DMR scheme we proposed is simple and novel. However, it cannot ensure network
connectivity during transmission. As a result, we propose another Iterative Movement to
potential selfish/busy Relays (IMR) approach as an improvement to the DMR approach.
In IMR approach, the RREP message triggers all the relay nodes between source and the
most potential selfish /busy relay to append their location information in it. Then the IMR

scheme maintains the source nodes to replace their potential selfish /busy relays iteratively.

Details of both the DMR and the IMR scheme have been discussed in Chapter 2 already.
Here we exploit them in CC-aware wireless networks to seek for cooperative transmission
opportunities. The difference between SCooN-DMR and SCooN-IMR is the moving trace
of the source node in the last phase. IMR scheme achieves connectivity by iterative and
conscious movement of the source node. However, it takes time to convergence and the

overhead of IMR scheme is more than DMR scheme as it needs more location information.
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3.6 Performance evaluation

In this section, we will evaluate the performance of our proposed self-supported cooperative

networking (SCooN) scheme.

We firstly consider typical wireless ad hoc networks with nodes randomly or grid located
over a 1200m x 300m rectangular flat space. We evaluate the efficiency of our constructed
dependency graph. Then we conduct a performance evaluation and make a comprehensive
comparison with the existing cooperative routing scheme MFCR (Multi-Flow Cooperative
Routing) in [23] and Non-Cooperative Routing protocol AODV (NCR-AODV) using a
computer simulation. Emergency cases are randomly emerged among all nodes. At last, we
compare our proposed SCooN-DMR and SCooN-IMR networking schemes in the purpose
of supporting different emergency services. The simulation is implemented using ns-2.33
[15].

3.6.1 Performance Metrics

To evaluate the generality of our classification in node category in a randomly deployed
WANET, we calculate the percentage of subordinate nodes. To evaluate the efficiency of
our model in investigating congestion and non-cooperation, we calculate the success ratio
when applying our networking scheme to detect the potential selfish/busy nodes compared

with the real cases in simulation.

Packet drop ratio is computed as the ratio between the dropped packets to total packets
sent during the simulation time. End-to-end delay is defined as the time that a packet takes
to be transmitted across a network from source to destination. We computed the average
delay for all received packets. In this chapter, they are the main metrics to evaluate the
WANETS for emergency services. Furthermore, we calculate the throughput to evaluate

the network performance while applying our self-supported cooperative networking scheme.

To evaluate the advantages of each networking scheme, we compare our proposed
SCooN-DMR, and SCooN-IMR schemes by calculating the probability of unconnectivity

and average routing load for each of them.
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The scenarios is repeated twenty times and the average result was presented with a 95%

confidence interval.

TABLE 3.2: Simulation parameters for the evaluated cooperative multi-hop wireless net-

works
Simulator NS-2.33
Number of nodes 30
Simulation area 1200 x 300m?>
Simulation time 900sec
Fmergency cases 10 cases, randomly locate
Priority Level of Emergency cases 10
Transmission range 200m
Traffic 30 CBR connections,

8 packets/sec

3.6.2 Simulation results
3.6.2.1 Efficiency of the constructed dependency graph

In Fig. 3.4, we calculate the percentage of subordinate nodes in randomly and grid located
scenarios. From our analysis and simulation results, we find that the ratio of subordinate
nodes is decreasing with the growth of network size, as there are more mutual dependency
relations in a large scale network and the number of nodes without mutual dependency

becomes less and less.

In Fig. 3.5, we calculate the success ratio when applying the constructed dependency
graph to detect the potential selfish/busy nodes compared with the real cases in simulation.
The set up time of constructing the dependency graph differs from 5 seconds to 100 seconds.

Our model presents more than 80% correctness when the set up time is large enough (100s).

3.6.2.2 Efficiency of the proposed networking schemes

Table 3.2 shows the simulation parameters in this subsection. From Fig. 3.6 to Fig. 3.8,
we show the performance comparison of the variations of our proposed SCooN scheme with
the MFCR and NCR-AODYV. These results present the simulation results in which the
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FIGURE 3.4: Percentage of subordinate nodes in grid and randomly deployed scenarios vs.
number of nodes.
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FIGURE 3.5: Success ratio in detecting congestion and noncooperation vs. number of
nodes.

moving nodes’ average speed change. As NCR-AODV does not consider the movement of

emergency nodes, the performance values change very little in the figures.

As Fig. 3.6 shows, our proposed SCooN scheme performs better than MFCR and NCR-
AODV at all speed levels. It is because our novel networking scheme properly selects the
optimal relays to perform the cooperative transmission. Meanwhile, the speed of nodes
influence the performance of our SCooN scheme. When the speed of moving nodes equals

to 25 meters/second, it performs the best throughput. On the other hand, as both MFCR
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Fi1GURE 3.7: Efficiency of the proposed networking schemes: packet drop ratio vs. average
speed of moving nodes.

and NCR-AODYV schemes do not consider the movements of nodes, their throughput change

little with as the average speed of moving nodes change.

In Fig. 3.7, we calculate the packet drop ratio of our SCooN scheme and compare
with the other two referenced schemes. SCooN scheme also performs better than MFCR
and NCR-AODV. It is because the SCooN scheme takes the advantages of cooperative
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FIGURE 3.9: Comparison of the proposed networking schemes: probability of unconnec-
tivity vs. average speed of moving nodes.

communication and dynamically select the proper relays for transmission. As a result, the
optimal routes under cooperative mode are selected. The MFCR scheme owns better packet
drop ratio than NCR-AODV as it is also a cooperative routing protocol which selects relay
nodes to act as cooperative relays. However, these two schemes are quite close as when the

emergency sessions emerged, the MFCR scheme only selects the route to act in ordinary
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FIGURE 3.10: Comparison of the proposed networking schemes: average routing overhead
vs. average speed of moving nodes.

mode. It is also because when the contention problem of the network is serious, the MFCR

is similar to a non-cooperative routing protocol.

From Fig. 3.8, we obverse that the proposed SCooN scheme achieves less end-to-
end delay comparing with the existing cooperative routing protocol MFCR and the non-
cooperative routing protocol AODV. As the moving node’s speed increases, it can replace
the selfish/busy relay more quickly, the advantages of SCooN scheme is obvious in such

cases.

In Fig. 3.9, we compare the probability of unconnectivity for SCooN-DMR, and SCooN-
IMR. ISCooN-IMR is better than SCooN-DMR as it ensures connectivity by iterative move-
ment. We also compare the routing load of these two schemes in Fig. 3.10, the routing
overhead of SCooN-DMR is less than ISCooN-IMR as IMR, scheme contains more location

information than DMR scheme.

The simulation results reveal that our proposed SCooN scheme significantly improves the
network performance by the cognitive movement of emergency sources or relays themselves
and they are more efficient than the MFCR and NCR-AODV for emergency services in
WANETS.
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3.7 Summary

This chapter focuses on promoting self-supported cooperative networking for emergency ser-
vices in multi-hop wireless networks. We propose a novel cross-layer design which jointly
considers the problems of route selection in network layer, congestion and non-cooperation
avoidance among multiple links in MAC layer under cooperative multi-hop wireless envi-
ronments. We formulate the multi-hop cooperative flow routing and relay node selection
process as an optimization problem. Based on the formulations and models, we propose
a self-supported based networking scheme including three novel components that make
the solution procedure highly efficient. Analysis and simulation results show that our
approaches significantly achieve better network performance. As a future work, we will
consider the general mobile patterns in Mobile Ad-hoc Networks (MANETS) and promote

efficient networking schemes to support emergency services.



Chapter 4

Optimal Relay Placement for
Multi-Pair Cooperative
Communication in Wireless
Networks

This chapter studies the relay placement problem for multi-pair cooperative communication
in wireless networks, where a finite number of candidate relay nodes can be placed to help
the transmission of multiple source-destination pairs. Our objective is to maximize the
system capacity. After formulating the relay node placement problem, we comprehensively
investigate the effect of relay node location on cooperative link capacity and show several
attractive properties of the problem under consideration. As the main contribution, we
develop a geographic aware relay node placement algorithm which optimally solves the
relay node placement problem in polynomial time. The basic idea is to place a set of relay
nodes to the optimum locations so as to maximize the system capacity. The efficiency of

our proposed algorithm is evaluated by the results of series experimental studies.

This chapter is organized as follows. Section 4.1 introduces the motivation of the relay
placement problem for multi-pair cooperative communication in wireless networks. In Sec-
tion 4.2, we describe the architecture of our system model and formulate the problem. We

study the properties of our formulated problem in Section 4.3. In Section 4.4, we propose
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a polynomial time algorithm to optimally solve the problem. Performance evaluation is
carried out in Section 4.5. Finally, Section 4.6 concludes this chapter and points out the

future work.

4.1 Introduction

With the advancement of telecommunication technology, devices with wireless functional-
ities are ubiquitous nowadays. As a result, networking among such devices has become
increasing critical in both theory and practice. Cooperative communication (CC), which
exploits the nature of wireless broadcast and the relaying capabilities of other involved
wireless devices to achieve spatial diversity, has been shown to have great potential to en-
hance the channel capacity between two wireless devices [64], [39]-[40], [66]. Although CC
promises to enhance the capacity, an improper placement of relay node can result in an
even smaller capacity than that under direct transmission (DT). Therefore, the potential
gains in capacity enhancement largely depends on the placement of the involved relays,

which is one of the most important issues in cooperative networking [68].

The problem of determining the locations of the relay nodes for wireless coverage mainte-
nance or network performance optimization is usually referred to as the relay node placement
(RNP) problem [41], which was originally emerged in the field of wireless sensor networks
[42]. With the emergence of large-scale, dynamic and decentralized wireless networks, such
problems are often encountered in WiMAX netwoks, wireless ad hoc networks (WANETS)
and multi-hop cellular networks (MCNs). For example, in the IEEE 802.16 standard based
WiMAX networks, RNP problem has been used to determine the locations of base stations,
relay stations and subscriber stations for different purposes [39], [43], [45], [46]. Among the
existing literatures, the signal-to-noise ratio (SNR) based model is often applied for RNP
problem formulation, where the received signal strength is estimated according to the dis-
tance, and then the link capacity is decided by Shannon’s channel capacity formula [48].
The RNP problem is then converted into an optimization problem which usually focuses
on capacity enhancement and energy efficiency. This modeling approach yields a more flex-
ible network topology and performance indexes which are continuous with respect to the
locations of relays, hence is more suitable in practice. Depending on the placement space

used for RNP problem formulation, the existing relay placement methodologies can be
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roughly classified into three categories: discrete placement, continuous placement, and hy-
brid placement (see e.g., in [50] for an overview). RNP problem for capacity maximization
purpose in cooperative wireless networks has also drawn extensive attentions recently [44],
[46], [47]. However, as far as we know, most of the prior works have considered different net-
work model and objective comparing with the relay placement problem we considered here.
Besides, with the same objective as our work, only heuristic algorithms with near-optimal

solutions are proposed [44].
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FIGURE 4.1: Relay placement in cooperative communication aware wireless networks.

We consider the continuous placement methodology and study the relay node placement
problem for multi-pair cooperative communication (RNP-MPCC) in this chapter, where
a finite number of wireless devices functioning as candidate relay nodes can be placed
anywhere in the network and cooperatively help multiple source-destination pairs to achieve
cooperative communication. The objective of our work is to maximize the system capacity.
This problem has many applications. For example, in case of all sources share the same
destination, it can be extended to the relay station placement problem in WiMAX networks
or be developed to the relay station scheduling problem in multi-hop cellular network
(MCN), as shown in Fig. 4.1. However, this problem is very challenging due to two

facts: 1) the potential space for the relay node location is continuous; and 2) multiple
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source-destination pairs exploiting the limited number of relays and the maximization of
system capacity have to be jointly considered. Our main contributions are summarized as

follows:

e By applying the SNR-based capacity model, we theoretically formulate the relay
node placement problem under consideration, named as RNP-MPCC, which seeks

for a relay placement profile such that the system capacity is maximized.

e Due to the continuous nature of placement space, we carry out comprehensive studies
on the effect of relay location on cooperative link capacity, and determine the optimum

relay location site for each source-destination pair.

e We develop a geographic aware polynomial time algorithm to optimally solve RNP-
MPCC, which maximizes the system capacity by placing a subset of the candidate

relay nodes on the optimum relay location sites.

e Analytical and experimental results are carried out to evaluate the efficiency of our

proposed algorithm.

4.2 System Description and Problem Formulation

4.2.1 Network Model

We consider a 2-Dimensional static wireless network with area A, which is consisting of a
set of n source nodes S = {s1, 2, ...8,, } and a set of n destination nodes D = {dy,ds, ...d, }.
Transmission performs as a number of unicast sessions where each source node s; is paired
with a destination node d;.! Besides, m relay nodes R = {r1,ra,...7;,} form the candidate
relay nodes set, in which no more than m relay nodes can be placed into the network to help
the s-d pairs achieve cooperative communication. All relay nodes are assumed to have equal
relaying capability, i.e., the transmission power of all relay nodes are same. Besides, we
assume that the distance between any s-d pair is less than the transmission range of source
node so that each s-d pair can use direct transmission (DT) or cooperative communication

(CC) with the help of the placed relay node. Following the investigation in [79], which has

IThe terms source-destination pair s; and d;, s-d pair s; and d;, and (s; d;) will be used interchangeably
throughout this chapter.
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showed that it is sufficient for an s-d pair to exploit the best relay node even when multiple
relays are available to achieve full diversity. Therefore, it is reasonable to assume that each

s-d pair will use at most one relay node for CC.

A slow, flat, block Rayleigh fading environment is applied, i.e., the channel remains
static for one coherence interval and changes independently in different coherence intervals

with a variance 0’? j=d; ]‘-x, where d; ; is the Euclidean distance between node 7 and j, and

« is the pass loss exponent. The channel gain between node i and j is denoted as h; ;, which
is modeled as a zero-mean, independent, circularly-symmetric complex Gaussian random

variable with variance sz. Furthermore, additive white Gaussian noise (AWGN) with

power spectral density Ny is assumed. Thus, when node ¢ transmits a signal to node j with

power P;, the instantaneous signal-to-noise ratio (SNR) seen by node j, denoted by ~; ;, is

A Pilh |2 Pid & .
Yij = Z‘NZOJ‘ = ZN:)’J . We assume that the transmission power for all source nodes and

relay nodes are P and P, in Watt, respectively. The bandwidth of all channels is assumed
to be W in MHz. In order to mitigate interference, we make the same assumption as in [40]
and [66], where the orthogonal channels are available in the network, e.g., using orthogonal

frequency division multiple access (OFDMA) technique [78].

Table 4.1 lists the frequently used notations in this chapter.

4.2.2 Transmission Model

For a specified s-d pair (s; d;), when DT is applied, s; directly transmits data to d;, the
achievable capacity between s; and d; can be calculated by the SNR-based Shannon’s
capacity formula [48]:

Cpr (si,di) = Wlogy (1 + s, 4,) - (4.1)

When a relay node involves to achieve CC, we adopt the model proposed in [64] where
transmission proceeds in a frame-by-frame basis and each frame is divided into two time
slots: the first slot for broadcast phase, and the second slot for cooperative phase. During
the broadcast phase, source s; transmits the signal to its corresponding destination d;. Due
to the broadcast nature of wireless communication, this transmission can also be overheard
by the involved relay node. During the cooperative phase, the relay node forwards the

overheard signal to d; using different techniques depending on different CC modes. There
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TABLE 4.1: Frequently used notations in Chapter 4.
Notation Description
S ={s1,89,...8n} set of source nodes
D ={dy,ds,...d,} set of destination nodes
R ={r1,re,..mm} set of candidate relay nodes

(si,di) s-d pair s; and d;
Vi,j signal-to-noise ratio (SNR) from node ¢ to ¢
a, Ps, P, path loss exponent, transmission power of source
and relay
Cpr (8i,d;) channel capacity between s; and d; under direct
transmission
R(ss) relay node that helps (s; d;) in the cooperative
phase
Car (R(ss)) channel capacity between s; and d; under AF
mode cooperative communication with relay
R(Si)
Cpr (R(s;)) channel capacity between s; and d; under DF
mode cooperative communication with relay
R(s:)
| X| cardinality of set X
0; € {0,1} binary variable to characterize whether a relay

node is placed to serve for (s; d;)

are mainly two cooperative communication modes: Amplify-and-Forward (AF) and Decode-
and-Forward (DF). Denote the relay node which helps s-d pair (s; d;) in the cooperative
phase by R(s;). The achievable capacity from s; to d; under AF and DF mode can be
expressed as Eqn. (4.2) and Eqn. (4.3), respectively [47]:

w Vsi,R(si) Vsidi )
Car (R(si)) =—=logy | 147s,.4,+ o , 4.2
ar (Ris) 2 %2 ( Taid VsiR(s) TIR(si),di T1 (4.2)
Cpr (R(sl)) = % min {10g2 (1 + /781',7?,(81')) 5 (4 3)

10gs (1 + Vi, + YR(s:)ds) }

For our predefined network model, a finite number of relay nodes are to place into the
network for multiple s-d pairs to achieve CC, we call it multi-pair cooperative communica-
tion (MPCC) throughout this chapter. Specifically, we consider the situation where a relay
node can be shared by multiple s-d pairs. Let S(R(s;)) denote the set of source nodes R(s;)
serves for. For the case when multiple s-d pairs share one relay node, i.e., [S(R(s;))| > 1
(|X| is the cardinality of set X'), we assume that the relay node equally provides service to

all the s-d pairs employing it. This can be achieved by using a reservation-based TDMA



Chapter 4. Optimal Relay Placement for Multi- Pair Cooperative Communication in
Wireless Networks 67

scheduling and the shared relay node serves each s-d pair in a round-robin fashion [40].
Take the WANET in Fig. 4.1 as an example, relay node serves user 1 in the first two
time slots and switches to serve user 2 in the following two time slots, etc. The achievable

capacity from s; to d; under MPCC can be expressed as:

% if R(s;) #0, AF mode,
C(R(si)) =4 Goeed) if R (s;) #0, DF mode, (4.4)
Cpr (si,d;) ,if R (s;) = 0.

4.2.3 Problem Formulation

Following the previous definitions,, we introduce a binary variable §; € {0, 1} to characterize
whether a relay node is placed to serve for (s; d;). Thus, the capacity expression in Eqn.

(4.4) can be formulated as:
C (R (si))=6i - Coc (R(s:)) + (1=6:) - Cpr (s, di) , (4.5)

where Coc (R(s;)) is the achievable capacity from s; to d; under AF or DF mode; 6; = 1,
if R (s;) # 0, otherwise, §; = 0.

As orthogonal channels are used to mitigate interference between different s-d pairs and
relays, the system capacity can be defined as the summation of the achievable capacity of
all pairs. Denote the relay nodes which are already placed into the network as R. Notice
that R C R, i.e., R = R if all candidate relay nodes are placed, and R C R if only a subset
of R is placed. In the rest of this chapter, we call it complete placement when R = R, and
incomplete placement when R C R. Thus, the system capacity for the predefined network

consisting of n s-d pairs and |R| (|R| < m) placed relay nodes can be expressed as:

Cisum ((S,D),R C R) = Z%S C(R(s)). (4.6)

Next we address the relay node placement problem for multi-pair cooperative commu-
nication (RNP-MPCC) as follows.

Definition 4.2.1 (RNP-MPCC). Given a set of source-destination pairs (5, D) within

network area A, no more than m relay nodes in R can be placed into A to achieve multi-pair
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cooperative communication, RNP-MPCC seeks for a relay placement profile such that the
system capacity Csym ((S, D), R C R) is maximized among all the possible relay placement
profiles.

More specifically, we define a relay node placement profile as a m x 2 matrix where each
of the m columns is a 2-Dimensional vector representing the location (coordinate) of the
involved relay node in A, i.e., (a:r o Yr j) is the placement profile for relay node r;. We denote
that a relay node 7; is placed into the network A as (:Erj,yrj) € A. In case of incomplete
placement (R C R), the placement profile for the relay nodes which are not placed into the
network is set to (co,00). According to the above definitions, we theoretically formulate

RNP-MPCC as the following optimization problem.

(RNP-MPCC) Maximize Cgym ((S,D),R C R) (4.7)
subject to
1, if R (s; ,
5= b IERE) A0 (4.82)
0, otherwise.
’R(SZ)‘ <1 (Si S S, R(SZ) € R), (48b)
IS(R(s))|>1 (s; €8, R(s;) €ER), (4.8¢)
d6i<m (s;€8S, R(si)€R), (4.8d)
i=1
(xrjayrj) S ./4, if Ty S R, (48e)
(mrj,yrj) = (00, 00) , otherwise,

where Eqn. (4.8a) specifies the binary variable §;, Eqn. (4.8b) specifies that each s-d pair
can use at most one relay node for CC, Eqn. (4.8¢c) specifies that each placed relay node
can be shared by multiple s-d pairs, Eqn. (4.8d) indicates the number of placed relay nodes
can not exceed the cardinality of the relay nodes set, Eqn. (4.8¢) indicates the continuous

placement space for the relay nodes and the value of elements in the relay placement profile.

Notice that the solution of RNP-MPCC is a m x 2 matrix consisting of one placement
profile for each of the m candidate relay nodes. The value of the binary variable §; can
be obtained according to the resulting placement profile. Due to the continuous nature

of the placement space and the possibility of sharing a placed relay node by multiple s-d
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pairs, it is hard to observe how to reduce the formulated RNP-MPCC into an integer linear

programming problem, let alone giving any heuristic algorithms to solve it.

4.3 Problem Analysis and Reduction

Ahead of solving the formulated problem, we first analyze it by studying the effect of relay
node location on cooperative link capacity for the predefined network model. Then we

exploit the reduction of the original formulated problem.

4.3.1 Effect of Relay Location on Cooperative Link Capacity

Although CC promises to enhance the capacity, an improper placement of relay node can
result in an even smaller capacity than that under DT. This deterioration can not be
obviously observed by comparing the capacity expressions in Eqn. (4.1) and Eqn. (4.2)
(or Eqn. (4.3)). On the other hand, according to the SNR-based capacity formula, both
Car (R(si)) and Cpr (R(s;)) are functions of P, ds, ., and dy; ;- For constant P, the
achievable cooperative link capacity is quite related to the location of the involved relay.
For a dedicated s-d pair, we are particularly interested in seeking for an optimum relay
location, on which the maximum link capacity can be achieved. The following lemma
indicates the optimum cooperative relay node location can be obtained and the link capacity

maximization problem can be solved optimally.

Lemma 4.1 (Optimum cooperative relay node location). Under the predefined network
model, if the transmission power of relay is constant, the optimum cooperative relay node
location can be obtained by solving the following optimization problems, through which the

cooperative link capacity between s-d pair s; and d; is mazimized.

AF mode:  rj=argmax { Yousr; Tryods } (4.9)
fYSi,T’j + ’Yrj,di +1
DF mode : r;=arg max {min {ysm s Vsidi tVrsds }} (4.10)
subject to
dsiﬂ"j + drj,di = dSi,di' (4'11)
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Proof. 1t is not hard to notice that the above objective formulations is derived from the
capacity expressions of the primary channel in Eqn. (4.2) and Eqn. (4.3). We proof the
lemma by proving the constraint in Eqn. (4.11). Notice that Eqn. (4.11) indicates that the
involved cooperative relay node is placed on the line passing between s; and d;. Considering
the three-node example illustrated in Fig. 4.2, we prove the constraint by contradiction.
We assume that the location of the involved cooperative relay is out of the line passing
through s; and d;, with which resulting in the maximum capacity of the primary channel.

Denote the involved relay as r;, the proof process falls into the following four cases:

1) Case 1: dg, r,,dy, 4, > ds, a;- Under this case, place another relay on the line passing
through s; and d;, say r;. Notice that s, 4;, Ps and P, are constant, ds, ,; < ds; 4, < ds, r,
and d; 4, < ds;a; < dp,q;- According to Eqn. (4.9) and Eqn. (4.10), the achievable

capacity when relay 7; involves is greater than that when r; involves.

2) Case 2: dg, r,,dr, 4, < ds; 4, Under this case, as ds, ,, < ds, 4,, we could place another
relay, say r;, on the line passing through s; and d; where the distance between s; and r;
equals to the distance between s; and ry, i.e., dsi,rj = ds, r,, as illustrated in Fig. 4.2. Such
that dy; 4, = ds; d; — ds; r; = ds;.d; — ds;r; < dy, ;- Therefore, we could have ds, ,, = ds, r,

and dy; 4, < dyr, 4;- 'Thus the capacity when r; involves is greater than that when r; involves.

3) Case 3 & 4: dy,r, < dg, 4,y d, > ds;q, a0d dg, r, > dg, d,,dr, a; < ds, q;- As the
proof process for these two cases are quite similar, we provide them together. Under these
two cases, as either ds,, < d, 4, or d,, 4, < ds,; 4;, We can place another relay node r; on
the line passing through s; and d; where ds, ., = ds, », (Case 3) or dr;d; = dry d; (Case 4),
as shown in Fig. 4.2. Similar as the analysis under Case 2, we could have dsi’rj = ds; r,
and d,; 4, < dy, 4, under Case 3, d;, 4, = dy, 4, and ds, »; < ds, », under Case 4. Thus the

capacity when r; involves, both under Case 3 and 4, is greater than that when r; involves.

For the above four cases, we can always find a relay that locates on the line passing
between s; and d; and the achievable capacity when r; involves is greater than that when
r; involves. As illustrated in Fig. 4.2, the “=" symbol on the links represents the equal
distance between the nodes in the marked link, e.g., under Case 2, ds, ,, = ds, ,;, which

stands for the location of the involved relay r; thus C5. (s, 75, d;) > CEq(siy i, d;).

Therefore, for a relay node r; that is out of the line passing through s; and d;, we could

always place another relay r; which locates on the line passing s; and d; and have a greater
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capacity. It contradicts the fact that the best relay is out of the line passing through s;
and d;. Thus, we complete the proof. O

According to the above lemma, we can obtain the optimum relay location for each
s-d pair so as the maximize the cooperative link capacity. The above analytical result
greatly reduces the placement space for RNP-MPCC and a set of n candidate optimum
relay locations are determined. The optimum relay locations for all s-d pairs form a reduced
placement space, denoted by A(A C A). However, as the number of candidate relay nodes is
finite, it may be infeasible to place each optimum location a cooperative relay. Specifically,

when the number of candidate relay nodes is less then the number of s-d pairs, i.e., m < n.

4.3.2 Incomplete and Complete Placement
4.3.2.1 Incomplete placement

If the placed relay nodes set is a proper subset of the candidate relay nodes set, R C R, such
a placement profile is called an incomplete placement. The following lemma indicates the

condition when an incomplete placement exists.
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Lemma 4.2. The solution for our predefined RNP-MPCC is an incomplete placement only
if n < m. Moreover, an incomplete placement ensures to place a cooperative relay for each

s-d pair.

Proof. Suppose the solution for RNP-MPCC is an incomplete placement and n > m, ac-
cording to Lemma 4.1 and the system capacity formulation in Eqn. (4.6), one can always
increase the system capacity by placing the left relay nodes in R (R\R) to the unplaced
(n —m) s-d pairs, which will result in a complete placement in the end. It contradicts
the fact that the solution is an incomplete placement. Therefore, as we have n < m in an
incomplete placement, we can always place a relay node on the optimum location for each

s-d pair such that the system capacity is maximized. Hence, we complete the proof. O

According to Lemma 4.2, if the number of candidate relay nodes is no less than the
number of s-d pairs, there is no incentive for the s-d pairs to share a placed relay node as
each s-d pair exploits an optimum placed relay node will result in a global maximization of
the system capacity. Thus, the solution for incomplete placement is equivalent to solving

the optimization problem in Lemma 4.1 for each s-d pair.

4.3.2.2 Complete placement

On the other hand, if all the candidate relay nodes are placed into the network, R = R,
it is called a complete placement. From Lemma 4.2, it is not hard to observe that the
complete placement exists when n > m. Specifically, complete placement is potential to
involves the case of MPCC with a common relay, as shown in Fig. 4.3. As a result, we
are more interested in how to increase the system capacity by cooperative networking. To
this end, we switch to focus on the situation when MPCC with a common relay occurs in

a complete placement.

Fortunately, a recent work by Yang et al. [40] has shown that if a common relay node
is shared by multiple s-d pairs, one can increase the system capacity by separating multi-
pair CC into several direct transmissions and single-pair CC. More specifically, if a placed
relay node r; is shared by multiple s-d pairs, we can always improve the system capacity
by applying the following double-step adjustment: i) let the s-d pair with the minimum

capacity among all the pairs sharing r; transmit under DT} ii) keep other s-d pairs’ relay
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FIGURE 4.3: Double-step adjustment for multi-pair cooperative communication with a
common relay node.

placement profile the same. Consider the sample cooperative ad hoc network in Fig. 4.1,
the multi-pair cooperative communication with a common relay before and after adjustment
are illustrated in Fig. 4.3(a) and Fig. 4.3(b). During the adjustment, the s-d pair with the
minimum capacity, say (s1,d;), is adjusted from sharing cooperative relay node r to using

direct transmission.

4.3.3 Reduced RNP-MPCC

To this point, we can reduce the formulated RNP-MPCC by relaxing the constraints in
(4.8¢c) and (4.8e) and use the following (4.12a) and (4.12b) to replace them.

IS(R(s)| <1 (si€S, R(si) €R), (4.12a)

{ (xrj,yrj) €A, if r; eR,

4.12b
(azrj,yrj) = (00, ), otherwise, ( )

where Eqn. (4.12a) specifies that each relay node will be placed to act as cooperative relay
for at most one s-d pair, in order to achieve maximum system capacity. Eqn. (4.12b) re-
stricts the candidate relay locations to a number of optimum sites. Notice that A consisting
of n 2-D vectors is the set of optimum relay location sites for all s-d pair. Therefore, A is

a superset of the optimum relay placement profile and a subset of A.
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4.4 An Optimal Relay Node Placement Algorithm

Based on the analysis in the previous section, any optimal solutions for RNP-MPCC in-
dicates putting at most m relay nodes on n optimum candidate sites. Besides, each site
can be placed at most one relay node and each relay node can be used for at most one
s-d pair. For incomplete placement (n < m), the optimum relay placement profile is the
determined optimum candidate site. For complete placement (n > m), the one-to-one
matching relation implies that we can map any instance of RNP-MPCC into that of the
Mazimum Weighted Bipartite Matching (MWBM) problem [81] and use corresponding al-
gorithms to solve. We present our proposed optimal relay placement algorithm for MPCC,
named ORNP, as described in the Algorithm 2.

4.4.1 Algorithm Details

The optimum relay placement profile for incomplete placement can be readily obtained by
solving the optimization problem in Eqn. (4.9) or Eqn. (4.10). Next we give detailed
descriptions for the complete placement. For any instance ((S, D), R) of RNP-MPCC,
we construct an instance G = (U, V,w) of the MWBM problem as follows. Let a set U of
vertices represents the source nodes set S, and a set V of vertices represents RUR', where R’
is a set of n—m virtual relay nodes. The edge between s; (s; € S) and 7; (r; € R) represents
cooperative communication from s; to d; with the connected relay node r;. The edge
between s; (s; € S) and r;’ (r;’ € R') represents direct transmission from s; to d;. Then we

set w(s;,rj) = g gpax {Ccc (rj)} (rj = R (si)), and set w (s;,7;") = Cpr (84, d;)
sq,m5 T0r;,d; =0s; d;

for all s; € U, rj,rj’ € V. The corresponding MWBM instance for the sample network in

Fig. 4.1 is shown in Fig. 4.4. For clarity purpose, we only label some of the connected

edges in the figure.

4.4.2 Optimality and Complexity Analysis

Next we prove the correctness and analyze the computational complexity of our proposed

algorithm by the following theorem.

Theorem 4.4.1. The proposed ORNP algorithm guarantees to find an optimal cooperative
relay placement profile for RNP-MPCC in time bounded by O(n?).
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FI1GURE 4.4: Mapping RNP-MPCC into the MWBM problem, in which red line represents
CC with the connected relay node and black line represents DT.

Proof. The correctness of incomplete placement in ORNP (from Line 4 to 6) can be easily
observed. We prove the correctness of complete placement in ORNP by contradiction.
Following the formulated RNP-MPCC and our previous discussions, each optimal relay
placement profile for RNP-MPCC can be mapped to a matching in the graph G = (U, V, w),
as described from Line 8 to 12. Assume there exists another relay placement profile which
resulting in a higher system capacity than that returned by ORNP. In other words, there
exists another matching M’ for G, which has a higher weight than that of M*. It contradicts
the fact that M* is a maximum weight matching for G. Therefore, ORNP is an optimal

relay placement algorithm.

For the computational time of ORNP, it is consisted of two parts: computational time
of obtaining the optimum relay location for all s-d pairs (from Line 1 to 3), and running
time of placement profile calculation (incomplete placement from Line 4 to 6, or complete
placement from Line 7 to 17). For the first part, it is bounded by O (n). For the incomplete
placement, it is bounded by O (1). For the complete placement, it is bounded by the running
time of the corresponding MWBM algorithm (Line 13). If the Kuhn-Munkres algorithm is
used, the running time of complete placement is bounded by O (n?’) [81]. Therefore, the
running time of ORNP is bounded by O (ng) O

4.5 Performance Evaluation

In this section, we first conduct numerical results to study the effect of relay node location
on link capacity in a cooperative wireless network. We calculate the achievable capacity

between a pair of fixed source and destination when a cooperative relay is placed arbitrarily
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Algorithm 2: Optimal relay node placement for multi-pair cooperative communication
(ORNP)
Input: Source nodes set S, destination nodes set D, the number of candidate relay nodes
m.
Output: A m X 2 matrix consisting of one placement profile for each of the m candidate
relay nodes.

for i =1;i <n do
‘ Compute the optimum relay location for (s; d;);
end
if n <m then
Place a relay node on each optimum location and return the resulting relay placement
profile;
end
else
Construct a set U of n vertices corresponding to S
Construct a set V of n vertices corresponding to R U R';
fori=1,7=1:<n,5<ndo
‘ Connect the vertices u; in U and v; in V' and label the weight;
end
Apply an MWBM algorithm to find a maximum weighted matching M* for graph
G = (U,V,w);
for (u,v) € M* do
‘ Return the resulting relay placement profile;
end
end

within a 1000m x 1000m area, as illustrated in Fig. 4.5. Under this scenario, the path
loss exponent « is 4, abient noise Ny is 1070 and transmission power of source and relay
P, = P, = 1Watt. Notice that the capacity when the source directly transmits to the
destination is 7.066 Mbps. From the results, we can observe that CC is not always better

than DT, especially when the cooperative relay is placed improperly.

By varying the transmission power of relay node, we study the effect of transmission
power of relay node on link capacity and the results are shown in Fig. 4.6. We make com-
prehensive comparisons with direct transmission, CC-AF x:y:z and CC-AF Upper bound,
where x:y:z stands for the distance relationship ds,:d, 4:ds 4. We obtain CC-AF Upper
bound by solving Eqn. (4.9) through the C-Plex optimizer [85]. From the results, we can

also observe that an improper placement of cooperative relay node can result in an even
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FIGURE 4.5: Effect of cooperative relay node location on link capacity.

smaller capacity than that under DT. For example, CC-AF 1:1:1 is a poor relay placement
profile.
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FIGURE 4.6: Effect of transmission power of relay node on link capacity.

Then we evaluate the efficiency of our proposed relay placement algorithm ORNP by
conducting comprehensive experiments. Experiments are carried out by comparing our pro-

posed ORNP with direct transmission, a heuristic algorithm proposed in [44] named CMRP.
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Besides, we also compare ORNP with an optimal relay assignment algorithm (ORA) pro-
posed in [66]. Although it is a relay assignment algorithm which has different methodology
as relay placement, the capacity gain of ORNP can be observed as well. Experiment is first
conducted in a static wireless network consisting of 30 s-d pairs. We set the bandwidth
W to be 22 MHz for all channels and the transmission power of sources and relays are the
same P; = P, = 1Watt as the previous experiments. We first fix the number of candidate
relay nodes m to 30 and run the corresponding algorithms, the results are shown in Fig.
4.7. As there are sufficient relay nodes, ORNP achieves the optimum capacity for each s-d
pair and outperforms the other algorithms obviously. For the case of complete placement,
we fix the number of relay nodes m = 30 and run the algorithms in a network of n = 40 s-d
pairs, the results are shown in Fig. 4.8. As there are finite number of relay nodes, ORNP
place the relay nodes on the optimum candidate sites or place no relay to specific s-d pairs.

From the results, we can see that ORNP also achieves the best performance.
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FIGURE 4.7: Achievable capacity in a multi-pair cooperative network when n = m.

4.6 Summary

Relaying and cooperation have emerged as important research topics in wireless communi-
cation over the past half-decade. During cooperative communication, spatial diversity can

be achieved by exploiting the relaying capabilities of the involved relay nodes, which may
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FIGURE 4.8: Achievable capacity in a multi-pair cooperative network when n > m.

vastly enhance the achieved system capacity. The potential gains largely depend on the

location of relay nodes.

In this chapter, we study the relay node placement problem for multi-pair cooperative
communication in wireless networks, where a finite number of candidate relay nodes can
be placed to help the transmission of multiple source-destination pairs. Our objective is
to maximize the system capacity. After formulating the relay node placement problem,
we comprehensively study the effect of relay location on cooperative link capacity and
show several attractive properties of the considered problem. As the main contribution,
we develop a geographic aware relay node placement algorithm which optimally solves the
relay node placement problem in polynomial time. The basic idea is to place a set of relay
nodes to the optimum locations so as to maximize the system capacity. The efficiency
of our proposed algorithm is evaluated by the results of series experimental studies. For a
future work, we will consider the cooperative relay placement problem with per-user fairness

consideration.



Chapter 5

Secrecy Capacity Maximization for
Secure Cooperative Wireless
Networks

This chapter investigates secure cooperative communication issue based on the idea of phys-
ical layer security. We aim at improving the physical layer security through the techniques of
cooperative relaying and cooperative jamming. By characterizing the security performance
of the system by secrecy capacity, we study the secrecy capacity maximization problem in
cooperative wireless networks with the involvement of multiple malicious eavesdroppers.
Specifically, we propose a system model where a set of relay nodes can be exploited by mul-
tiple source-destination pairs to achieve physical layer security. We theoretically present
a corresponding formulation for the secrecy capacity maximization problem. Then we de-
velop an optimal relay assignment algorithm to solve the problem in polynomial time. To
further increase the system secrecy capacity, we exploit the cooperative jamming technique
and propose a smart jamming algorithm to interfere the eavesdropping channels. Analysis
and experimental results show that our proposed algorithms can significantly improve the

system secrecy capacity under various network settings.

This chapter is organized as follows. Section 5.1 introduces the background of physical
layer security and the motivation of secrecy capacity maximization for cooperative wireless

networks. In Section 5.2, we briefly survey the related work. In Section 5.3, we describe

80
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the architecture of our system model and formulate the problem under consideration. We
exploit the opportunities of secrecy capacity enhancement brought by relay assignment in
Section 5.4. We develop an optimal relay assignment algorithm in Section 5.5. A smart
jamming algorithm is presented in Section 5.6. In Section 5.7, we evaluate the efficiency
of our proposed algorithms through extensive experiments. Finally, Section 5.8 concludes

this chapter and points out the future work.

5.1 Introduction

Earthquakes, forest fires, and other natural disasters often devastate communication infras-
tructures just when they are most needed to save lives. Wireless networking technology
is an appropriate foundation to support communications among different individuals in an
emergency situation. However, due to the specific requirements of emergency services and
regulations in wireless networks, it imposes many challenges for wireless networks to sup-
port emergency communications. On one side, the demand of using communication services
increases rapidly after an event of emergency [51]. On the other side, within a disaster area,
it is of vital importance for rescue personnel to obtain an accurate and consistent picture of
the situation, and to regain control and coordination on the shortest notice. Cooperative
networking, which exploits the relaying capability of other wireless devices, has received
significant attentions recently as an emerging network design strategy for future wireless
networks. Successful cooperative networking is potential to prompt the development of
advanced emergency-oriented wireless applications such as disaster recovery, connectivity
maintain, interactive multimedia communication, real-time rescue, etc. [52]. Although co-
operative networking promises to provide performance enhancements in terms of spatial
diversity, increased capacity and improved reliability, it also brings potential security crisis

while exploiting the benefits of cooperative communication (CC).

One of the most significant vulnerabilities of cooperative communication is the disclo-
sure of messages while transmission performs cooperatively. It becomes extremely critical
for the environments where involve undesired receivers with eavesdropping capabilities.
Take the illustrative toy network in Fig. 5.1 as an example, where the eavesdropper can
overhear the cooperative transmitting signals generated from the source and forwarded by

the relay. Secure communication can be achieved by using classical measurements, such
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as the cryptographic methods at higher layers [55]. However, the emergence of large-scale,
dynamic, and decentralized cooperative wireless networks imposes new challenges on classi-
cal security measurements [86, 87]. Besides, due to the additional computational overhead
associated with the key distribution and management process, it may be impractical for
the energy-limited wireless users to handle while suffering in emergency situations. To this
end, researchers have sought novel information theoretic techniques that can secure wireless
networks without the need for secret keys. One of the most promising ideas is to exploit
the wireless channel physical layer characteristics for improving the reliability of wireless
transmission against eavesdropping attacks, named as physical layer security [54], [56]. Re-
cently, physical layer security has emerged as a key technique for providing trustworthy
and reliable future wireless networks and has witnessed a significant growth in the past few

years.

This line of work is pioneered by Wyner [57], who introduced the wire-tap channel
and established fundamental results of creating perfectly secure communications without
relying on secret keys. Wyner showed that when the eavesdropper’s channel is a degraded
version of the main source-destination channel, the source and destination can exchange
perfectly secure messages at a non-zero rate, while the eavesdropper is unable to decode
any information. The maximum transmission rate of reliable information secretly sent from
the source to the intended destination in the presence of eavesdroppers is termed as secrecy
capacity. Following Wyner’s work, Leung-Yan-Cheong and Hellman in [58] studied the
secrecy capacity of the Gaussian wiretap channel. Csiszar and Korner in [59] extended
Wyner’s approach to the transmission of confidential messages over broadcast channels,
which showed that when the destination and the eavesdropper have separate channels, secret
communication is possible if the source-eavesdropper channel has a smaller capacity than
the source-destination channel. There have been considerable efforts devoted to generalizing
physical layer security to the wireless fading channel and to various multi-user scenarios
(see e.g., in [54] ch. 6-8 for an overview). Among these literatures, secrecy capacity can be
computed by max {(Cp — C¢),0}, where Cp denotes the capacity of the primary channel
between source and destination, Cg denotes the capacity of the eavesdropping channel
between source and eavesdropper. Notice that if the eavesdropping channel happens to
be better than the primary channel, e.g., C¢ > Cp, positive secrecy capacity cannot be

achieved. In order words, secret communication cannot be guaranteed.
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Recently, the interaction of cooperative diversity concept [64], [65] with secret communi-
cation opens opportunity for overcoming this limitation by cooperation, mainly cooperative
relaying and cooperative jamming. By cooperative relaying, a relay node locates closer to
the destination provides a higher capacity to the primary channel than the eavesdropping
one, which boosts the capacity of the primary channel and decreases the capacity of the
eavesdropping channel simultaneously by the assignment of cooperative relays [61], [62],
[63]. However, most of the prior works are from the information theory point of view
and the relationship between secrecy capacity enhancement and relay assignment process
has not been well investigated yet. On the other hand, cooperative jamming technique
which introduces intentional interference to the eavesdropping node in order to increase
the secrecy capacity has also been developed as an interesting approach for recent secure
applications [75], [76], [77]. Unfortunately, these literatures are considering simple models
with single source-destination pair or single eavesdropper. Besides, as far as we know, joint
cooperative relaying and jamming techniques with the presence of multiple eavesdroppers
under cooperative communication aware wireless ad hoc networks (WANETS) have not

been well exploited yet.

------- » Cooperativelink
-------------- [ E\vesdropping link

----- » Interference link Destination

Ea)’v:‘sdropper

b

Jamming relay

Source

F1cure 5.1: Hlustrative toy topology for a cooperative ad hoc network with a malicious
eavesdropper.

In this chapter, we aim at providing secure cooperative networking to support emergency
services in CC-aware WANET's where involves multiple unicast sessions and eavesdroppers.

The objective of our system design is to maximize the system secrecy capacity through
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cooperative relaying and jamming techniques. Our motivation is from the cooperative
communication scenario in Fig. 5.1. In order to protect the broadcast message and achieve
secure cooperative communication, source node can exploit the relay nodes set and choose
one or more relays to cooperatively beam-form towards the destination and enable a greater
capacity gain in the primary channel than the eavesdropping channel. Thus, the relays that
are assigned to help the source-destination pairs have a great impact on the system security
performance. One can enhance the system security against eavesdroppers by boosting
the capacity of the primary channel and simultaneously decreasing the capacity of the
eavesdropping one with an efficient relay assignment procedure. Besides, for the relays
which are not assigned to help the transmission between sources and destinations, they
can act as friendly jammer to the sources and generate intentional interference to the
eavesdroppers. Therefore, the secrecy capacity can be further increased. Motivated by this
scenario, we characterize the security performance of the system by secrecy capacity and

study the secrecy capacity maximization problem.

This chapter also offers an extension of our previous work [88] for emergency-oriented
cooperative ad-hoc environments. In contrast to [88], in which one relay node is assigned
to at most one source-destination pair to ensure security, here, we propose a more general
model where a relay node can be shared by multiple source-destination pairs and the secrecy
capacity enhancement is achieved by the assignment of cooperative relays. Specifically,
we present a corresponding formulation for the secrecy capacity maximization problem.
After investigating the benefits brought by the cooperative relay assignment procedure, we
develop an optimal relay assignment algorithm which solves the problem in polynomial time.
Based on the relay assignment results, we exploit the advantages of jamming technique and
propose a smart jamming algorithm to further increase the secrecy capacity. In the end, we
validate the efficiency of our proposed algorithms by extensive experimental results. The

main contributions of this chapter are summarized as follows:

e To the best of our knowledge, we are the first to exploit the secure cooperative
networking issue for emergency services in CC-aware WANETSs with the presence of
multiple eavesdroppers. We address the system architecture and propose a system

model where security enhancement is achieved by the assignment of relays.
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e We model the relay assignment problem for secrecy capacity maximization, named
RAP-SCAN. Then make comprehensive investigations on the security gain brought

by the relay assignment procedure.

e We develop an optimal relay assignment algorithm, called ORA-SCAN, which solves
RAP-SCAN in polynomial time.

e We exploit the advantages of jamming technique and propose a smart jamming algo-

rithm to further increase the system secrecy capacity.

e Through extensive experiments, we validate our proposed relay assignment algorithm
and jamming algorithm significantly improve the system secrecy capacity, which sat-
isfy the critical security requirements of emergency services under various network

settings.

5.2 Related Work

Cooperative networking with the objective to improve the system capacity have attracted
extensive attentions during the past half-decade. For instance, in [66]-[68], authors tended
to maximize the system capacity through effective cooperative relay assignment. With
the objective to support emergency services in WANETSs, Han et al. proposed two novel
networking framework for non-cooperative and cooperative WANETS in [38] and [68], re-
spectively. For cooperative networking methodologies and applications, interested readers
can refer to the previous two special issues in [52] and [53]. Most of the prior work failed to
provide secure cooperative communication, e.g., in environments where involve undesired
receivers with eavesdropping capabilities. Recently, there have been considerable efforts
devoted to generalizing physical layer security to the wireless fading channel and to various

multi-user scenarios.

In order to provide secure cooperative communication, Dong et al. proposed effective
decode-and-forward (DF) and amplify-and-forward (AF) based cooperative relaying pro-
tocols for physical layer security in [70] and [71], respectively. Aggarwal et al. studied
the secrecy capacity of a class of orthogonal relay eavesdropper channels in [72]. In their

scenario, relay and destination receive the source signals on two orthogonal channels, the
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destination also receives signals from the relay on its channel, and the eavesdropper over-
hears either one or both of the orthogonal channels. Tekin et al. in [73] considered the
scenario where multiple users communicate with a common receiver in the presence of an
eavesdropper, and the optimal transmission power allocation policy is chosen to maximize
the secrecy sum-rate. Dong et al. in [74] used cooperative relays to improve wireless phys-
ical layer security in the presence of multiple eavesdroppers, in which they both considered
the transmission power minimization problem and secrecy capacity maximization problem.
Literature [75] and [77] investigated the joint relay and jammer selection problem for one-
way and two-way cooperative relay networks with secrecy constraints, where one or more
jammer nodes transmitting simultaneously with the relaying link in order to create artificial

interference to degrade the eavesdropper links was analyzed.

Our work in this chapter is different from the aforementioned works in the following as-
pects: 1) The system models are different. Existing works have mainly focused on the case
of single source-destination pair and single eavesdropper, while in this work a more general
case with multiple source-destination pairs and multiple eavesdroppers is considered. 2)
The problems to be addressed are different. Existing works have primarily concentrated on
the analysis of secrecy capacity from an information theoretic point of view. While in this
chapter, we focus on improving the system secrecy capacity through a novel cooperative
relay assignment process and a smart jamming procedure as well. 3) Our work in this
chapter is application-driven. We investigate the potential issues in using secure coopera-
tive networking to support emergency services, which is attracting extensive attentions in

practice.

5.3 System Description and Problem Formulation

5.3.1 Emergency-oriented WANET Model

In this chapter, we investigate the secure cooperative networking issue for emergency ser-
vices in cooperative communication (CC) aware wireless ad-hoc networks (WANETS) with
the presence of multiple malicious eavesdroppers. Specifically, we consider a WANET con-
sisting of N individual nodes, with each node being either a source node, a destination

node, a potential relay node or an eavesdropping node. We assume that there are Ny
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source nodes forming the source set S = {s1,s2,...sn,}. Each source node is monitoring
under emergency situations and is required to transmit packets to its respective destination.
Denote D = {dy,ds,...dn,} as the set of destination nodes. We consider the traffic in the
WANET performs as a number of unicast sessions and each source node s; is paired with
a destination node d;." Thus, we have Ny = N,;. Besides, there are N, relay nodes forming
the relay set R = {ry,ro,...rn,} and N, eavesdropping nodes E = {ej, e, ...en, } forming
the eavesdropper set.> We assume that each node is equipped with a single transceiver and
can transmit/receive within one channel at a time. In addition, each node can only serve a
unique role of source, destination, relay, or eavesdropper at a time, i.e., N = 2Nz+ N, + N,.
The eavesdropping nodes are assumed to be passive so they do not transmit any signal with
the intention of jamming the destinations and only eavesdrops the information transmitted
by the sources and relays. We assume that the WANET is cooperative communication
aware, that is, the distance between any two nodes in the network is less than the transmis-
sion range so that each s-d pair can use direct transmission or cooperative communication.
In other words, each transmission can be overheard by all the eavesdropping nodes. An
example of a cooperative ad hoc network is shown in Fig. 5.2, which will be used for
investigation throughout this chapter. For clarity purpose, we only indicate some of the

eavesdropping links in the figure.

O source O relay Aeavesdropper

@ destination

FIGURE 5.2: An example of a cooperative ad hoc network consisting of 3 s-d pairs, 5 relay
nodes and 2 eavesdropping nodes, where solid line represents the cooperative link and dash
line is the eavesdropping link.

IThe terms source-destination pair s; and d;, s-d pair s; and d;, and (s;,d;) will be used interchangeably
throughout this chapter.

’In [88], we assume N, > N, to guarantee there are sufficient relays for all the sessions. Here, we relax
this constraint and allow multiple source-destination pairs can share a common relay node. Besides, the
spare relays can act as friendly jammers, which will be discussed in Section 5.6.
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A slow, flat, block Rayleigh fading environment is applied [61]. That is, the wireless
channel remains static for one coherence interval and changes independently in different
coherence intervals with a variance 03 = d; J‘?‘, where d; ; is the Euclidean distance between
node ¢ and j, and « is the pass loss exponent. The channel gain between node ¢ and j is de-
noted as h; j, which is modeled as a zero-mean, independent, circularly-symmetric complex
Gaussian random variable with variance 02-27 e Furthermore, additive white Gaussian noise
(AWGN) with power spectral density Ny is assumed [75]. Thus, when node ¢ transmits a
signal to node j with power P;, the instantaneous signal-to-noise ratio (SNR) seen by node

. . A Pilhi;|? P .
J, denoted by ~; ;, is v;; = Z‘]\;O’" = ZN:)’J . We assume that the transmission power for

all source nodes and relay nodes are P; and P, in Watt, respectively. The bandwidth of
all channels is assume to W in MHz. In order to mitigate interference, we make the same
assumption as in [66]-[40], where the orthogonal channels are available in the network,
e.g., different sources can communicate with their respective destinations at their assigned
channels with orthogonal frequency division multiple access (OFDMA) technique, which is

proposed for cooperative communication [78].

5.3.2 Transmission Model

Following our network model and the discussions in [66] and [79], each source-destination
pair can use either direct transmission or cooperative communication with the help of the
best relay to achieve full diversity. We define the channel between s; and d; (with or
without cooperative relay) as primary channel, and the channel between s; and e, (with or
without cooperative relay) as eavesdropping channel. When the direct transmission (DT)
is applied, the transmission between s; and d; can also be overheard by the eavesdroppers,
as illustrated in Fig. 5.3(a). The capacity of the primary channel from s; to d; and that of

the eavesdropping channel from s; to e, under DT can be computed by:
Chr (sisdi) = Wlogy (1 +Ys,.4:) » (5.1)

CEr (siyen) = Wlogy (14 7s,e0) - (5.2)

When the cooperative communication (CC) is applied, we adopt the model proposed

in [64] where transmission proceeds in a frame-by-frame basis and each frame is divided
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FIGURE 5.3: Wireless channels with the presence of eavesdropping node.

into two phases: (a) broadcast phase, and (b) cooperative phase. During the broadcast
phase, source s; transmits the signal to its dedicated destination d;. Due to the broadcast
nature of wireless communication, this transmission can also be overheard by the relay
nodes in R and eavesdropping nodes in E. During the cooperative phase, at most one
relay node is assigned to source-destination pair (s;d;). In contrast to [88], where we
assume that each source-destination pair is assigned a different relay. Here, we extend the
model and analyze the situation when multiple source-destination pairs share a same relay.
Depending on how the relay node processes the overheard signal, there are mainly two
cooperative communication modes: Amplify-and-Forward (AF) and Decode-and-Forward
(DF). We say that relay node r; is assigned to source-destination pair (s; d;) if r; helps
s; to achieve cooperative communication from s; to d;. Denote the relay node assigned
to source-destination pair (s; d;) in the cooperative phase by R(s;). Let S(R(s;)) denote
the set of s-d pairs to which R(s;) is assigned for cooperative communication. For the
case when multiple s-d pairs share one relay node, i.e., |S(R(s;))| > 1, where |X]| is the
cardinality of set X, we assume that each relay node equally provides service to all the
s-d pairs employing it. This can be achieved, for example, by using a reservation-based
TDMA scheduling and the shared relay node serves each s-d pair in a round-robin fashion
[67]. According to [61] and [75], the achievable capacity of the primary channel between s;
and d; with an assigned AF or DF relay R(s;) can be expressed as Eqn. (5.3) and Eqn.
(5.5). During cooperative communication, the eavesdropping nodes can also overhear the
transmitting signals in both of the two phases. Similarly, the achievable capacity of the
eavesdropping channel between s; and e, with an assigned AF or DF relay R(s;) can be
expressed as Eqn. (5.4) and Eqn. (5.6).
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1 w Vsi,R(s:) Vsi,ds >
CEm(R(s)) =——o——1 1475, 4 3,7 A54) 754, , 5.3
ar (R(s4)) SRE) 2 0g2< +7 “dL+’Ysi,R(si)+’YR(si),di+1 (5.3)
1 w Vsi,R(s:) Vsireu >
CEo(R(si).en) =—————1 1475, ¢ LIS , 5.4
fo (RO =gy o (Tt ) 6

CID)F (R(Sl)) = m% min {10g2 (1 + /ysi,R(si)) ) 10g2 (1 + Vs;,d; + /VR(si),di)} ’ (55)
1

C'EF (R(si),€4) = m% min {log2 (1 + Vsi77g(si)) , log, (1 + Vsien T ’YR(Si),eu)} .
(5.6)

Secrecy capacity is defined as the maximum transmission rate of the involved s-d
pair at which the eavesdropper is unable to decode any information. For our predefined
model, secrecy capacity can be computed by the differences between the Shannon capacity
of primary channel and that of the eavesdropping channel [60]. Let Cy(s;,e,) denote the
secrecy capacity between s-d pair (s; d;) and eavesdropping node e, under direct transmis-

sion, it can be computed by:

CPr(siven) = [Chr (si,di) — CEy (sivew)] T (5.7)

where [z]" 2 max {0,2}. Similarly, the secrecy capacity between s-d pair (s; d;) and

eavesdropping node e,, with an assigned AF or DF relay R(s;) can be expressed as:
+
Car(R(si),eu) =[Chp (R(s:)) ~Chp (R(si),eu)] (5.8)

CEr(R(s:),e0) =[Chr (R(5:)) ~CHr (R(si),e)] (5.9)

Take the network in Fig. 5.2 as an example, if the achievable transmission rate of
the primary channel from s; to d; under direct transmission is 8 Mbps, and that of the
eavesdropping channel from sy to eavesdropping node ey is 9 Mbps, the secrecy capacity
between (s;1,d;) and eavesdropping node e; under direct transmission is [8 — 9]+ =0. In
other words, with the presence of eavesdropper ey, reliable information can not be directly
sent from s; to d; under a nonzero rate. For the same s-d pair, consider the involvement
of cooperative relay node ry under AF mode, if Cip (r2) = 13Mbps and CEL (ro,e1) =
10Mbps, then the secrecy capacity between (s; di) and e; with relay ro under AF mode
Cfo (rg,e1) is [13 — 10] "7 = 3Mbps. Hence, with the presence of e; and involvement of 7,

the maximum transmission rate of reliable information sent from s; to d; is 3 Mbps.
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5.3.3 Problem Formulation

Following the previous definitions, we first give the secrecy capacity expression between an

s-d pair (s; d;) and an eavesdropper e,, denoted by C¥ (s;,e,):
CF (s, e4) =61 - Coc (R(si), eu) + (1=0;5) - Cp (siseu) (5.10)

where 0; ; € {0,1} is a binary variable to characterize whether a cooperative relay r; is
assigned to (s; d;), i.e., if R(s;) = 7, 0;; = 1, otherwise, §; ; = 0, and C3, (R(s;), ey) is
the secrecy capacity between (s; d;) and e, under AF or DF mode, i.e., C3 (R(s;), €y) =
C5p (R(si), ey) if AF is used and C2. (R(s;), €y) = C2p (R(si), €y) if DF is used.

As there are multiple eavesdroppers in the network, the transmission rate between an
s-d pair is restricted by the minimum secrecy capacity among all eavesdroppers. It is
reasonable to focus on the minimum secrecy capacity between the dedicated s-d pair and

all the eavesdroppers.

Definition 5.3.1 (Secrecy capacity for a single pair). The secrecy capacity for s-d pair
(si,d;) is the minimum secrecy capacity between (s; d;) and all eavesdroppers, which is the
maximum transmission rate at which all eavesdroppers are unable to decode any transmit-
ting information from s; to d;:

C* (s;) = min {CS (sivew)} - (5.11)

en€FR

Therefore, the secrecy capacity for the predefined ad-hoc network consisting of Ny s-d
pairs, N, relay nodes and N, eavesdropping nodes, is defined as the total secrecy capacity
of all s-d pairs:

Coum (S, D), R,E) =) " C%(sy). (5.12)

S$;ES

Next we address the Relay Assignment Problem for secrecy capacity maximization in
Secure Cooperative Ad-hoc Networks (RAP-SCAN) as follows.

Definition 5.3.2 (RAP-SCAN). Given a set of source-destination pairs (.S, D), a set of relay
nodes R and a set of eavesdropping nodes £, RAP-SCAN seeks for a relay assignment profile
((S,D),R,E) = Y., c5C? (s;) is maximized

among all the possible relay assignment profiles.

such that the system secrecy capacity C2

sum
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According to the above definitions and discussions, we theoretically formulate RAP-

SCAN as the following optimization problem:

(RAP-SCAN) Maximize C%5,. ((S,D),R,E) (5.13)
subject to:
1, if R(s;) =r;,
5y = b TR =7 (5.14a)
0, otherwise.
Ns
> 65 =IS(R(s)))| (si € ;15 € R), (5.14b)
i=1
Ny
Zéi’j <1 (Si e s, T € R), (5.14(3)
j=1

(I)CSI - {’Ysi,di 5 ’Ysi,rj ; ’Yrj,dia Vsi e ’Yrj,eu }

5.14d
(Vs; € S,die D,rj € Re, € E). ( )

where Eqn. (5.14a) specifies the binary variable §; ;, Eqn. (5.14b) specifies that each relay
node can be assigned to multiple s-d pairs, Eqn. (5.14c) specifies that each s-d pair can
only choose at most one relay node for cooperative communication, Eqn. (5.14d) indicates
that the global Channel State Information (CSI) is available [75] and [77]. ®¢gr includes
all channel information between sources and destinations, sources and relays, relays and

destinations, sources and eavesdroppers, and relays and eavesdroppers.

Notice that the solution of RAP-SCAN is a matrix consisting of n x m decision variables
05 ;. Due to the possibility that sharing a common relay node among multiple s-d pairs, it
is not clear how to reduce the formulated RAP-SCAN into an integer linear programming
problem. Ahead of solving the formulated problem, we first study the properties of it
by exploiting the conditions when the relay assignment procedure can benefit the system

secrecy capacity.
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5.4 Secrecy Capacity Gain from Cooperative Relay Assign-

ment

The basic idea of secure cooperative communication (CC) is that after amplifying or de-
coding the signals, the cooperative relay and source can beam-form towards the destination
to enable a greater capacity gain in the primary channel than the eavesdropping one. Ac-
cording to the previous formulations, it is not easy to observe whether cooperative relay
assignment can benefit the secrecy capacity. In this section, we analyze the secrecy capac-
ity gain brought by cooperative relay assignment and exploit the opportunities of secrecy

capacity enhancement.

5.4.1 Maximum Primary Channel Capacity Under CC

As the secrecy capacity is defined as the difference between the capacity of the primary chan-
nel and that of the eavesdropping channel, intuitively, who want to obtain the maximum
secrecy capacity can exploit maximizing the achievable capacity of the primary channel and
minimizing that of the eavesdropping channel at the same time. Here, we first derive the

achievable upper bound of the primary channel under cooperative AF and DF mode.

Lemma 5.1 (Maximum capacity of the primary channel). The mazximum capacity of the
primary channel between s-d pair s; and d; can be achieved by solving the following opti-

mization problems:

AF mode:  rj=argmax { Yoy Tryds } (5.15)
’Ysi,rj + ’Yrj,di +1
DF mode : r;'-‘: arg max {min {731'77"]’775ivdi+77’j7di}} (5.16)
subject to:
dsiﬂ"j + drj,di = dSi,di' (5'17)
Proof. See the proof of Lemma 4.1 in Chapter 4. O

According to the above Lemma, we can obtain the maximum capacity of the primary
channel be solving the formulated sub-problems. Unfortunately, as the relay nodes are ran-

domly distributed in the network, a source node can not always exploit thebest located relay
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to assist its transmission towards the dedicated destination in order to achieve maximum
cooperative link capacity. On the other hand, one can observe that the capacity formula-
tions of the eavesdropping channel under cooperative communication have the similar form
as that of the primary channel. It is hard to obtain the maximum secrecy capacity by
maximizing Eqn. (5.3) and (5.5), and minimizing Eqn. (5.4) and (5.6) at the same time.
Therefore, an efficient relay assignment procedure is quite needed and the secrecy capacity

gain brought by the cooperative relays should be well investigated.

5.4.2 Secrecy Capacity Gain Under CC-AF Mode

Under AF mode, the relay node first amplifies the received signals from the source and then
cooperates with the source to transmit the secret information to the destination. According
our previous discussions, the secrecy capacity between s-d pair (s; d;) and eavesdropping
node e, with an assigned AF relay is expressed in Eqn. (5.8). It is not obvious to observe
the benefits brought by the involved AF relay. We first consider the case when the secrecy
capacity between s-d pair (s; d;) and eavesdropping node e, under direct transmission is
zero, i.e., the eavesdropping channel is better than the primary channel (v, e, > Vsidi)-
The following lemma indicates the opportunities of secrecy capacity enhancement brought

by the assigned AF relay node R(s;) = r;.

Lemma 5.2. In the case when the secrecy capacity between s-d pair (s;d;) and eaves-
dropping node e,, under direct transmission is zero, i.e., CgT(si,eu) = 0, positive secrecy
capacity can be achieved if the involved AF relay node satisfies the following channel con-

dition:
Vsi,r (1+ 'VSM) ('VT’,d - 'VT,eu)
(1+ Vsir T 'VT*,d) (1+ Vsir + 'VT,eu)

> Ysiew — Vsiyr- (518)

Proof. The proof of the above lemma can be obtained by calculating C3(R(s;),e,) > 0
in Eqn. (5.8). O

The above lemma indicates that the involved AF relay not only provides additional
channel to transmit the secret information, but it also compensates the secret information
loss at the source [80]. We can achieve nonzero secrecy capacity under AF mode with large

¥s;,r; and enough secret information compensation, i.e., Vi, d; — Vrjeu > Vsiew — Vsidi-
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5.4.3 Secrecy Capacity Gain Under CC-DF Mode

Under DF mode, the relay first decodes the received signals from the source and then
cooperates with the source to transmit the secret information to the destination. Similar
as the analysis under AF mode, we consider the secrecy capacity brought by the involvement

of DF relay when 7, ¢, > Vs, .d; -

Lemma 5.3. In the case when the secrecy capacity between s-d pair (s;d;) and eaves-
dropping node e, under direct transmission is zero, i.e., C’gT(si,eu) = 0, positive secrecy
capacity can be achieved if the involved DF' relay node r; satisfies the following channel

conditions:

d; — Vrisew = Vsiew — Vsiydi
{ /}/TJ,dz IVijeu 7327671 7527dl (519)

’Ysi,T’j > ’Yszyeu + fYTj,Eu

Proof. The proof of the above lemma can be obtained by extending the secrecy capacity

formula in Eqn. (5.9) into the following four cases:

D) Vi > Vsidi T Vrjdis Vsir; > Vsiew T Vrjen- From Eqn. (5.9), it is not hard to
observe that C’gF(R(si), eu)>0 can be achieved if v, 4, —Vr; e0 >Vsiren —Vsidi-

1

2) Ysir; < Yspdi T Vrjdis Vsirs > Vsiew T Vrjew- Similar with the previous case,
C[S)F(R(Si), ey) > 0 can be achieved if v, . > Vs; e + Vrjieu

3) Ysiry > Vsidi T Vrjdir Vsir; < Vsisew T Vrjen- Under this case, the capacity of the
primary channel C5.(R(s;)) is %logy (1 + vs;a, + Yr;.d;), and the capacity of the eaves-
dropping channel C5 (R (s;), e,) is %logQ (1 + Vi1 j). It is clear that nonzero rate can not

be achieved under the assumption that s, r; > vs; d; + Vr;.di-

4) Yoy < Vsuds T Vrjudis Vsior; < Vsisew T Vrjren- Similar with Case 3, the secrecy capacity

C%(R(si),eu) = 0 under these assumptions.

To this end, we derive the channel conditions under which positive secrecy capacity can

be achieved (under Case 1 and 2). Therefore, we complete the proof. O

To this end, let us look back into the formulated problem. From the above two lemmas,
we observe that whether cooperative relay assignment benefits the secrecy capacity greatly

depends on the involved relay nodes.
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5.5 An Optimal Relay Assignment Algorithm

In the previous section, we have discussed the secrecy capacity gain brought by the coop-
erative relay assignment process and exploit the opportunities of secrecy capacity enhance-
ment by the relay assignment. Although it is not hard to assign a relay to a dedicated
s-d pair with secrecy consideration, relay assignment with a great amount of s-d pairs and
multiple eavesdroppers is a challenging issue. Besides, advanced emergency-oriented wire-
less applications calls for time-efficient and effective networking strategies to improve the
system operation efficiency and reliability. In this section, by discussing with the multi-
pair cooperative communication, we develop an optimal relay assignment algorithm named

ORA-SCAN, which is able to solve RAP-SCAN in polynomial time.

5.5.1 Multi-pair Cooperative Communication

For the case when multiple s-d pairs share a common relay, we are more interested in
whether this sharing will deteriorate the system secrecy capacity [69]. The following lemma
indicates us how we can improve the system secrecy capacity if there exists a relay node

shared by multiple s-d pairs.

Lemma 5.4. If a relay node r; is shared by multiple s-d pairs, we can improve the system
secrecy capacity by the following double-step adjustment: i) let the s-d pair with the mini-
mum secrecy capacity among all the pairs sharing r; use direct transmission; i) keep other

s-d pairs’ relay assignment profile the same.

Proof. Let C3, (8) and C%

> .m (0') denote the system secrecy capacity before and after ap-

plying the above adjustment, respectively. Let (s; d;) denote the s-d pair with the minimum
secrecy capacity among the s-d pairs sharing r;. S and S’ denote the set of source nodes

sharing the relay node r; before and after applying the above adjustment. Notice that
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FIGURE 5.4: Multi-pair cooperative communication with a common relay node.

S = 8\ {s;}. Comparing the system secrecy capacity, we have:

S (siyen) + 3 LRl 5 Coc(Rlen)

sEES’ 17l sKES 151
CS . (R(s e
= Chr(sien) + ¥ e
spES’
cs (R(sk),eu) cs (R(s1),eu)
_<s,§3, B )
Y CEc(R(sk).eu)
e spes’ CS 0 (R(s:).ew)
= Cpr (sieu) + | e — — %5
ZS CEc(R(sk)eu)—(IS|-1)-CEc(R(s:),eu)
_ S spES’
= Cbr (sisea) + | = SEEEY

> Cf;T (8iyey) >0

For the last second step of the above derivation, as (s;,d;) is the s-d pair with the

minimum secrecy capacity before adjustment, we have

Y Gl (R(s).eu) = (IS| = 1) - Cc (R (si)  eu) > 0.

spES’

Moreover, based on the definition of secrecy capacity, we have Cf;T (siyeq) > 0, as
expressed in the last step of the above derivation. Therefore, the right side of the above
equation is greater than 0. In other words, the secrecy capacity after adjustment C’Ssum ("

is greater than that before adjustment C  (§). Thus, we complete the proof. O

sum
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Consider the sample cooperative ad hoc network in Fig. 5.2, the multi-pair cooperative
communication before and after adjustment are illustrated in Fig. 5.4(a) and Fig. 5.4(b).
During the adjustment, the s-d pair with the minimum secrecy capacity, say (si,d;), is

adjusted from sharing cooperative relay node 79 to using direct transmission.

Following our predefined system model, each source node will be either assigned a
relay node for cooperative transmission or transmit to the destination directly. On the
other hand, based on Lemma 5.4, we can always improve the system secrecy capacity by
applying the double-step adjustment. Thus, each relay node will be assigned to at most
one s-d pair in order to achieve maximum total secrecy capacity. This one-to-one matching

relation indicates that we can relaxed the constraint in Eqn. (5.14b) to:

N
Z(Si’j <1 (Si S S, ;€ R) . (520)

i=1
5.5.2 Motivating Example

Consider the cooperative ad hoc network in Fig. 5.2, the secrecy capacity between each
s-d pair and eavesdropping node e; under the direct transmission and the cooperative
communication are illustrated in TABLE 5.1 and TABLE 5.2, respectively. Under direct
transmission, the secrecy capacity between (s1 d;) and e; is 0, between (s3 ds) and e; is
1. After a random relay assignment, e.g., R(s1) = r2, R(s2) = r1 and R(s3) = r5, the
secrecy capacity between (s; di) and e; increases to 3, between (s3 d3) and e; increases to
7. However, the secrecy capacity between (sa dz) and e; decreases from 2 to 0. In other
words, this relay assignment profile benefits s-d pair (s; di) and (s3 d3), but harms (sa da).
Although it is hard to evaluate whether such an assignment profile is good or not, it inspires
us to seek for an optimal relay assignment profile that the system secrecy capacity can be

maximized.

In TABLE 5.3, we list the secrecy capacity between all s-d pairs and eavesdropping
nodes for the sample network in Fig. 5.2. Secrecy capacity is denoted as a two dimensional
vector, (C®(s;,e1),C%(s4,e2),) (1 <i < 3). Notice that the dimension of the vector here is
the number of eavesdropping nodes k. Each highlighted cell represents the secrecy capacity
under the current assignment, which is the minimum one among all of the k results. For

example, C*°(s1,e1) = 0 (under direction transmission) and C(s1,e1) = 2 (with assigned
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relay r1). With the secrecy capacity for each s-d pair in mind, any relay assignment
algorithms with the objective to maximize the system secrecy capacity seek for a proper
assignment profile for each s-d pair. Following our predefined system model and Lemma
5.4, each source node will be either assigned a relay node for cooperative transmission
or transmit to the destination directly. This one-to-one matching relation indicates that
we can map any instance of RAP-SCAN into that of the Maximum Weighted Bipartite
Matching (MWBM) problem [81] and use corresponding algorithms to solve it.

TABLE 5.1: Secrecy capacity under direct transmission (Mbps).

CET(Sivdi) CBT(SDEI) C[S)T(sivel)

< 81,d; > 8 9 0
< S9,dgy > 10 8 2
< s3,d3 > 10 9 1

TABLE 5.2: Secrecy capacity with an assigned cooperative relay (Mbps).

R(si) Cbo(R(s:)) CE(R(si), e1) Coo(R(si), e1)

< s1,dp > 1o 13 10 3
< 89, d2 > 14 15 0
< s3,d3 > T3 15 8 7

TABLE 5.3: Secrecy capacity under cooperative communication (Mbps).

R(Sz)
0 r1 T2 T3 T4 5
<s1,dip> (0,2) (2,4) (3,3) (0,0) (1,0) (0,0)
< s9,de > (2, 1) (0,0) (3,2)
< s3,d3> (1,4) (0,0) (0,0) (2,3) (0,0) (7,5)

s-d pair
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5.5.3 Algorithm Details

For any instance ((S, D), R, E) of RAP-SCAN, we construct an instance G = (U, V,w) of

the MWBM problem as follows. Let a set U of vertices represents the source nodes set S,
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TABLE 5.4: Optimum assignment profiles for Fig. 5.2.

(a) CS,,, =3+1+5=9Mbps (b) CS,,, =2+2+5=9Mbps
R(si) R(si)
Si Si
0 r1 ro 13 T4 TH O r1 19 T3 T4 TH
s1 02 3 0 0 O s1 02 3 0 0 O
ss 1 0 2 0 0 O ss 1 0 2 0 0 O
s3 1 0 0 2 0 5 s3 1 0 0 2 0 &

and a set V of vertices represents DUR. Then we set w (s;,7;) = gné% {C3¢ (sivew)} (rj = R(s:)),

and set w (s;,d;) = Hli% {C’gT (Sis eu)} for all s; € U, d; € V. The corresponding MWBM
ey €
instance for Fig. 5.2 is shown in Fig. 5.5. In order to have a clear view of the con-

version, we also label the involved eavesdropping node with the minimum secrecy capac-

ity together with the weight on the edge, e.g., e is the labeled eavesdropping node and

u

e = arg min {C* (s;, ) }.
u

F1GURE 5.5: Mapping RAP-SCAN into the MWBM problem.

We present our proposed Optimal Relay Assignment algorithm for Secure Cooperative
Ad-hoc Networks, named ORA-SCAN, as illustrated in Algorithm 3. Next we prove the
correctness and analyze the computational complexity of our proposed algorithm by the

following theorem.

Theorem 5.5.1. The proposed ORA-SCAN algorithm guarantees to find an optimal coop-
erative relay assignment profile for RAP-SCAN in time bounded by O(N2N,.).

Proof. We prove the correctness of ORA-SCAN by contradiction. Following the formulated
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Algorithm 3: Optimal Relay Assignment for Secrecy Capacity Maximization (ORA-
SCAN)
Input: Source nodes set .S, destination nodes set D, relay nodes set R and eavesdropping
nodes set F.
Output: A relay assignment matrix d,x,, consisting of decision variables
Construct a set U of n vertices corresponding to S
Construct a set V' of n + m vertices corresponding to D U R;
fori=0,7=0;4i<n,j <mdo
‘ 62}]’ = O;
end
fori=1;i <ndo
Connect the vertices s; in U and d; in V' and label the weight
w(si, d;) = min {Cr (sireu) };

end

9 for Vs, € U and Vr; € V do

10

11
12

13
14
15
16

Connect the vertices s; in U and r; in V' and label the weight
w(si,75) = min {Céc (siveu)} (rj = R(s:));
end
Apply an MWBM algorithm to find a maximum weighted matching M* for graph
G = (U, V,w);
for (s;,v) € M* do
‘ Reset the resulting assignment profile;
end
Return &

nxm?

RAP-SCAN and our previous discussions, each optimal relay assignment profile for RAP-
SCAN can be mapped to a matching in the graph G = (U, V,w), as described from Line
1 to Line 11. Assume that there exists another relay assignment profile & which resulting
in a higher secrecy capacity than §* returned by ORA-SCAN. In other words, there exists
another matching M’ for G, which has a higher weight than that of M*. It contradicts
the fact that M* is a maximum weight matching for G. Therefore, it is an optimal relay

assignment algorithm.

For the computational time of ORA-SCAN, it is consisted of three parts: mapping time
from RAP-SCAN to MWBM (from Line 1 to 11), the running time of the corresponding
MWBM algorithm (Line 12) and the resulting variable resetting (from Line 13 to 20). For
the first part, the computational time of the secrecy capacity for all s-d pairs is O (NgN,.N).
For the second part, many algorithms have been developed to solve the MWBM problem
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in polynomial time, such as Dijkstra algorithm with Fibonacci heap and Kuhn-Munkres
algorithm [81]. If the Dijkstra algorithm with Fibonacci heap is used, the running time
is bounded by O (N Ser). For the third part, the running time is bounded by O (NsN;).
Therefore, the running time of ORA-SCAN is bounded by O (NSN,«NG + N2N, + NSNT).
For our system model, as we assume that N, < Ny, the running time of ORA-SCAN is
bounded by O(N2N,.). O

One should also notice that there may be multiple optimal relay assignment profiles.
For example, two optimal relay assignment profiles for our sample network are illustrated
in TABLE 5.4, each of them has the maximum total secrecy capacity, C3, = 9Mbps.

sum

5.6 Proposed Smart Jamming Algorithm

In order to reduce the capacity of eavesdropping channel, jamming technique which en-
courages one or more involved nodes to generate artificial interference to the eavesdropping
links is drawing extensive interests [76]-[77]. It has been shown that, by carefully scheduling
the interaction between relay nodes and jamming nodes, critical secrecy requirements can
be achieved. In this section, we exploit the advantages of jamming technique and propose

a smart jamming algorithm to further increase the system secrecy capacity.

——— P Broadcast link — > Cooperative link

Interference link
from jamming relay

Interference link
from jamming relay

Assigned d
@ cooperative relay 1
4

Selected
jamming refay i

<1 Broadcast phase —» <«——2"%: Cooperative phase —»

FIGURE 5.6: Cooperative communication phases with a selected friendly jammer.
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5.6.1 Transmission Model with Jamming

We modify the two-phase cooperative communication transmission model presented in Sec-
tion 5.3 and the communication phases are shown in Fig. 5.6. Under the modified model,
one or more relays that were not assigned to any s-d pairs during the assignment procedure
can be selected to act as friendly jammer(s) to further increase the system secrecy capacity.
During the broadcast phase, in order to protect the source’s broadcast message, a relay
node is selected to act as the friendly jammer, which generates intentional interference
towards the eavesdropping nodes. During the cooperative phase, the assigned cooperative
relay transmit the source’s message towards the destination. The selected jamming relay
node acts as a friendly jammer to the s-d pair it is serving, and continues to generate
intentional interference towards the eavesdropping nodes. Take the network in Fig. 5.2 as
an example, relay node r4 is not assigned to any s-d pairs after the relay assignment proce-
dure, so it can be selected to serve as a friendly jammer for (s1,d;). During the cooperative
phase, the assigned cooperative relay node ro transmits the data from s; to dy. r4 acts as
a friendly jammer to (s1,d;) and generates intentional interference towards eavesdropper
ea. One should also notice that the interference signal generated by the selected jamming
relay node can also affect the cooperative links, for example, there is interference from 74

to dy during both phases.

Following our system model, orthogonal channels are applied to all s-d pairs, the selected
friendly jammer can use the same channel as the s-d pair it is serving but just generating
artificial interference. Thus, the interference signal generated by the friendly jammer will
not affect the transmission of other s-d pairs. Furthermore, we assume that the friendly
jammer selected in the two communication phases is the same, the selection methodology
with involvement of two different jamming nodes in two phases is out of the scope of this

chapter.

5.6.2 Algorithm Description

Under the predefined cooperative Decode-and-Forward (DF) mode, if the maximum ratio
combiner (MRC) technique [84] is used to combine the two-phase transmissions at the

destination, the instantaneous secrecy capacity between (s;,d;) and e, with a jamming
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relay j, can be expressed as [75]:

’Ysz-,dz-

S . S\ VR (s;),d;
Chr (si: us Jv) = [IOgZ <1+1+6<1)wu,di + 1+ﬁ(2)27j1,2,di)

+
_ Vsiseu FYR(Si)’di >:|
10g2 <1+1+6(2)'Yj/u,€u + 1+6(2)'ij€u

, (5.21)

where 8 ¢ {0,1} is a binary variable to indicate whether the jamming relay is activated
during the ¢-th phase, t=1 denotes the broadcast phase and t=2 is the cooperative phase,

respectively.

Algorithm 4: Friendly jammer selection algorithm

*

Input: An optimal relay assignment profile ¢y ...

Output: A jamming relay selection profile.

Ry =1;
fori=0,7=0;2<n,j <mdo
| A =0

end

for j=1;j <mdo
if Z?:l 62',]' = (0 then
‘ R;y=R;U r5;
end
end
while R; # () do
Select each r; from R;
fori=1lu=1;,7<n,u<kdo
if v, e, > Vr;.4; then

‘ )‘;'k—l,j—l =1
end
end
Ry =Rj—rj;
end
Return Af . ,.;

As all relay nodes have the global channel state information, the following lemma indi-

cates the condition for an s-d pair to select an unassigned relay as friendly jammer.

Lemma 5.5. A relay node that was not assigned to any s-d pairs, denoted by r,, can be

selected to act as a friendly jammer for (si,d;) if Yry.en > Vro.d;-
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Proof. Tt can be derived from comparing Eqn. (5.21) and Eqn. (5.9). The improvement
on secrecy capacity when jamming relay involves can be expressed as C’g 7 (Siy €us ) —

C2p (R(s;),e4) > 0. Hence, we have Yy, ¢, > Yry.di- O

The above lemma implies whether an unassigned relay can be selected to act as a
friendly jammer for an s-d pair. Obviously, each s-d pair exploiting the friendly jammer
to protect their transmissions will result in a global secrecy capacity enhancement. The
friendly jammer selection procedure is presented in Algorithm 4. After running the proposed
algorithm, a friendly jammer selection profile is obtained, in which the selected relay nodes
are associated with different s-d pairs. As the smart jamming procedure follows with the

the optimal relay assignment process, an efficient transmission scheduling is necessary.

5.7 Performance Evaluation

5.7.1 Experiment Setup

In this section, we evaluate our analysis and algorithms through extensive experiments

under various network settings.

To evaluate the effect of relay location on the primary channel capacity, we conduct
experiments on a topology consisting of one source, one destination. A relay node is placed
into the network and cooperatively help the transmission from the source to the destination.
We compare the achievable capacity between source and destination under direct transmis-
sion and cooperative Amplify-and-Forward mode (CC-AF). We also obtain the capacity
upper bound under cooperative AF mode (CC-AF Upper bound).

To evaluate the secrecy capacity gain brought by the cooperative relay assignment,
experiments are first conducted in four sub-scenarios where the location of relay and eaves-
dropper varies, corresponding to different assignment choices, as shown in Fig. 5.7(a). The
distance from source and destination is 1000 meters and the location of relay and eavesdrop-
per varies in different scenarios, e.g., dg, ¢, =dy, ¢, =500m, dg, r,=d,, 4,=707m in Scenario
A, d, e, =ds, y,=dy, 4,=500m, d;, ,=707m in Scenario B, etc. In the experiments, we set

W=22 MHz for the channel. We vary the path loss exponent, the transmission power of
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FIGURE 5.7: Experimental scenarios: (a) Four secure cooperative ad-hoc network scenarios

each with one s-d pair, one relay node and one eavesdropping node. (b) Topology for a
40-node cooperative ad hoc network where Ny=10, N,.=15 and N.=5.

relay, and the transmission power of source to compare the secrecy capacity under different

scenarios.

To evaluate the efficiency of our proposed relay assignment algorithm and the smart
jamming algorithm, we carry out comprehensive experiments by studying various cooper-
ative ad hoc network scenarios. We varied the number of source-destination pairs n, the
number of relay nodes m and the number of eavesdropping nodes k to evaluate the effi-
ciency of our proposed relay assignment algorithm. Nodes are randomly distributed in a
500m x 500m square. For each setting, we randomly generate 10 instances and the average
result is presented with a 95% confidence interval. Since we are the first work on the prob-
lem of relay assignment in cooperative ad hoc networks with the objective to maximize the
total secrecy capacity, experiments are conducted by comparing the total secrecy capacity
under direct transmission, random cooperative relay assignment, and our proposed relay
assignment algorithm ORA-SCAN. We run the random assignment algorithm and the pro-
posed ORA-SCAN on a C++ based simulator. Besides, we set 22 MHz as the bandwidth
for the channels. The transmission power for all sources and relays is set to 1 Watt and

the ambient noise is 1077.

Lastly, we evaluate our proposed algorithms by studying a 40-node cooperative ad hoc
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network as shown in Fig. 5.7(b). Nodes are randomly distributed in a 500m x 500m square.
There are 10 source-destination pairs which represent the unicast emergency services, 15
relay nodes and 5 eavesdroppers. Experiments are conducted by comparing the total se-
crecy capacity under direct transmission, cooperative communication with ORA-SCAN,

and cooperative communication with ORA-SACN and smart jamming.

5.7.2 Numerical Results

5.7.2.1 Effect of relay location on the primary channel capacity

We compare the achievable capacity between a source and destination under direct trans-
mission, CC-AF x:y:z and CC-AF Upper bound, where x:y:z represents the distance rela-
tionship d; ,:d, q:ds 4. When the distance between source and destination is constant, we
study the effect on different path loss exponent and transmission power of relay, as illus-
trated in Fig. 5.8(a)-5.8(b). We obtain CC-AF Upper bound through the C-Plex optimizer
[85]. When the distance between source and destination changes, we compute the capacity
under different schemes as shown in Fig. 5.8(d). We can observe that CC is not always
better than direct transmission in terms of link capacity, especially when the relay is placed

improperly, for example, the relay locates as CC-AF 1:1:1.

5.7.2.2 Secrecy capacity gain from relay assignment

We evaluate the secrecy capacity under four different scenarios in Fig. 5.7(a) by varying
the network settings, as shown in Fig. 5.10(a)-5.10(c). Secrecy capacity is computed by the
capacity difference between the primary channel and the eavesdropping channel. For clarify
purpose, we also give the secrecy capacity that is below zero. From the three sub-figures,
we observe that the network settings (e.g., path loss exponent and the transmission power
of source and relay) have less impact on the secrecy capacity than the assignment of relays.
For example, sub-scenario-D always achieves nonzero secrecy capacity as the involvement of
relay improve the capacity of the primary channel and simultaneously decrease the capacity

of the eavesdropping one. Another observation is that the location of cooperative relay and



Chapter 5. Secrecy Capacity Maximization for Secure Cooperative Wireless Networks 108

N
1=}

—P>— Direct Transmission
—O— CC-AF 1111
-+ CC-AF0.5:0.5:1
—[J- CC-AF Upper bound|

T
—P>— Direct Transmission
—O— CC-AF 1:1:1
4+ CC-AF0.5:0.5:1
—[}+ - CC-AF Upper bound| 4

n

- 0 -G -8- 8-

i
5]

A v}

10 L L L
2 25

Capacity between source and destination (Mbg
Capacity between source and destination (Mbg

3 0 10 20 20 40 50
Path loss exponent Transmission power of relay (Watt)

(a) Capacity vs. path loss exponent o

—

b) Capacity vs. transmission power of relay Py

10 T T T T

T T T T T T
—p— Direct Transmission —B— Direct Transmission
—6— CC-AF 1:1:1 —O— CC-AF 11111
5, -4 CC-AF 0.5:0.5:1 + CC-AF 05:0.5:1
~. =B+ CC-AF Upper bound

—[ - CC-AF Upper bound

f'\;-:':
tH

1

u]

_D—_'D‘—EI—_E

10

10

Capacity between source and destination (Mbg
Capacity between source and destination (Mbg

-1
L L L L L L L 10 L L L L L L L
200 300 400 500 600 700 800 900 1000 200 300 400 500 600 700 800 900 1000

Distance between source and destination (Meters) Distance between source and destination (Meters)
(c) Capacity vs. distance between s-d pair ds, 4,, @ = 4 (d) Capacity vs. distance between s-d pair d, 4,, @« = 3

F1GURE 5.8: Effect of relay location on the primary channel capacity.

eavesdropper has great impact on the secrecy capacity. The reason is that when an eaves-
dropper locates near the source or relay can induce to enhancement on the eavesdropping

channel so that decrease the corresponding secrecy capacity.

5.7.2.3 Efficiency of the proposed algorithms

We compare the performance of our proposed relay assignment algorithm (ORA-SCAN)
with direct transmission and random assignment algorithm, by varying the number of relay
nodes, s-d pairs and eavesdropping nodes, as shown in Fig. 5.10(a)-Fig. 5.10(c). In Fig.
5.10(a), we fix the number of s-d pairs to 20 and the number of eavesdropping nodes to

5. ORA-SCAN achieves a much greater secrecy capacity gain than the random assignment
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when the number of relay nodes increases. Then we fix the number of relay nodes to 20
and the number of eavesdropping nodes to 5, we calculate the total secrecy capacity by
varying the number of s-d pairs, as shown in Fig. 5.10(b). Although ORA-SCAN still
outperforms the other two algorithms, the secrecy capacity gain increase much slower as
there are limited set of relay nodes to be exploited. In Fig. 5.10(c), we vary the number
of eavesdropping nodes which indicates for different security requirements. For each of
the algorithms under consideration, the total secrecy capacity significantly decrease with
the number of eavesdropping nodes increases. However, the secrecy capacity gain from

ORA-SCAN is much better than the other two algorithms.

Consider the network topology in Fig. 5.7(b), we generate the secrecy capacity for
each s-d pair under our proposed ORA-SCAN algorithm, as shown in Fig. 5.11(b), and
compare it with the secrecy capacity under direct transmission in Fig. 5.11(a). The total
secrecy capacity increases from 63.73 Mbps to 70.75 Mbps. This benefit is from the optimal
relay assignment process. Further, we exploit the jamming technique and select one or more
unassigned relay nodes to act as friendly jammer for some of the s-d pairs. We compute the
secrecy capacity after running ORA-SCAN and the smart jamming algorithm altogether,
which receives considerable improvement on the total secrecy capacity from 70.75 Mbps
to 94.82 Mbps, as shown in Fig. 5.11(c). The reason is that some spare relays can act as
friendly jammer and serve for some transmitting sessions, e.g., jamming relay is selected to
serve (sy,dy), (s7,d7) and (sg, dg) and to combat the dedicated eavesdropping nodes, which

increase the corresponding secrecy capacity for each of the above s-d pairs.

Through extensive experiments, we validate that our proposed relay assignment algo-
rithm and jamming algorithm can significantly increase the system secrecy capacity. Be-
sides, as the network setting changes, the proposed networking scheme is able to satisfy the

critical requirements for unicast emergency services.

5.7.3 Discussions

The networking scheme we proposed in this chapter consists of an optimal relay assignment
algorithm and a smart jamming algorithm. The proposed algorithms can work in a dynamic
wireless ad-hoc network where the location of each node may vary as time progresses. The

only consideration is the overhead in distributing the channel-state information (CSI) in the
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network. It is also the most challenging issue while implementing our networking scheme
in the real wireless communication scenarios. We acknowledge that in some environments,
the overhead could be large if CSI in the network varies on a smaller time scale. Under such
scenarios, fast and efficient dissemination of CSI remains an open problem. Nevertheless,
the analytical results and methodologies we proposed in this chapter can be used as a

performance benchmark for future solutions in practice.

5.8 Summary

This chapter aims at improving the physical layer security in secure cooperative ad hoc
networks with the presence of multiple eavesdroppers. We theoretically formulate the se-
crecy capacity maximization problem and develop an optimal relay assignment algorithm
to solve it in polynomial time. Then we propose a smart jamming algorithm to further in-
crease the system secrecy capacity. Extensive experimental results reveal that our proposed

algorithms can achieve high secrecy capacity under various network settings.

Although we offered a possible implementation for the proposed algorithms, a number
of issues remain challenging in practice. Specifically, efficient methodologies for collecting
and disseminating CSI in large-scale and dynamic networks remain an open problem. Nev-
ertheless, the theoretical results presented here can be used as a performance benchmark for
future solutions in practice. For a future work, we will exploit the relay assignment problem

with security and interference constraints in secure cooperative wireless networks.



Chapter 6

Conclusions and Future Work

With the advancement of telecommunication technology, devices with wireless functional-
ities are ubiquitous nowadays. As a result, networking among such devices has become
increasingly critical in both theory and practice. This dissertation focuses on fundamental
issues in wireless networking: congestion mitigation and non-cooperation avoidance, route
selection and cross-layer optimization, cooperative relay placement, and physical layer secu-
rity. We propose two categories of networking schemes, namely self-supported networking
and cooperative networking, to coordinate the network and enhance wireless communica-
tions. Overall system performance (e.g., throughput, end-to-end delay, security, capacity)
is improved by applying our proposed networking schemes over wireless networks. This

dissertation is concluded as follows.

6.1 Self-supported Congestion-aware Networking for Non-
cooperative WANET's

In Chapter 2, we investigated the issue of coordinating wireless ad-hoc networks (WANETS)
to support emergency services. We focus on promoting self-supported and congestion-
aware networking for emergency services in WANETSs based on the idea of Do-It-Yourself.
We model network congestion and non-cooperation behaviors according to the relations
between nodes in the constructed dependency graph. Then we propose an energy-efficient

and congestion-aware routing protocol for the emergency services of WANETSs. Based on

114
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the proposed model and routing protocol, we design two novel movement schemes, called
Direct Movement to potential selfish/busy Relays (DMR) scheme and Iterative Movement
to potential selfish/busy Relays (IMR) scheme for urgent sources to supported themselves
and to avoid congestion and non-cooperation. Analysis and simulation results show that
our approaches significantly achieve better network performance and typically satisfy the

requirements for emergency services in WANETSs.

The main advantages of our proposed networking schemes are summarized as follows.
1) We model network congestion and non-cooperation behaviors according to the relations
among the autonomous nodes in the constructed dependency graph. 2) The proposed
routing protocol is energy-efficient and congestion-aware, which captures the dependency
relations in the network and provides better routing solutions for the transmitting sessions.
3) We propose two novel movement schemes, called DMR, and IMR for urgent sources to
supported themselves and to avoid congestion and non-cooperation. 4) The proposed DMR
scheme is simple and novel in improving the network performance in terms of increasing
the throughput and reducing the end-to-end delay. 5) As an improvement of the DMR
scheme, the proposed IMR scheme is superior in improving the network connectivity. 6)
We implement the proposed networking schemes in a computer simulator. The simulation

results reveal that our approaches significantly achieve better network performance.

6.2 Self-supported Networking for Cooperative Multi-hop

Wireless Networks

In Chapter 3, we studied the potential issues in using cooperative communication paradigm
to support emergency services. We design a novel cross-layer networking scheme which fo-
cuses on promoting energy-efficient and congestion-aware cooperative networking based on
the idea of Do-It-Yourself. The objectives of our networking scheme are twofold: (1) at
the network layer, through optimal relay node selection to minimize the cost of multi-
hop cooperative flow routing; (2) at the MAC layer, maximize the minimum flow rate (or
throughput) among all active emergency sessions, as well as avoid congestion and non-
cooperation behaviors. To formulate the problem, we introduce the concept of dependency
graph to reflect a connected network. Then we develop a mathematical characterization

for multi-hop flow routing and relay node selection process. For the first objective, we
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formulate the cost of data links and traffic flows in a CC aware network as a minimization
problem. For the second objective, we formulate the flow rate problem based on multi-hop
cooperative routing and relay node selection. Then we model network congestion and non-
cooperation behaviors according to the formulations. To solve the formulated problems, we
combine the two subproblems into a mized integer linear programming (MILP) problem.
Then we develop a self-supported based solution procedure to reduce the solution space.
Our proposed Self-supported Cooperative Networking (SCooN) scheme includes three novel
components which make the solution procedure highly efficient. First, we construct the de-
pendency graph and complete the nodes classification. Then we design an energy-efficient
cooperative routing protocol. Thirdly, after investigating the locations of congestion and
non-cooperation, sources and relays support themselves by cognitive movements. Simula-
tion results show that our approaches significantly achieve better network performance and

typically satisfy the requirements for emergency services in multi-hop wireless networks.

6.3 Optimal Relay Placement for Capacity Maximization in

Wireless Networks

In Chapter 4, we studied the relay node placement problem for multi-pair cooperative
communication in wireless networks. Currently, relaying and cooperation have emerged as
important research topics in wireless communication. During cooperative communication,
spatial diversity can be achieved by exploiting the relaying capabilities of the involved relay
nodes, which may vastly enhance the achieved system capacity. The potential gains largely
depend on the location of relay nodes. We studied the problem by exploiting a finite number
of candidate relay nodes which can be placed to help the transmission of multiple source-
destination pairs. Our objective is to maximize the system capacity. After formulating the
relay node placement problem, we comprehensively study the effect of relay location on
cooperative link capacity and show several attractive properties of the considered problem.
Thus, we develop a geographic aware relay node placement algorithm which optimally solves
the relay node placement problem in polynomial time. Compared with existing works, the

main contributions of our work are summarized as follows.
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e 1. By applying the SNR-based capacity model, we theoretically formulate the relay
node placement problem under consideration, named as RNP-MPCC, which seeks for

a relay placement profile such that the system capacity is maximized.

e 2. Due to the continuous nature of placement space, we carry out comprehensive
studies on the effect of relay location on cooperative link capacity, and determine the

optimum relay location site for each source-destination pair.

e 3. We develop a geographic aware polynomial time algorithm to optimally solve RNP-
MPCC, which maximizes the system capacity by placing a subset of the candidate

relay nodes on the optimum relay location sites.

e 4. Analytical and experimental results are carried out to evaluate the efficiency of

our proposed algorithm.

6.4 Secrecy Capacity Maximization for Cooperative Wire-

less Networks

Physical layer security has emerged as a key technique for providing trustworthy and reliable
future wireless networks and has witnessed a significant growth in the past few years. In
Chapter 5, we aimed at improving the physical layer security and provide secure cooperative
communication through cooperative relaying and cooperative jamming. We investigated se-
cure cooperative communication with the involvement of multiple malicious eavesdroppers.
By characterizing the security performance of the system by secrecy capacity, we study
the secrecy capacity maximization problem in cooperative communication aware ad hoc
networks. Specifically, we propose a system model where secrecy capacity enhancement is
achieved by the assignment of cooperative relays. We theoretically present a corresponding
formulation for the problem and discuss the security gain brought by the relay assignment
process. Then, we develop an optimal relay assignment algorithm to solve the secrecy
capacity maximization problem in polynomial time. The basic idea behind our proposed
algorithm is to boost the capacity of the primary channel by simultaneously decreasing the
capacity of the eavesdropping channel. To further increase the system secrecy capacity,
we exploit the jamming technique and propose a smart jamming algorithm to interfere

the eavesdropping channels. Analysis and experimental results show that our proposed
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algorithms can achieve high secrecy capacity under various network settings. The main

contributions of this chapter can be summarized as follows.

6.5

1. To the best of our knowledge, we are the first to exploit the physical layer security
based cooperative communication issue in wireless networks. We address the system
architecture and propose a system model where security enhancement is achieved by

the assignment of relays.

2. We model the relay assignment problem for secrecy capacity maximization, named
RAP-SCAN. Then make comprehensive investigations on the security gain brought

by the relay assignment procedure.

3. We develop an optimal relay assignment algorithm, called ORA-SCAN, which
solves RAP-SCAN in polynomial time.

4. We exploit the advantages of jamming technique and propose a smart jamming

algorithm to further increase the system secrecy capacity.

5. Through extensive experiments, we validate our proposed relay assignment al-
gorithm and jamming algorithm significantly improve the system secrecy capacity,

which satisfy the critical security requirements under various network settings.

Future Work

Our future work are two-fold: First, we will make surveys and investigate cooperative sens-

ing technique with cooperative relays employed for spectrum sensing and secondary user

transmission under primary user QoS constraints in cognitive radio networks (CRNs). Sec-

ond, we will proceed our recent study in wireless physical layer security and consider more

complicated and practical system models, for instance, multicast and broadcast sessions in

cooperative wireless networks.
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