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Abstract 
 
The subject of this dissertation is anonymous routing and secure 

communications in wireless mobile ad-hoc networks. In such networks packets 

are relayed over multiple hops to reach their destination. In order to 

communicate in ad-hoc networks, many routing protocols have been proposed. 

Concerning nodes location in networks, researchers have divided routing 

protocols basically in two groups, namely position-based routing and 

topology-based routing. 

Due to the infrastructure-less, dynamic, and broadcast nature of radio 

transmissions, communications in mobile ad-hoc networks, are susceptible to 

malicious traffic analysis. After performing traffic analysis, an attacker 

conducts an intensive attack (i.e., a target-oriented attack) against a target 

node specified by the traffic analysis. Because of the degradation of both 

throughput and security of routing, traffic analysis and its subsequent target-

oriented attack are known as serious problems in regards to mobile ad-hoc 

networks. Also malicious intermediate nodes in wireless mobile ad-hoc 

networks are a threat concerning security as well as anonymity of exchanged 

information. Thus, to prevent such kinds of attack and to prevent anonymity 

of nodes in network, anonymous secure communication is necessary.  

This dissertation is concerned with the development and evaluation of 

such protocols, both in position-based and in topology-based routing strategies. 

Three years before it was an open problem for position-based routing strategy 

to design an anonymous routing protocol. Basically, position information of 

routing nodes is very sensitive data in mobile ad-hoc networks, where even 

nodes not knowing each other establish a network temporarily. It is desirable 

that position information is kept secret. All of these problems are especially 
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prominent in position-based routing protocols of mobile ad-hoc networks. 

Therefore a new position-based routing protocol, Anonymous On-demand 

Position-based Routing (AODPR), which keeps routing nodes anonymous, 

thereby preventing possible traffic analysis, is proposed. The proposed scheme 

uses a time-variant temporary identifier, Temp ID, which is computed from 

the time and position of a node and used for keeping the node anonymous. 

Only the position of a destination node is required for the route discovery, and 

the Temp ID is used for establishing a route for sending data. A receiver 

dynamic-handshake scheme is designed for determining the next hop on-

demand by using the Temp ID. The level of anonymity and the performance of 

this scheme were evaluated. The evaluation results show that the proposed 

scheme ensures the anonymity of both route and nodes and robustness against 

a target-oriented attack and other attacks. Moreover, this scheme does not 

depend on node density as long as nodes are connected in the network. 

To protect anonymity and achieve security in topology-based routing 

strategy of mobile ad-hoc networks, an anonymous on-demand routing 

protocol, namely, Routing with Indeterminate Objects for Mobile ad-hoc 

networks Observer (RIOMO) is proposed. In this protocol pseudo IDs of 

nodes are generated considering Pairing-based Cryptography. Nodes can 

generate their own pseudo IDs independently. As a result RIOMO reduces 

pseudo IDs maintenance costs. Only trust-worthy nodes are allowed to take 

part in routing to discover a route. To ensure trustiness each node has to make 

authentication to its neighbors through an anonymous authentication process. 

Thus RIOMO safely communicates between nodes without disclosing node 

identities; it also provides different desirable anonymous properties such as 

identity privacy, location privacy, route anonymity, and robustness against 

several attacks.  
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CHAPTER 1 
 
INTRODUCTION 
 
A mobile ad-hoc network is a collection of two or more devices equipped with 

wireless communications and networking capability. Such devices can 

communicate with another node that is within their radio range or one that is 

used to relay or forward the packet from the source toward the destination. 

Ad-hoc networks are intranets and they remain as intranets unless there is 

connectivity to the Internet. Such confined communications have already 

isolated attackers who are not local in the area.  

Conventional wireless mobile communications are normally supported 

by a fixed wire/wireless infrastructure. A mobile device would use a single-

hop wireless radio communication to access a fixed base-station that connect it 

to the wire/wireless infrastructure. In contrast, ad-hoc networks do not use any 

fixed infrastructure, it is a self-configuring network of mobile stations 

connected by wireless links and defined as IBSS in IEEE 802.11 standards. 

The nodes in a mobile ad-hoc network intercommunicate via single-hop and 

multi-hop paths in a peer-to-peer fashion without using AP. Intermediate 

nodes between a pair of communicating nodes act as routers [1]. Thus the 

nodes operate both as hosts and routers. The nodes in the ad-hoc network 

could be potentially mobile, and so the creation of routing paths is affected by 

the addition and deletion of nodes. The topology of the network may change 

randomly, rapidly, and unexpectedly [1]. Neighbors are friendly or hostile, 

information sent in an ad-hoc route can be protected in some way but since 

multiple nodes are involved, the relaying of packets has to be authenticated by 

recognizing the originator of the packet and the flow ID or label.  
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The concept of mobile ad-hoc networking opens a broad spectrum of 

potential applications in both military and civilian systems owing to their self-

configuration and self maintenance capabilities. The first, and the most 

important scenario, is the ability to establish a network in places where it's not 

possible otherwise: i.e., in a disaster relief setting, or in a situation where the 

entire communication structure has been destroyed. Collaborative computing 

and communications in smaller areas (building organizations, conference, etc.) 

can setup using ad-hoc networking technologies [1]. The use of these networks 

has increased dramatically, and they're being used for implementing solutions 

for business, entertainment, and safety applications in business, residential, 

and industrial areas. Communications in battlefields are other example of 

application environments. Many of these applications, such as military 

battlefield operations, homeland-security scenarios, law enforcement, and 

rescue missions are security sensitive. As a result, security in mobile ad-hoc 

networks, MANETs, has recently been drawing much attention [2]. 

Traffic analysis is one of the most subtle and unsolved security attacks 

against MANETs. By definition, it is an attack such that an adversary observes 

network traffic and infers sensitive information of the applications and/or the 

underlying system [3]. Sensitive information includes the identities of 

communicating parties, network traffic patterns [2], and their changes. The 

leakage of such information is often devastating in security-sensitive scenarios. 

For example, an unexpected change of the traffic pattern in a military network 

may indicate a forthcoming action, a chain of commands, or a state change of 

network alertness [4]. It may also reveal the locations of command centers or 

mobile VIP nodes, which will enable the adversaries to launch pinpoint attacks 

on them. In contrast to active attacks, which usually involve the launch of 

denial of service or other more “visible” and aggressive attacks on the target 

network, traffic analysis is a kind of passive attack, which is “invisible” and 
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difficult to detect. It is therefore important to design countermeasures against 

such malicious traffic analysis. 

The shared wireless medium of MANETs introduces opportunities for 

passive eavesdropping on data communications. Adversaries can easily 

overhear all messages “flying in the air” without physically compromising 

nodes. Several methods for withstanding eavesdropping and other kinds of 

traffic analysis have been investigated. One attempt is to prevent the wireless 

signals from being intercepted or even detected by developing LPI/LPD (low 

probability of interception/low probability of detection) communication 

techniques. Examples of such techniques include spread-spectrum modulation, 

effective power control, and directional antennas [5]. However, it is 

impossible to completely avoid signal detection in open wireless environments. 

The second method relies on the use of traffic padding, i.e., inserting dummy 

packets into the network [6] to camouflage the real traffic pattern. However, 

this approach adds significant extra load to the network and consumes scarce 

network resources. The third method is to perform end-to-end encryption 

and/or link encryption on data traffic. However, this only prevents adversaries 

from accessing traffic contents. Adversaries can still carry out traffic analysis 

based on the bare network-layer and/or MAC addresses, both of which are 

unprotected and unencrypted in common ad-hoc routing protocols such as Ad 

hoc On-Demand Distance Vector (AODV) [7]. The Dynamic Source Routing 

Protocol for Mobile Ad Hoc Networks (DSR) [8], and the de facto MAC 

protocol IEEE 802.11. 

 Research on ad-hoc networks has resulted in a number of routing 

protocols suitable for MANETs [9]. Most current researches on MANET 

routing are focused on topology-based protocols. These protocols use 

information about links in the network to perform packet forwarding and are 

generally classified as either table-driven or on-demand. The on-demand 
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scheme is more familiar than the table-driven one because it does not involve 

extra computation like routing table maintenance of the table-driven scheme.  

Meanwhile position-based routing protocols are known to be a good 

alternative to on-demand topology-based protocols in many cases [10, 11]. 

Position-based routing protocols use a node's geographical position to make 

routing decisions, resulting in improved efficiency and performance. 

Therefore, nodes of these protocols are required to obtain their own 

geographical position and the geographical position of the destination. 

Generally, this information is obtained via global positioning system (GPS) 

and location services. 

Most traditional topology-based MANET protocols were designed with 

reliability and performance in mind. Unfortunately these protocols were not 

designed to be secure and do not defend against malicious attacks. AODV and 

DSR, two protocols under consideration for standardization by the IETF 

MANET Working Group, are both vulnerable to a number of attacks, 

including impersonation, modification, and fabrication [12]. Position-based 

MANET routing protocols [10, 13, 14] are also vulnerable to such attacks, as 

they focus on improving performance while disregarding security issues. In 

addition, these protocols lack cryptographic techniques to protect location 

information exchanged between nodes, revealing the exact location of nodes 

to anyone within range. In a high-risk environment, this is unacceptable. 

Cryptographic techniques must be employed to protect position information in 

these protocols if they are to be used in a high-risk MANET. 

 
1.1 Motivation 
 
In fixed networks, routing does not affect network topology which is 

physically determined a priori. However, this is not true in mobile ad-hoc 

networks where network topology constantly changes due to mobility. Once 
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information about the network topology is revealed, the adversary can break 

the network’s anonymity protection given other out of-band information like 

geographic positions and physical boundaries of the underlying mobile 

network; also adversaries can setup attacks such as active attack, passive 

attack including target oriented attack, some other attacks namely wormhole 

attack, timing attack, rushing attacks, etc. So, privacy of network topology 

becomes a new anonymity aspect in mobile ad-hoc networks. Thus anonymity 

is one of the most important factors for securing ad-hoc network 

communications, where the intruders do not know about the communication 

IDs. It ensures that a user may use a resource or service without disclosing the 

user’s identity. The requirements for anonymity provide protection of the user 

identity. Anonymity requires that other users or subjects are unable to 

determine the identity of a user bound to a subject or operation [15]. If less is 

known about the linking to a subject, then Anonymity is the stronger. As a 

result, adversaries fail to make correlation between the eavesdropped traffic 

information and the actual network traffic patterns. Thus traffic analysis attack 

can be efficiently defeated. The strength of anonymity decreases with 

increasing knowledge of the pseudonym linking. To keep the strength of 

anonymity strong, it should be considered in designing anonymous protocol 

that intruders can not increase their knowledge about pseudonym linking.  

 
1.2 Contributions and Organization of 

the Dissertation 
 
Since nodes in MANETs move dynamically, adversaries cannot conduct 

active attacks without knowing the location or name of nodes. It thus often 

happens that traffic analysis is conducted passively at first and active attacks 

are conducted later. Therefore, we set our goal to establish protocols for both 
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in position-based scheme as well as in topology-based scheme that are secure 

against passive attacks in terms of the privacy notions explained in chapter 2 

and also secure against the several active attacks. 

To the best of our knowledge when we started our research it was an 

open problem for position-based routing strategy to design an anonymous 

routing protocol. But, at the end of our proposed protocol there is also an 

available anonymous protocol, Ad hoc on-demand position-based private 

routing (AO2P) [16], which does not ensure location privacy properly. To 

achieve communication anonymity and security in any node density network, 

we propose a new position-based anonymous routing protocol, called an 

anonymous on-demand position-based routing (AODPR), which keeps routing 

nodes anonymous. In AODPR, the position of the destination is encrypted 

with a common key of nodes, and this encrypted position is used for the 

routing. Information is thus not disclosed to nodes not composing the ad-hoc 

network. In AODPR,  a route is discovered by a dynamic handshake 

mechanism, which dynamically determines the next hop. For this purpose, a 

route-request message is sent from the source towards the position of the 

destination.  

There are some recent topology-based proposals [17, 18, 19, 20, 21, 22] 

which will be discussed on chapter 3, taking care of privacy in MANETs. 

Among the existing protocols, one protocol can not provide all the security 

and anonymous properties in terms of security notions of chapter 2. In MASK 

[22] system administrator generates a large number of pseudo IDs set for each 

node in the network. To keep anonymity in MASK, every node should have to 

manage a huge umber of pseudo IDs provided by the system administrator, 

which is costly for ad-hoc network communication in terms of extra task for 

nodes, namely IDs maintenance cost. So, to avoid extra pseudo IDs 

maintenance cost and to achieve strong communication anonymity and 

security, an anonymous on-demand routing protocol called Routing with 
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Indeterminate Objects for Mobile ad-hoc networks Observer (RIOMO), is 

proposed. In RIOMO, every node can generate its own pseudo IDs 

dynamically only from one pseudo ID taken form the system administrator. 

Thus pseudo IDs maintenance cost is reduced compared to MASK by Zhang 

et al., [22]. The comparison results are discussed in chapter 3. 

 
Organization of the Dissertation 
 
This dissertation consists of seven chapters. In Chapter 1, introduction of ad-

hoc mobile networks with its application is described, also security aspects is 

discussed. In the same chapter motivation and contributions of this research 

are discussed. Finally outline of this dissertation is given in this chapter. In 

Chapter 2, security notions and preliminaries of wireless property of ad-hoc 

network are given first and cryptographic security properties are also 

discussed. Some related mathematic background, including bilinear pairings 

and computational problems is provided. Chapter 3 is a place for the 

discussion of our result and the comparison analysis with the existing 

anonymous protocols are given, also result is discussed. Chapter 4 and 5, are 

considered as the principle contributions of this dissertation. In Chapter 4, 

proposed new algorithm for position-based routing strategy is described; in 

section 4.1 AODPR fundamentals are defined also an assumption is discussed. 

In section 4.2 parameters and overview is discussed in terms of nodes 

functionalities. Section 4.3 is dedicated for the AODPR operation procedures. 

Section 4.4 investigates the anonymity and security properties of the proposed 

protocol. Chapter 5 is another contribution in topology-based anonymous 

routing, based on pairing-based crypto properties; here proposed protocol 

RIOMO is discussed. In Section 5.1 architecture and design of the protocol is 

described. In Section 5.2 anonymous neighbor authentication process is 

clearly defined.  Section 5.3 and 5.4 are dedicated for the control packets and 
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routing procedures for RIOMO. In Chapter 6 performance analysis is 

discussed; in section 6.1 theoretical analysis of AODPR, and section 6.2 is the 

simulation result of the same protocol. The security analyses of these schemes 

are also investigated in this chapter. Finally, in Chapter 7 conclusion with 

future works and open problems are discussed. 

 
1.3 Publications and Origins of 

Contributions 
 
This dissertation contains research published with my advisor Professor Dr. 

Eiji Okamoto, co-advisors Researcher Dr. Atsuo Inomata, Associate Professor 

Dr. Masahoro Mambo and Assistant Professor Dr. Takeshi Okamoto. Some 

contents of Chapter 4, AODPR anonymous routing protocol for position-based 

scheme, first appeared in [C2] and was later improved on and published in [J1]. 

The RIOMO anonymous routing protocol for topology-based scheme of 

Chapter 5 was originally described in [C1] and [S1]. Concepts, related to hash 

function and symmetric encryption was taken form my previous research 

published in [J2, J3, J4, J5, C6, C7, C8, and C11]. 
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CHAPTER 2 
 
PRELIMINARIES 
 
Privacy and security notions and preliminaries of wireless property of ad-hoc 

network are discussed in this chapter. Cryptographic security properties with 

some related mathematical background, including bilinear pairings and 

computational problems are provided in this chapter. 

 
2.1 Privacy and Security Notions  

 
The key notions on privacy associated with MANETs are summarized as 

follows. 

Identity Privacy: Identity privacy means no one knows the real identity 

of the nodes in the network. We are especially interested in discussing identity 

privacy of entities involved in packet transmission, namely, the source, 

intermediate nodes and the destination.  

Location Privacy: Requirements for location privacy are as follows: (a) 

no one knows the exact location of a source or a destination, except 

themselves; (b) other nodes, typically intermediate nodes in the route, have no 

information about their distance, i.e., the number of hops, from either the 

source or the destination. It is said that a protocol satisfying (a) achieves weak 

location privacy and a protocol satisfying both (a) and (b) achieves strong 

location privacy. 

Route Anonymity: Requirements for route anonymity are as follows: (a) 

adversaries either in the route or out of the route cannot trace packet flow back 
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to its source or destination; (b) adversaries not in the route have no 

information on any part of the route; (c) it is difficult for adversaries to infer 

the transmission pattern and motion pattern of the source or the destination.  

Passive Attacks:  Passive attack typically involves unauthorized 

“listening” to the routing packets or silently refusing execution of the function 

requested. This type of attack might be an attempt to gain routing information 

from which the attacker could extrapolate data about the positions of each 

node in relation to the others. Such an attack is usually impossible to detect, 

since the attacker does not disrupt the operation of a routing protocol but only 

attempts to discover valuable information by listening to the routed traffic. 

Active Attacks: Active attacks are meant to degrade or prevent message 

flow between nodes. They can cause degradation or a complete halt in 

communications between nodes. Normally, such attacks involve actions 

performed by adversaries, e.g., replication, modification, and deletion of 

exchanged data.  

DoS: DoS attacks occur when an attacker overloads nodes with useless 

traffic so that legitimate requests cannot be processed and resources cannot be 

accessed. The packets sent to the target will have randomly selected return 

addresses and often spoofed source addresses, so the target has difficulty 

finding the exact location of the attack 

Multiple adversaries such as I1, I2, I3, and I4 in co-operation can set a 

specific node N, as a target in order to exhaust the resource of that node, as in 

Figure 2.1. One adversary I, with enough power, as in fig. 2.2., can set specific 

nodes N1, N2, N3, N4 as target in order to exhaust the resource of the nodes. 

Main concept is to identify node and make a target to the specific node. 

ID: 200430610 10 
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Figure 2.1: DoS, according to the target; Multiple-to-One 
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Figure 2.2: DoS, according to the target; One-to-Multiple 

 

Wormhole Attacks: In wormhole attack, an attacker records a packet in 

 location of the network and sends it to another location through a high 

lity out-of-band link namely tunnel [23] made between the attacker’s nodes 

he network. Figure 2.3 shows a basic wormhole attack. The attacker 

ays packets received by I1 at node I2, and vice versa. If it would normally 

 several hops for a packet to traverse from a location near I1 to a location 

r I2, packets transmitted near I1 traveling through the wormhole will arrive 

2 before packets traveling through multiple hops in the network. The 

cker can make S and D believe they are neighbors by forwarding routing 

00430610 12 
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messages, and then selectively drop data messages to disrupt communications 

between S and D. For most routing protocols, the attack has impact on nodes 

beyond the wormhole endpoints’ neighborhoods also. Node S will advertise a 

one-hop path to D so that C will direct packets towards D through S. For 

example, in on-demand routing protocols (DSR [8] and AODV [7]) or secure 

on-demand routing protocols (SEAD [26], Ariadne [39], SRP [43]), the 

wormhole attack can be mounted by tunneling ROUTE REQUEST messages 

directly to nodes near the destination node. Since the ROUTE REQUEST 

message is tunneled through high quality channel, it arrives earlier than other 

requests. According to the protocol, other ROUTE REQUEST messages 

received for the same route discovery will be discarded. This attack thus 

prevents any other routes from being discovered, and the wormhole will have 

full control of the route. The attacker can discard all messages to create a 

denial-of-service attack, or more subtly, selectively discard certain messages 

to alter the function of the network [27]. An attacker with a suitable wormhole 

can easily create a sinkhole that attracts (but does not forward) packets to 

many destinations. An intelligent attacker may be able to selectively forward 

messages to enable other attacks and also be able to place wormhole endpoints 

at particular locations. Strategically placed wormhole endpoints can disrupt 

nearly all communications to or from a certain node and all other nodes in the 

network [27]. 

The neighbor discovery mechanisms of periodic (proactive) routing 

protocols such as DSDV [28], OLSR [29], and TBRPF [30] rely heavily on 

the reception of broadcast packets as a means for neighbor detection, and are 

also extremely vulnerable to this attack. 

 

ID: 200430610 13 
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Figure 2.3: Wormhole attack:  The adversary controls nodes I1 and I2 and 
connects them through a low-latency link. 

 

 

ushing Attack: Existing on-demand routing protocols forward a request 

acket that arrives first in each route-discovery. In the rushing attack, the 

ttacker exploits this property of route discovery operation as shown in Figure 

.4.  The initiator node initiates a Route Discovery for the target node. If the 

OUTE REQUESTs for this Discovery forwarded by the attacker are the first 

o reach each neighbor of the target (shown in gray in the figure), then any 

oute discovered by this Route Discovery will includes a hop through the 

ttacker [52]. That is, when a neighbor of the target receives the rushed 

EQUEST from the attacker, it forwards that REQUEST, and will not 

orward any further REQUESTs from this Route Discovery. When non-

ttacking REQUESTs arrive later at these nodes, they will discard those 

egitimate REQUESTs. As a result, the initiator will be unable to discover any 

sable routes (i.e., routes that do not include the attacker) containing at least 

wo hops (three nodes). 
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In general an, attacker can forward a route request more quickly than 

legitimate nodes can, so it can enter in a route. Such a route can not be easily 

detected. 
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Figure 2.4: Network illustrating the rushing attack 

.2 Characteristics of Wireless 
Communication System 

ne of the major challenges in ad hoc networks security is that ad hoc 

etworks typically lack of a fixed infrastructure both in form of physical 

nfrastructure such as routers, servers and stable communication links and in 

he form of an organizational or administrative infrastructure [24]. Another 

ifficulty lies in the highly dynamic nature of ad hoc networks since new 

odes can join and leave the network at any time. The major problem in 

roviding security services in such infrastructure-less networks lies on how to 

anage the cryptographic keys that are needed. When designing protocols for 

d hoc networks, whether routing protocols or security protocols, it is 

D: 200430610 15 
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important to consider the characteristics of the network and realize that there 

are many “flavours” of ad hoc networks. Ad-hoc wireless networks generally 

have the following characteristics [25]:  

Dynamic network topology: The network nodes are mobile and thus the 

topology of the network may change frequently. Nodes may move around 

within the network, the network can be partitioned into multiple smaller 

networks or be merged with other networks. 

Limited bandwidth: The use of wireless communication typically 

implies a lower bandwidth than that of traditional networks. This may limit the 

number and size of messages sent during protocol execution.  

Energy constrained nodes: Nodes in ad hoc networks will most often rely on 

batteries as their power source. The use of computationally complex 

algorithms may not be possible. This also exposes the nodes to a new type of 

denial of service attack, the sleep deprivation torture attack [25] that aims at 

depleting the nodes energy source.  

Limited physical security: The use of wireless communication and the 

exposure of the network nodes increase the possibility of attacks against the 

network. Due to the mobility of the nodes the risk of them being physically 

compromised by theft, loss or other means will probably be greater than that 

for traditional network nodes. In many cases the nodes of ad hoc network may 

also have limited CPU performance and memory, e.g. low-end devices such as 

PDA’s, cellular phones and embedded devices. As a result certain algorithms 

that are computationally or memory expensive might not be applicable.  

 
2.3 Bilinear Maps 
 
The anonymous authentication procedure that we propose in our RIOMO 

protocol is based on the Bilinear Pairings. The bilinear pairing such as Weil 
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pairing or Tate Pairing on elliptic and hyper elliptic curves has recently been 

found applications in design of cryptographic protocols.   

 
Elliptic Curves 
 
E(Fq) : y2 = x3+Ax+B , Elliptic curves are considered interesting primarily as 

an alternative group structure, with certain advantages when it comes to the 

implementation of common cryptographic protocols. The main advantage is 

that much smaller keys can be used, as there is no known polynomial-time 

algorithm for the discrete logarithm problem for the great majority of such 

curves. Given a point P on a curve E defined over a finite field Fq where q = 

pm, and p is a large prime; this is the problem of determining ‘a’ for given ‘aP’. 

In most circumstances the points on such a curve form a simple cyclic group. 

Each point on the curve has an order. This is the smallest positive integer r 

such that rP = O, where O is the identity point of the group, the so-called 

point at infinity. The number of points on the curve, the order of the curve, is 

referred to as #E. Every valid r divides #E. We also need to know the 

important relationship #E = q+1-t, where t is the trace of the Frobenius, and t 

is relatively small - a constant for each curve. We note also the "twisted" curve, 

Et(Fq) : y2 = x3+ d2Ax+ d3B, where d is any Quadratic Non Residue mod q. 

This curve has #Et = q+1+t points on it [53].  

 

The Embedding Degree 
 
However something rather magical happens when a curve with the same 

equation is considered over the field for a certain value of k. The group 

structure undergoes a strange blossoming, and takes on a new, more exotic 

character. The smallest value of k for which this happens is referred to as the 

embedding degree. For a random curve the embedding degree will be very 

kqF
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CHAPTER 2 PRELIMINARIES 

large. However it can be as small as k=1, and it is not in fact difficult to find 

curves for any positive value of k. Here for simplicity we concentrate on the 

particular case k=2 and q=p a prime. In the field (called the quadratic 

extension field) elements are represented as (a,b) which is a+ib where i is the 

"square root" of a QNR. If p = 3 mod 4 one can conveniently choose the QNR 

as p-1. 

2Fp

A k=2 curve E(Fp) has p+1-t points on it. Lets this set of points is S. It 

contains a subgroup of points of prime order r and a representative of these is 

a point P. The same curve over E(Fp
2) will have #E(Fp

2) = (p+1-t)(p+1+t) 

points on it, as a consequence of Weil's Theorem. For a k=2 curve r exactly 

divides p+1 and (p+1-t), and hence necessarily r divides t. And r2 divides #E. 

An example will be useful. The curve is E(F131) : y2 = x3-3x+8 , with p 

=131, r =11, t=22, P(123,100), #E=110. There are points on the curve of order 

110, and the group is cyclic. There is a subgroup of order r. The curve is not 

supersingular. The twisted curve is Et(F131) : y2 = x3-3x-8, And #Et = 154. This 

same curve taken over the extension field E(Fp
2) has 16940=154.110 points on 

it. And there are no points on the curve of this order, it is not cyclic. Here a 

point on this curve is represented as Q[x,y] = Q[(a,b),(c,d)] 

 
Group Structure 
 
There are a couple of ways of considering all these points. But at first some 

notation will be discussed. The complete set of curve points is called G, of 

order #E. The set of all points that are transformed to O by multiplication by r 

("killed by r") is called G[r]. These are the r-torsion points. Since r is prime, 

this is all the points of order r plus O. There are r2 such points, and these r2 

points can be organized as r+1 distinct cyclic subgroups of order r - they all 

share O. Note that one of these subgroups is S[r] and consists of all those r-

ID: 200430610 18 
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torsion points from the original curve E(Fp), points of the form Q[(a,0),(c,0)], 

which are of course on both curves. 

Let h = #E/r2. Then a random point on the curve can be mapped to a 

point in one of these sub-groups of order r by multiplying it by this co-factor h. 

For simplicity we assume that r does not divide h. For example curve r=11 

and h=140. The set of distinct points generated by multiplying every element 

of G by r is called rG. The number of elements in rG is h. This is called a 

coset.  

Consider the partitioning of the #E points into distinct cosets. This can 

be done by adding a random point R to every element of rG. There are exactly 

r2 such distinct cosets, each with h elements. 

The original coset rG is the unique coset that contains O. Every coset 

contains exactly one r-torsion point. Elements of these cosets are not all of the 

same order. They do not form a group.  The quotient group G/rG is the group 

formed of all these cosets.  

 

Bilinear pairings 
 
Let G1 be an additive group and G2 be a multiplicative group of the same 

prime order q. Let P be an arbitrary generator of G1. (aP denotes P added to 

itself a times). Assume that discrete logarithm (DL) problem is hard in both G1 

and G2. We can think G1 as a group of points on an elliptic curve over , and 

G

qF

2 as a subgroup of the multiplicative group of a finite field for 

some . A mapping ẽ:G

kqF

*
qZk ∈ 1×G1→G2, satisfying the following properties is 

called a cryptographic bilinear map. 

• Bilinearity: ẽ(aP, bQ) = ẽ (P,Q)ab for all P,Q ∈G1 and a, b ∈Zq
*. 

This can be restated in the following way. For P, Q, R ∈G1, ẽ (P+Q, 

R) = ẽ (P,R) ẽ (Q,R) and ẽ (P, Q+R) = ẽ (P,Q) ẽ (P,R).  

ID: 200430610 19 
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• Non-degeneracy: If P is a generator of G1, then ẽ(P,P) is a generator 

of G2. In other words, ẽ(P,P)≠1.  

• Computable: A mapping is efficiently computable if ẽ(P,P) can be 

computed in polynomial-time for all P, Q ∈G1. 

Modified Weil Pairing [31] and Tate Pairing [32], [33] are examples of 

cryptographic bilinear maps.  

 
The Tate Pairing 
 
The Tate Pairing operates on a pair of points, P of prime order r (a member of 

G[r]) and a point Q which is a representative member of one of the cosets, as 

we already discussed in group structure section, it is denoted as er(P,Q). It 

evaluates as an element of the finite field Fp
2 of order r, observe that r divides 

p2-1. Its value is the same irrespective of which element of a particular coset is 

chosen. Recall that each coset has exactly one r-torsion point. For convenience 

P is chosen to be a member of S[r], as it also lies on E(Fp), this makes the Tate 

Pairing calculation much faster [53]. 

However the Tate pairing can evaluate as 1. This will occur if P is a 

multiple of Q, which will be the case if Q is chosen from a coset whose r-

torsion point is also a member of S[r]. For a randomly chosen Q and for large 

r this is extremely unlikely, the odds are 1/r. 

The Tate Pairing is non-degenerate as for any given P not equal to O, we 

can always find a Q such that er(P,Q) is not 1. Also er(P,P)=1 for P in S[r] 

(and k > 1). However probably the most important property of the Tate pairing 

is bilinearity er(aP,bQ) = er(P,Q)ab, Note that P must be of order r, but Q need 

not be.  

Which coset to choose Q from? There are computational advantages in 

choosing points of the form Q[(a,0),(0,d)]. Call the set of points of this form T. 

It is not difficult to see that if there are p+1-t points of the form Q[(a,0),(c,0)] 
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then there will be p+1+t points of the form Q[(a,0),(0,d)]. Substitute all a<p 

for x in the curve equation. Then if the RHS is a QR the point is 

Q[(a,0),(±c,0)], otherwise its Q[(a,0),(0,±d)]. There will always be a subgroup 

of order r, consisting of points of this form. Q can therefore be chosen as an 

element of T. Note that points of this form stay in this form under point 

multiplication, so such a Q will be in a coset supported by an element of T[r]. 

There are also p+1+t points on the twisted curve. So, Is there a connection 

between the group of points of the form Q[(a,0),(0,d)] and the group of points 

on the "twisted" curve? Yes there is - they are isomorphic. For every point of 

the form Q[(a,0),(0,d)] on the curve defined over the quadratic extension field 

Fp2, there is a point Q(-a,d) on the twisted curve defined over Fp. This is 

convenient as it means that multiplication of such points can be done on the 

twisted curve using regular E(Fp) methods. 

 
Operation on Elliptic Curve 
 
Addition of two points on an elliptic curve is defined according to a set of 

simple rules (e.g., point P1 plus P2 is equal to P4 in Figure 2.5). The addition 

operation in an elliptic curve is the counterpart to modular multiplication in 

common public-key cryptosystems, and multiple additions are the counterpart 

to modular exponentiation.  Details of the operations are described as follows.  

Elliptic Addition: A straight line running through points P and Q has a 

third intersection point with the elliptic curve. Point R, namely, the opposite of 

the third intersection point in relation to the x- axis, as shown in Figure 6, is 

equivalent to the addition of points P and Q. Thus P + Q = R. 

Elliptic Doubling: The Tangent line at point P intersects with a different 

point on the elliptic curve as shown in Figure 2.6. Point R, namely, the 

opposite point to that intersection point in relation to the x-axis, is equivalent 

to two times point P. Thus P+P = [2]*P =R.  
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Identity Element: Point O at infinity, as conceming this elliptic curve addition, 

takes the usual role of the number “zero”. In other words P + O = O + P = P 

holds. 

 
Discrete Logarithm on Elliptic Curves 
 
Although most DL-based protocols were originally defined on the 

multiplicative group of a finite field F*
q, the discrete logarithm problem (and 

Diffie-Hellman problems) can of course be defined on any group. The 

protocols can thus be translated in terms of groups that possibly allow better 

security or more efficient arithmetic. In some groups, however, taking discrete 

logarithms is easy, for example in the additive group of a finite field. 

Obviously, such groups are not suitable for cryptographic purposes, as security 

is based on the hardness of DL. Fortunately, there also exist groups in which 

solving the discrete logarithm problem is believed to be harder than in F*
q, 

where the Index Calculus Method provides a sub exponential algorithm. The 

group of points on an elliptic curve is an example of such a group. 

 
2.4 Diffie-Hellman Problems 
 
With the group G1 described in section 2.3, we can define the following hard 

cryptographic problem applicable to our proposed scheme. 

− Discrete Logarithm (DL) Problem: Given 1, GQP ∈ , find an integer n 

such that P=nQ whenever such integer exists. 

− Computational Diffie-Hellman (CDH) Problem: Given a triple (P, 

aP, bP)∈G1 for a, b ∈  Zq
*, find the element abP. 

− Decision Diffie-Hellman (DDH) problem: Given a quadruple (P, aP, 

bP, cP) ∈G1 for a, b, c∈Zq
*, decide whether c=ab mod q or not. 
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− Gap Diffie-Hellman (GDH) Problem: A class of problems where the 

CDH problem is hard but DDH problem is easy. 

− Bilinear Diffie-Hellman (BDH) Problem: Given a quadruple (P, aP, 

bP, cP)∈G1 for some a, b, c∈Zq
*, compute ẽ(P,P)abc. 

Groups where the CDH problem is hard but DDH problem is easy are 

called GAP Diffie-Hellman (GDH) groups. Details about GDH groups can be 

found in [34], [35], [36]. There are also some other Diffie-Hellman Problems 

which are not associated with our proposed protocol. Details about other 

Deffie-Hellman problems can be found in ref. [37]. 
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CHAPTER 3 
 
ANONYMOUS PROTOCOLS AND 

COMPARISON ANALYSIS 
 
In this chapter we discuss the achieved properties of the recent existing 

protocols and make a comparison analysis among them as well as our 

proposed protocols AODPR and RIOMO. We give an emphasis to the security 

properties which we discussed in chapter 2.  

 
3.1 Related Research on Anonymous 

Routing  

 
There are some recent topology-based anonymous protocols such as SDDR 

[17], ANODR [19], MASK [22], and also in position-based anonymous 

protocol namely AO2P [16], that all are taking care of privacy in MANETs. 

Here we are discussing the key points of these protocols. 

 

SDDR: Secure dynamic distributed routing algorithm (SDDR) is a 

distributed path construction protocol for anonymizing communication in 

wireless ad hoc networks. The protocol does not require the source node to 

gather and store information about the network topology. Instead, the source 

node initiates a broadcast message intended for a selected destination node. 

Intermediate nodes insert their identification (IDs) and a session key into the 

message and forward copies of this message to their neighbors until the 

message gets to its intended receiver. Intermediate nodes encrypt this 
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information before adding it to the message, and only the intended receiver 

node is able to decrypt it. Once the receiver node receives the message, it 

retrieves from the message the information about all intermediate nodes, 

encapsulates this information in a multi-layered message, and sends it along a 

reverse path in the dissemination tree back to the source node. Each 

intermediate node along the reverse path removes one encrypted layer from 

the message, and forwards the message to its ancestor node until the message 

reaches the source node. When the protocol terminates, the source node ends-

up with information about all the intermediate nodes on the discovered route 

as well as the session keys to encrypt the data transmitted through each of 

these nodes. The multicast mechanism and the layered encryption used in the 

protocol ensure the anonymity of the sender and receiver nodes. 

 

ANODR: In ANODR the anonymous route discovery process establishes 

an on-demand route between a source and its destination. Each hop in route is 

associated with a random route pseudonym. The design of route pseudonym is 

based on a network security concept called “Broadcast with trapdoor 

information”. Trapdoor information is a security concept that has been widely 

used in encryption and authentication schemes.  

There are three types of ANODR route discovery, which are described as 

follows: 

1) ANODR-PO (Anonymous route discovery – public key protected) 

RREQ phase: Each RREQ forwarding node X prepends the 

incoming hop to the PO structure, encrypts the result with its own 

public key PKX, then broadcasts the RREQ locally. 

RREP phase: When the destination receives an RREQ packet, the 

embedded PO structure is a valid onion to establish an 

anonymous route towards the source. 

2) ANODR-BO (Anonymous route discovery – Boomerang Onion) 
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RREQ phase: When intermediate forwarding node X sees an 

RREQ packet, it prepends the incoming hop to the boomerang 

onion, encrypts the result with a random symmetric key KX, then 

broadcasts the RREQ locally. 

RREP phase: The boomerang onion will be bounced back by the 

destination. Like the public key version, when node X sees an 

RREP packet, it strips a layer of the boomerang onion and locally 

broadcasts the modified RREP packet. Finally the source will 

receive the boomerang onion it originally sent out. 

3) ANODR-TBO (Anonymous route discovery – Trapdoor 

Boomerang Onion) 

RREQ phase: When intermediate forwarding node X sees an 

RREQ packet, it embeds a random nonce NX to the boomerang 

onion (this nonce is not a route pseudonym nonce), encrypts the 

result with a random symmetric key KX, then broadcasts the 

RREQ locally. The trapdoor information consists of NX and KX, 

and is only known to X. 

RREP phase: The boomerang onion will be bounced back by the 

destination. After each local RREP broadcast, only the next hop 

(i.e., the previous hop in RREQ phase) can correctly open the 

trapdoor it made in the RREQ phase.  

 

MASK: In MASK, nodes use pseudonyms instead of their real identifiers 

in the routing process. If one node uses one pseudonym all the time, it won’t 

help to defend against traffic analysis because the pseudonym will be analyzed 

the same way as the real identifier. Therefore, each node should use 

dynamically changing pseudonyms. For this purpose, the trusted authority (TA) 

furnishes each node IDi with a sufficiently large set PSi of collision-resistant 

pseudonyms and a corresponding secret point set as Si  = gH1( PSi ) = { Si,j } = 
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{ gH1(PSi,j)∈Ģ1} (1 ≤ j ≤ | PSi | ). Since the discrete logarithm problem (DLP) 

is believed to be hard in Ģ1, given one pseudonym and secret point pair < PSi,j , 

Si,j>, adversaries cannot deduce the system master key with non-negligible 

probability. In addition, there is no one but the TA can link a given 

pseudonym to a particular node or identity, or deduce the corresponding secret 

point with non-negligible probability. 

 

AO2P: AO2P is discussed in terms of route discovery and receiver 

classification procedure. 

AO2P Route Discovery: 

• CSMA/CA is used as the channel access mechanism for most 

control messages. 

• A source obtains the position of destination. It then generate a route 

request (rreq) for route discovery.  

• A sender of rreq (a source or a forwarder) generates a pseudo name. 

After sensing the channel to be idle for a DIFS, it transmits the rreq 

that carries the position of the destination and the distance from 

itself to the destination. 

• Nodes receiving the rreq contend to send a hop reply (hrep) to the 

previous hop following a receiver contention mechanism. The 

winner of the contention is determined by position information.  

• Upon receiving a hrep, the sender confirms the successful 

contention by replying the winner with a confirmation message 

(cnfm) after a SIFS. 

• Upon receiving the cnfm, the winner of the contender will be the 

next hop and reply with an ack after a SIFS. It then generates a 

temporary pseudo name for this session and transmits the rreq.  

• When detecting a hrep collision, the sender retransmits the rreq 

after a SIFS. 
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• The process is repeated until the destination is reached. The 

destination replies with a route reply message (rrep) to the source 

following the reverse route (i.e., nodes in pseudo names) and 

indicates the completion for the route discovery. 

AO2P Receiver Classification: 
• A node receiving a rreq, i.e., a receiver, assigns itself to a certain 

node class based on if it is the next hop, how closer it can carry the 

packet to the destination.  

• A receiver that can carry the rreq closer to the destination will be 

assigned to a class of a higher priority.  

• Destination node has the highest priority 

 
3.2 Comparison and Analysis 
 
In position-based routing strategy to design an anonymous routing protocol 

there is an anonymous protocol, called AO2P [16], that does not ensure 

location privacy, because the distance is always kept in the RRQ packet, thus 

any intermediate node can estimate the distance form it to the source and/or 

destination.  In our proposed protocol AODPR, the position of the destination 

is encrypted with a common key of nodes, and this encrypted position is used 

for the routing. Information is thus not disclosed to nodes not composing the 

ad-hoc network. In AODPR, a route is discovered by a dynamic handshake 

mechanism, which dynamically determines the next hop. For this purpose, a 

route-request message is sent from the source towards the position of the 

destination. In AO2P; by using a receiver contention mechanism route 

discovery procedure is performed. 

In ref. [17], a secure dynamic distributed topology-based routing 

algorithm (SDDR) based on the onion-routing protocol [18] for ad-hoc 

wireless networks have been proposed. The anonymity-related properties 
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achieved with this algorithm include weak location privacy and route 

anonymity. However, it ignores one important part of privacy in mobile ad-

hoc networks, namely, identity anonymity, and it cannot provide strong 

location privacy.  

In ref. [19], Kong et al. design an Anonymous On-Demand Routing 

(ANODR) based on topology. Similar to Hordes [20], ANODR also applies 

multicast/broadcast to improve recipient anonymity. ANODR is an on-demand 

protocol, and is based on trapdoor information in the broadcast. These features 

are not discussed in regards to Hordes’ [20] multicast mechanism. 

Compared to [17], ANODR gives a more comprehensive analysis of the 

anonymity and security properties, and provide detailed simulation results. In 

addition, ANODR is more efficient than SDDR at the data-transmission stage. 

However, similar to SDDR in [17], ANODR does not provide identity 

anonymity and strong location privacy.  

Another approach of topology-based anonymous communication based 

on pairing-based cryptography proposed by Zhang et al., [22], called MASK. 

In MASK, system administrator generates a large set of pseudo IDs for every 

node, that is every node has a fixed pseudo ID set and it should be large 

enough set, otherwise there is a chance of finding pseudonym linking by the 

intruders. As a result anonymity of the nodes decrease and it fails to full fill its 

target. If the pseudo ID set for a node is small then anonymity property lose of 

the MASK protocol, because every node has to repeat its pseudo IDs after 

finishing one round of all its pseudo IDs. Thus pseudo IDs work as real IDs 

and intruders able to identify each node. So, to keep strong anonymity in 

MASK, every node should have to manage an extremely large enough number 

of pseudo IDs set provided by the system administrator, which is costly for ad-

hoc network communication in terms of extra task for nodes, namely IDs 

maintenance cost. 
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Concerning topology-based protocols in MANETS; and to achieve 

strong communication anonymity and security, an anonymous on-demand 

routing protocol, called RIOMO, is proposed. In RIOMO, every node can 

generate its own pseudo IDs dynamically based-on pairing-based 

cryptography and random numbers; also nodes can generate their pseudo IDs 

independently without making communication with the system administrator. 

Thus pseudo IDs maintenance cost is reduced compared to MASK by Zhang 

et al., [22].  

Concerning the rushing attack, an existing on-demand routing protocol, 

such as AODV [7], DSR [8], location-aided routing (LAR) [38], Ariadne [39], 

secure AODV [40], a secure routing protocol for ad-hoc networks (ARAN) 

[41], AODV secured with statistically unique and cryptographically verifiable 

(SUCV) [42] and secure routing protocol (SRP) [43] are all susceptible to 

rushing attack.  

 
 
 
 
3.3 Our Result and Comparison with 

Other Protocols 
 
Although SDDR and ANODR are topology-based, these protocols guarantee 

many privacy properties, as shown in Table 3.1. The proposed AODPR and 

other two protocols are described in Tables 3.1 and Table 3.2 with respect to 

security and routing strategies, respectively.  
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able 3.1: Comparison of Security-related properties of AODPR with others protocols

                Routing protocol 
ec. properties 

SDDR ANODR AODPR  
(proposed) 

dentity privacy * √ × √ 
dentity privacy ** × √ √ 

eak location privacy √ √ √ 
trong location privacy × × √ 
oute anonymity × √ √ 
oS attacks ×× ×× √√ 
ormhole attacks √√ √√ √√ 

ushing attacks √√ √√ √√ 

×:   Not achieved               √: Achieved 
××: Not protected            √√: Protected  
* :   Identity privacy of source and destination 
**:   Identity privacy of forwarding nodes in route 
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Table 3.2:   Comparison of routing strategies of AODPR with others 
protocols 

            Routing protocol 
tegy 

SDDR ANODR AODPR 
(Proposed) 

Broadcast Yes Yes Yes outing 
trategy 

RREQ Flooding Flooding Convergence 
Q:     Route request packet  
ding: Network-wide flooding process 
vergence: Converging on a destination
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Comparison analysis of proposed protocol, RIOMIO, with SDDR and 

ANODR are given in Table 3.3, and Table 3.4. 
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Table 3.3:  Comparison of Anonymity-related properties of RIOMO with others 
protocols 

              Routing protocol 

nonymity properties 

SDDR ANODR RIOMO  
(proposed) 

entity privacy * √  √ 
entity privacy **  √ √ 
eak location privacy √ √ √ 

rong location privacy   √ 

oute anonymity  √ √ 
√:  Achieved                             (blank): Not achieved    
 

 

 

 

 

 

 

 

 

 

 

 :   Identity privacy of source and destination 
*:   Identity privacy of forwarding nodes in route 
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Table 3.4:  Comparison of Security-related properties of RIOMO with others 
protocols 

               Routing protocol 

curity properties 

SDDR ANODR RIOMO  
(proposed) 

oS attacks   √ 
ormhole attacks √ √ √ 

ushing attacks √ √ √ 
  √: Protected                           (blank): Not protected     
00430610 33 



CHAPTER 4 
 
PROPOSED PROTOCOL: ANONYMOUS 

ON-DEMAND POSITION-BASED 

ROUTING (AODPR)  
 
4.1 Fundamentals 
 
In this section basic fundamental for AODPR is described. AODPR assumes 

available secure position service system to maintain position of the nodes. So, 

at first position management is described. A dynamic handshaking is defined 

for route discovery and it is discussed in this section also. 

  
4.1.1 Position management 
 
Known position-based routing protocols [21, 44, 45, 16] use a 

position/location management scheme, called a virtual home region-based 

distributed secure position service (DISPOSER). In this scheme, each node 

has its own virtual home region (VHR) [45], which is a geographical region 

around a center specific to the node. The center is fixed center and anyone can 

identify it by taking a concatenation of two publicly known values, namely, 

the node’s ID and position information regarding the center of the whole 

network, as input to a publicly known hash function. There are position 

servers PSs for each node in the network. PSs of a node N exist only inside the 

VHR of N and manage position information of N as follows. To report the 
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position of N to its PSs, N executes a region-based broadcast [45] in the VHR 

if N stays inside its VHR. If N stays out of its VHR, N sends a packet 

containing position information of N and the center of N. The latter position 

information is used for determining which node forwards the packet. Once the 

packet reaches a node in the VHR, the node executes a region-based broadcast. 

After the region-based broadcast the PSs can store the latest position 

information of N. To retrieve position information of N, a source sends a 

request packet in the direction of the center of N. When the packet reaches a 

node in the VHR of N, the node executes a sequential searching method [45] 

and finally the packet reaches one of the PSs. The source authenticates itself to 

the PS, and then the PS provides the required position information. Using this 

position information, the source can establish a path from him to the 

destination. PSs are determined from the node density, the size of the VHR, 

the robustness of the system, and so on, and the number of the PSs is set in an 

appropriate value that makes the sequential search more cost-effective than the 

region-based broadcast and the management cost of the position information 

low enough. More details on the VHR are described in [21, 45].  

The PS of our proposed scheme has an additional property: PS provides 

a source with additional information to enhance the authenticity and secrecy of 

services provided by the PS. Before describing this scheme, we define two 

notations: Position information denotes a pair composed of position and time, 

and legitimate nodes denote nodes which have registered with PS and received 

a common key CK form PS. 

In contrast to ordinary PS, our PS provides a source with a common key 

CK for all legitimate nodes, public key PK of the destination, position 

information of the destination, authentication information Auth, and a Token. 

When a node joins a network, it is registered the PS and gets a common 

key CK and a pair of public key PK / secret key SK from the PS.  
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When a node updates its position information and sends it to the PS, it 

generates a random number and sends it together with its position information 

to the PS. This random number is used for generating Auth, where Auth = [H1 

(Destination’s Position, Destination’s random number)] and H1 is a global 

hash function. The notation A=[B, C, ..., Z] means variable A is substituted by 

the concatenation of B, C, ..., Z. Later, at the route discovery phase Auth is 

used for authenticating the destination to the source. 

To obtain the position information of the destination from the PS, the 

source has to send a signed position request to PS with a route-request 

sequence number RRQSeqNo. After verification of the signature, the PS 

responds to the source’s request with the position information of the 

destination, Auth, public key PK of the destination, and a Token defined as 

Token=[HPS(Sender Temp ID, Receiver Temp ID), Time, RRQSeqNo ], where 

HPS is a local hash function defined by the PS. Position information is used for 

generating the temporary Identifier Temp ID. In contrast, Position is used only 

for routing, and it is encrypted by CK in the route- request phase.  

A sender keeps Auth received from the PS for a session of 

communication. At the last phase of the route-discovery procedure, destination 

will reply with a route-reply message RRPMsg for its authentication to the 

sender: RRPMsg = , where Sig)]([ AuthSig
DestSK SK is a digital signature function 

under secret key SK, and SKDest is the SK of the public/ secret key pair of the 

destination. With this RRPMsg the sender authenticates the destination. 

A Token is sent in the last phase of data transmission to the destination. 

At the end of the communication, the destination sends this Token to PS, so 

that PS can determine whether the communication between the source and the 

destination is valid. If a node takes the position information of the destination 

and does not make a data transmission, then PS will not supply any further 

position information to that node.    
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4.1.2 Dynamic handshaking 
 
A kind of handshaking defined, called dynamic handshaking, which is 

established from the ending point to the beginning point, is defined here as 

shown in Figure 4.1. At first, node A sends a signal for node D via B. B will 

response to A after getting a response from C. That means A will wait for a 

certain time. The whole handshaking process is performed from the ending to 

the beginning. 

 

 

 
Node D Node CNode B

T
im

e 

Node A  

 

 

 

 

 

 

 

 

 

Figure 4.1: Dynamic handshaking 

 
4.1.3 Control packets  
 
Three control packets are used for route discovery of AODPR: Route Request 

Packet RRQ, Route Reply Packet RRP and Fail Packet Fail. These packets are 

described in Appendix. Here only a few fields of the RRQ are described. 
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 Sender Temp ID: For every session of communication, a source 

generates its temporary ID Temp ID, computed as Temp ID = [H (Position, 

Time, PK)], where H is a global hash function known to all legitimate nodes in 

the network, Position is the position of the source, Time is the present time, 

and PK is a public key of the source. Temp ID uniquely identifies the source 

in each session of communication and is dynamically changed from session to 

session and from hop to hop. When nodes staying within the sender’s radio 

range receive the RRQ packet, they will become new senders or forwarders 

and update the Temp ID into their own Temp ID, which is generated in a 

similar way to that mentioned above. 

For successful identification, the Temp ID should be unique for each 

session of communication. To this end, H should be collision resistant. 

Theoretically proven collision-resistant hash functions are slow; thus, in 

practice, hash functions that are expected to be collision-resistant, such as 

Message Digest algorithm 5 (MD5) [46] and Secure Hash Algorithm 1(SHA-1) 

[47], are used instead. The probability of finding a collision for MD5 w.r.t 

128-bit output and that for SHA-1 w.r.t 160-bit output have been estimated as, 

on average, 264 and 280, respectively. As long as these probabilities hold, it is 

difficult to find the same Temp ID for different nodes in each session of 

communication 

Position of Destination (PD): The geographical position (XT, YT) of the 

destination, taken from PS and encrypted by CK.  

Number of Hops (NH): NH is the minimum number of hops that an 

RRQ packet travels to find a route from the source to the destination. NH is 

estimated by the source. It is changed by the source when the source tries to 

find a route with a new estimation. It is also encrypted by CK. 

Temporary Number of Hops (Temp NH): At the beginning of route 

discovery, Temp NH is initiated as NH by the source, Temp NH = NH and it 

is encrypted with CK by the source. After receiving the RRQ packet by 
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legitimate nodes, it is updated. Update means decrementing by one, i.e., Temp 

NH = Temp NH - 1. When the RRQ packet travels from node to node it is 

updated each time by each node. Moreover, the nodes perform 

encryption/decryption operations and vice-versa by CK. 

 

4.2 Protocol  
 
AODPR protocol is described with the functionalities of the nodes here. At 

first parameter of network placements is given and later overview of the node 

functionalities are given.  

 
4.2.1 Parameters description 
 
In certain environments, such as stadiums, classrooms, disaster areas, and 

battle fields, node placements and their corresponding density can be defined 

as follows.   

Quadratic placement means that a node is connected in its radio range 

with its neighbors in all four compass directions from its center (Figure 6.1) 

thus, their corresponding   densities are approximated 

as ]}1)2/3(/[{ 2Rnquad ×++≈ πµ , where n is the number of nodes to make the 

connection and R is the radius of the maximum radio-range coverage of each 

node of the ad-hoc network. When any node sends a packet within its radio 

range, the other nodes within its radio range can receive the packets. Line 

placement means that a node can be connected to any node in a line via 

intermediate nodes. Least placement means that a node can reach another node 

with just one connection to its neighbor (Figure 6.2).  

At first, we describe the estimation of NH by the source for different 

placements of the nodes in the network. The source estimates NH on the basis 
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of the density of the nodes in the network, and NH is the highest when node 

density is the lowest and vice-versa. NH is thus proportional to µ1 , where µ is 

the density of the nodes.  

For line placement, NH=D/R, where R is the radius of the maximum 

radio-range coverage of each node of the ad-hoc network, D is the distance 

from the source to the destination, D= 22 )()( STST YYXX −+− , where (XS, YS) 

and (XT, YT) are the source’s and destination’s positions, respectively. In this 

placement, NH is the minimum number of hops, from the source to the 

destination, estimated by the source.  

For µqaud it is assumed that NH=f(L,B)/R, where f is a linear function in 

L and B , length L is the horizontal distance from the source to destination, 

and breadth B is the vertical distance from the source to destination.  

For least placement, it is assumed that NH=(k×g (C))/R, where k is a 

constant and a function of L/R or B/R; and g is an exponential function in 

circumference C of the area of the network. In this placement NH is the 

maximum number of hops, from the source to the destination. 

 
4.2.2 Overview 
 
The AODPR protocol is described in detail with respect to the functionalities 

of the nodes.  

 Source: The source sends a request to the PS for the position 

information of the destination when it wants to communicate with the 

destination. AODPR is thus an on-demand protocol. The source generates its 

own Temp ID, RRQSeqNo and estimates NH and the maximum number of 

hops. 

After receiving the destination’s position, the source estimates NH and 

assigns this NH to Temp NH. It then source sends an RRQ packet within its 
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radio range and waits to receive a response, which is either RRP or Fail during 

time 2×TTL, where TTL denotes time to leave and is estimated by the source 

from TTL = (traveling time for one hop) × (number of hop). 

• If the source receives RRP, by decrypting RRPMsg of RRP, it tries to 

find a match with Auth. If a match is found, it stores the 

corresponding RRQSeqNo, NH, receiver’s Temp ID and status (i.e., 

“yes”) in its routing table. It then sends data encrypted by the 

destination’s public key. Lastly sender sends Token to the destination 

so that destination can inform the PS of this communication. 

• If it receives a Fail packet, it stores the corresponding RRQSeqNo, 

NH, and status (“no”) to its routing table, and again tries with a new 

estimated NH. 

• If it does not receive any response and TTL is exceeded, it stores 

RRQSeqNo, NH and status (“no”) in its routing table, and again tries 

with a new estimated NH. 

As a result of this procedure, if the source fails to find the destination 

with an estimated NH, it tries with the next estimated NH until it finds the 

route. In this way, it can try with the minimum to the maximum estimated NH. 

Moreover, the maximum number of hops can be varied for different 

placements. 

Intermediate nodes or Forwarders: If a node receives a packet RRQ but 

it is not the destination it is a forwarder and becomes a new sender. Forwarder 

F generates its own Temp ID and calculates distance between F and its 

destination T by

)(FDr

22 )()()( FTFTr YYXXFD −+−= from the forwarder’s position 

(XF, YF) and destination’s position (XT, YT). F then updates Temp NH by 

Temp NH=Temp NH - 1. It compares this updated Temp NH with 

and makes the following decision, as shown schematically in Figure 

4.2.  

RFDr /)(
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• If RFDr )( ≤ Updated Temp NH, forwarder F forwards the packet to 

its radio region and keeps the route information. 

• If RFDr )(  > Updated Temp NH, forwarder F discards the packets. 

After forwarding a packet, the forwarder waits to receive a response for 

time 2× TTL1, where TTL1 is computed from TTL1 = (traveling time for one 

hop) × (updated number of hops). 

• If the forwarder receives RRP, it just forwards it on the reverse path 

and keeps the route information. 

 

 

 

 

 

 

 

 

 

 

 

 

I

 

 

 

 
 

Figure 4.2: Packet forwarding or discarding in intermediate nodes. 

 

• If the forwarder receives Fail, it also forwards it on the same reverse 

path and keeps the route information. 

• If it does not receive any response and its waiting time exceeds TTL1, 

it generates Fail and forwards it on the reverse path.  
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Destination: The destination checks EM of RRQ to confirm the 

destination of RRQ. Finally, it replies by RRP and keeps the route information. 

 
4.3 Procedures 
 
Carrier sense multiple access with collision avoidance (CSMA/CA) [48] is 

used as the channel-access mechanism for control messages. A sender (a 

source or a forwarder) of an RRQ transmits the RRQ after sensing the channel 

and finding idle time for a distributed inter frame space (DIFS). When there is 

a collision, the sender retransmits the RRQ after a short inter frame space 

(SIFS). The same procedure is applicable for any node for the RRP as well as 

Fail. 

 
Initial procedure: 
 

A source makes a signed position request to the PS, and receives 

required information CK, destination’s position information, Auth, Token, and 

PK of the destination from the PS. 

 
Source’s working procedure: 
 

The source generates an RRQ and sends it to its radio region and waits to 

receive a response for time 2 × TTL. 

If it receives a following response  

• If source receives RRP, then it compares Auth with RRPMsg by 

decrypting it. 

• If it matches, then source sends data in the path and at last sends 

the Token. 
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• If it does not match, then source discards this RRP and estimates 

a new NH and again tries this procedure until it receives a valid 

RRP. 

• If source receives a Fail packet within time 2×TTL, it estimates a 

new NH and again tries this procedure until it receives an RRP that 

does not exceed the maximum number of hops for that environment. 

If the source does not receive any response and the waiting time exceeds 

2×TTL, the source estimates a new NH and again tries the above procedure 

until it receives an RRP. The source repeats this procedure as long as the NH 

of its packet is smaller than the maximum number of hops for that environment. 

 
Forwarder’s or destination’s working procedure: 
 

On receiving an RRQ, a forwarder checks whether it is the destination or 

not. 

If it is the destination, then it generates an RRP and sends this RRP on 

the reverse path. 

If it is not the destination, then it forwards the RRQ and waits for time 

2×TTL1  

• If the forwarder receives a RRP, it keeps the route information and 

sends it on the reverse path. 

• If the forwarder receives Fail, then it keeps the route information and 

sends it on the reverse path. 

If the waiting time for the forwarder exceeds 2×TTL1 time, then the 

forwarder generates Fail and sends it on the reverse path. 
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4.4 Anonymity Achievement and 
Security Analysis 

 
When senders or forwarders forward any packets, they generate a large bit 

random number and use parts of that random bit sequence corresponding to 

the number of encrypted fields of the packet, i.e., RRQ and RRP. The packets 

are described in the appendix.  They also specify all the fields with a specific 

bit number. They then pad the fields with random bits and encrypt these fields. 

When a packet reaches a node, the node first decrypts it, extracts the random 

bits from the fields, and pads these fields with its own random bits. All the 

fields of a packet are thus changed. As a result, when the packet moves from 

node to node it appears new to the network. This procedure is applicable to all 

the encrypted fields of all the packets. Encryption and decryption are 

performed as necessary when a packet moves from node to node. 

Identity Privacy:  In AODPR the identities temp ID of the nodes are 

changing in each hop as a packet is forwarded. Location of destination is 

encrypted and padded with random bits. Also the temp ID is changed in each 

session of communication. So AODPR ensures identity privacy. 

Location Privacy: The general concept of the current attacks on the 

location privacy is to observe the route request and route response packets and 

to estimate the distance between the source and the destination from the 

traveling information added to the packet, i.e., how many hops it travels. In 

contrast to existing anonymous ad-hoc routing protocols, there is no extra 

traveling information added to the packets in our scheme, as shown in Figure 

4.3, and estimating the distance between the source and the destination is not 

possible in a straightforward way. No node knows anything about the location 

and identity of the other nodes, including the source, and it does not know 

from where a packet starts to travel in the network. Even though all legitimate 
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nodes can determine the distance from themselves to the destination and also 

know the temp ID of other nodes in the neighboring region, no one except the 

source can determine the distance from the source to the destination by using 

this information. Location privacy is thus achieved. 
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Figure 4.3: Location privacy model achieved by AODPR 

 

ute Anonymity: Current attacks on route anonymity are based on 

nalysis [49]. The general theory behind these kinds of attacks is to 

 to find the path in which the packets are moving. For this purpose, a 

s node, mainly looks for unchangeable information i.e., common 

tion in a packet, so that it can trace the movement of control packets. 

ult, the adversaries can find or estimate the route from the source to 

ination. In AODPR, all the control packets appear new in the network 

ckets moves form node to node as shown in Figure 4.4. So no one can 

 path of the route. Route anonymity is thus achieved.  
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Figure 4.4: Anonymity model achieved by AODPR 

 

DoS: Multiple adversaries cooperatively or one adversary with enough 

power can exhaust the resource of a specific target node as we discussed in 

chapter 2. To this end, adversaries need to identify a node and set that specific 

node as a target. In AODPR, identity privacy is achieved as discussed above 

and DoS can be protected. 

Wormhole Attacks: In wormhole attack, there could be a long distance 

for a packet to travel for finding the route from the source to the destination as 

shown in Figure 2.3. In AODPR, the source and the forwarders wait for a 

limited time, TTL or TTL1, for getting a response based on the estimated NH. 

If an attacker’s response exceeds a limited time, it cannot be a forwarder 

within a routing path. If the attacker is a forwarder within a path limit and does 

not reply properly, this path no longer remains valid. The sender will try 

another path. A wormhole attack is therefore not effective in the case of 

AODPR. 

Rushing Attack: Many existing on-demand routing protocols only 

forward the request that arrives first from each route discovery. In a rushing 

attack, the attacker exploits this property of the operation of route discovery, 

and establishes a rushing attack as shown in Figure 2.4. A more powerful 

rushing attacker may employ a wormhole to rush packets. By using the tunnel 
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of a wormhole attack, the attacker can introduce a rushing attack. As shown 

above, AODPR can prevent a wormhole attack. It is thus also robust against a 

rushing attack.  
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CHAPTER 5 
 
PROPOSED PROTOCOL: ROUTING 

WITH INDETERMINATE OBJECTS FOR 

MOBILE AD-HOC NETWORKS 

OBSERVER (RIOMO) 
 
5.1 Architecture and Design  
 
In this section we discuss functionalities of the system administrator as well as 
of ordinary nodes. 

System administrator does not take part in routing rather it has the 

following tasks during the boot strap of the network. 

• Determines two groups G1, G2, of the same prime order q. We view 

G1 as an additive group and G2 as a multiplicative group as discussed 

in section 2.3. 

• Determines bilinear map g: G1× G1 → G2, collision resistant 

cryptographic hash functions H1 and H2, where H1:{0,1}*→ G1 

mapping from arbitrary-length strings to points in G1 and H2: 

{0,1}*→{0,1}µ  mapping from arbitrary-length strings to µ-bit fixed 

length output. 

• Generates system’s secret ώ ∈  Zq
*, where Zq

* = {y | 1≤ y ≤ q-1}. 

Any one in the network does not know ώ except system 

administrator. System administrator also uses this secret to generate 

the secret point of the non-adversary nodes.  
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Thus the system parameters <G1, G2, g, H1, H2 > are known to the non-

adversary nodes. System administrator also provides the following parameters 

for nodes, regarding their IDs and secret points. 

• Provides each node, a secret point SPR, with respect to the node’s 

real ID IDR, which is defined as SPR= ώ H1(IDR). The Source and the 

destination use their corresponding secret point in the route discovery 

phase to authenticate each other. For a given set of <IDR, SPR> no 

one can determine the system secret ώ as we discussed in section 2.3 

and 2.4. 

• Provides each node a pseudo ID IDPi, and their corresponding secret 

point SPPi, which is defined as SPPi=ώH1(IDPi); if i≠j then IDPi ≠ 

IDPj as well as SPPi ≠ SPPj. For a given set of <IDPi, SPPi > also no 

one can determine the system secret ώ.  

With the above information any node can generate its own pseudo IDs 

and the corresponding secret points randomly in every session in 

communication. Let’s check for a node, namely K; K has received its pseudo 

ID IDPK and the corresponding secret point SPPK =ώH1(IDPK) from the 

system administrator. Now, K is able to generate its own pseudo ID IDPK 

=RKH1(IDPK), and the corresponding secret point of the generated pseudo ID 

SPPK =RKSPPK =RKώH1(IDPK) =ώRKH1(IDPK) =ώIDPK, where RK is a 

random generated by K; this relation also holds the previous cited property in 

section 2.3 and 2.4,  that no one can determine the system secret ώ for a given 

set of pseudo ID and the corresponding secret point , <IDPK, SPPK>. Thus a 

node can generate its own pseudo IDs and corresponding secret points as its 

need.  
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5.2 Anonymous Neighbor 
Authentication  

 
When a node wants to join to the network or moves to a new place, it has to 

authenticate within its neighbor nodes. Say, Alice has received her pseudo ID 

IDPA, and the corresponding secret point SPPA=ώH1(IDPA), i.e., <IDPA, 

SPPA> from the system administrator. She can join in the network by 

authenticating within her neighbor nodes or if she moves another place in the 

network different from her current place, she also needs to authenticate her 

within her neighbor. To avoid a target oriented attack; if Alice wants to 

change her pseudo ID different from her current pseudo ID without moving 

her place, she also needs to authenticate her current pseudo ID within her 

neighbor.  For this purpose she generates pseudo ID IDPA=RAH1(IDPA), 

corresponding secret point SPPA = RASPPA = RAώH1(IDPA)=  

ώRAH1(IDPA)=ώIDPA, where RA is a random generated by Alice; she also 

generates a random RRA which is used to generate verification codes Ver0* 

and Ver1. Alice broadcasts her pseudo ID IDPA, and a random RRA within her 

neighbor region. One of her neighbor, let’s say Bob, makes a response with his 

pseudo ID IDPB, generated random RRB and verification code Ver0 as shown in 

Figure 5.1. If Alice is a valid node then Ver0*=Ver0, and Ver1
*=Ver1 thus she 

can be a member and she is identified as IDPA, within her neighbor.  Alice and 

Bob use their session key KAB= g (SPPA, IDPB) = g (IDPA, IDPB) ώ and KBA =g 

(SPPB, IDPA) =g(IDPB , IDPA) ώ; thus KAB=KBA corresponding their pseudo IDs, 

IDPA and IDPB respectively. No one within Alice’s neighbor can recognize her 

as Alice because she is using her pseudo ID and she is changing her pseudo ID 

time to time. Thus the nodes can hide their IDs in the network and always 

seem new to each other. Any adversary node can not be a member within its 

neighbor, because it has to pass the verification code “? (Ver1*= Ver1)” which 
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is not possible to generate without the knowledge of the system secret. Similar 

way all nodes in the network can authenticate anonymously within their 

neighbors and generate their corresponding session key. Thus nodes in the 

network maintain their neighbor table with their pseudo IDs and 

corresponding session key.   
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<IDPA, Ver1> 
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Alice’s pseudo ID,  IDPA = RA H1(IDPA)  
SPPA = RA SPPA = RAώ H1(IDPA)  
                           = ώ RA H1(IDPA) = ώ IDPA 
Alice generates a random RRA for authentication  

 

Figure 5.1: Anonymous neighbor authentica

“Alice” and “

 
5.3 Control Packets 

 
RIMIO uses route request packet RRQ, and

route in the network. To discover a route an

and RRP respectively. 

 

ID: 200430610 
Bob’s pseudo ID, IDPB = RB H1(IDPB)  
SPPB = RB SPPB = RB ώ H1(IDPB)  
                           = ώ RB H1(IDPB) = ώ IDPB
Bob computes:  
KBA =g( SPPB , IDPA ) 
        =g( IDPB , IDPA ) ώ 
Generates a random RRB and computes 
 
Ver0 = H2(KBA||RRA||RRB) 

 

 

 

 

 

 

lice computes and verifies: 
AB = g (SPPA, IDPB) 

       = g (IDPA, IDPB) ώ

er0*= H2(KAB||RRA||RRB) 
       ? (Ver0* = Ver0) 
er =H (K  ||R ||R ||ID ||ID )
 

Bob verifies: 
Ver1* = H2(KBA||RRA||RRB||IDPA||IDPB )
             ? (Ver1* = Ver1)
tion process for two neighbor nodes 

Bob” 

 route reply packet RRP, to find a 

d to receive a response it uses RRQ 

52
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RRQ 

 

 

 

IDPSE:  Sender pseudo ID IDPSE, it is the pseudo ID of the current sender. 

When sender broadcasts a RRQ packet it puts its own pseudo ID in this field. 

Thus IDPSE ≠ IDS, but when the source is a sender then IDPSE=IDPSO≠IDS, here 

IDS is the source’s real ID and IDPSO is the source’s pseudo ID which we 

discussed in section 5.1.  

RRQSeqNO: Route request sequence number is used for identifying 

each route-request and corresponding route-reply packet from each other. It is 

generated by the source uniquely when source wants to communicate with a 

destination. RRSeqNO =H(IDPSO||Time), where, H is a collision resistant hash 

function known to all non adversary nodes in the network, IDPSO is a pseudo 

ID of the source, and Time is the calendar time when source generates RRQ 

packet. This field remains unchanged for the corresponding RRP generated by 

the destination. 

IDS: Source’s ID IDS, it is the source’s real ID. Source generates a route 

request packet and puts its real ID in this field, and pseudo ID IDPSO, in IDPSE 

field; thus for source IDPSE =IDPSO but IDPSE ≠IDS. It is used by the destination 

to make a sign in route reply packet. 

IDD: Destination’s ID IDD, it is the destination’s real ID.  

 

RRP 

 

 

IDPSE RRQSeqNO IDS IDD

IDPSE IDPRE RRQSeqNo SignD

IDPRE: Receiver’s pseudo ID; on the path from the destination to the 

source when RRP packet travels IDRPE defines the next node who receives 

RRP packet. 
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SignD: Destination’s Sign; when destination replies to source through 

intermediate nodes, it generates a sign, so that no one can forge. SignD= 

H2(KDS || RRQSeqNO), where KDS is a session key between the source and the 

destination, and generated by the destination as KDS= g(ώH1(IDD),H1(IDS)) = 

g(H1(IDD),H1(IDS))ώ .  

Destination also uses its session key KDS, to decrypt data, which sent by 

the source encrypted with source’s session key KSD, where KSD= 

g(ώH1(IDS),H1(IDD)) =g(H1(IDS),H1(IDD))ώ . 

 
5.4 Route Discovery and Route Reply  

 
In route discovery and route response nodes maintain their corresponding 

table. When a node receives a RRQ packet it broadcasts within its neighbor 

and when it receives a RRP packet, it sends the RRP corresponding to the 

receiver. RIOMO is described in terms of its functionalities which are 

described below. 

 

5.4.1 Route discovery 
 
Every node in the network maintains its neighbor table with their pseudo IDs 

and corresponding session keys. When a source wants to communicate with a 

destination it generates a RRQ and broadcasts this RRQ within its neighbor to 

find a route, thus RIOMO is an on-demand routing protocol. By receiving a 

RRQ, a node checks IDD and RRQSeqNO, of the RRQ and makes the 

following decisions: 

• If the node is the destination i.e., IDD matches with its real ID then it 

do the following tasks: 
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• It keeps < RRQSeqNO, IDPSE> in its routing table; this IDPSE 

becomes IDPRE for RRP, generated by the destination. By 

replacing destination’s own pseudo ID in the IDPSE field of RRQ, 

it broadcasts RRQ, within its neighbor. The purpose of this extra 

broadcast is to make attackers fool. 

• It generates a RRP with its own pseudo ID IDPSE, receiver’s 

pseudo ID IDPRE already discussed above, makes a sign SignD 

discussed in section 5.3 and sends to the receiver. Notice that 

RRQSeqNO is unchanged. 

• If the node is not the destination and RRQSeqNO. is new, it keeps 

RRQSeqNO, corresponding pseudo ID IDPSE in its routing table, this 

information <RRQSeqNO, IDPSE> is used by the node in the route 

reply procedure; this IDPSE becomes a receiver pseudo ID IDPRE in 

the route reply procedure. The node becomes a new sender and it 

puts its own pseudo ID in the IDPSE field of the RRQ and this RRQ 

within its region.  

 

5.4.2 Route reply 
 

It is just a reverse path traverse of a RRP explored by a RRQ. When a 

RRQ reaches to the destination it generates a RRP and forwards it in the 

reverse path as we discussed above. If a node receives a RRP, it checks 

RRQSeqNO in its routing table then updates receiver’s pseudo ID IDPRE, with 

an appropriate IDPSE (i.e., from whom it receives the corresponding RRQ with 

the same RRQSeqNO), and sends in the reverse path. If source receives a RRP 

it generates SignS= H2(KSD || RRQSeqNO) and verify SignD. If SignS = SignD 

the source sends data in the explored path by encrypting with its session key 

KSD. 
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5.4.3 Working procedure in brief 
 

1. Nodes make authentication of their neighbor nodes and maintain 

their neighbor table. Thus only the trusted nodes can take part in 

authentication. 

2. On Route discovery phase, source generates a RRQ and sends within 

its neighbor. If the destination is not within its neighbor then 

neighbor nodes become new sender. By replacing their own pseudo 

IDs broadcast within their own neighbor region. They also maintain 

this information in routing table as we discussed in section 5.4. 

3. If the node is the destination it generates a RRP and sends in the 

reverse path as we discussed in section 5.4 

4. Receiving RRP, source checks the authenticity of the destination, by 

comparing SignS and SignD. If success then sends data in the explored 

path. Source and destination will use their corresponding session key 

for encryption and decryption as discussed in section 5.3 and 5.4. 

 
5.5 Anonymity Achievement and 

Security Analysis  
 
When an RRQ and RRP travel from node to, every node generates a large bit 

random sequence corresponding to the fields of RRQ and RRP. By extracting 

random bits from the fields of the packets, every node pads their own random 

bit sequence, and replaces their own pseudo IDs to the IDPSE accordingly. 

Thus the packets appear new when it moves from node to node. Also the fields 

(except IDPSE, IDPRE) are encrypted with corresponding session keys, thus it is 

also protected from intruders.   
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Identity Privacy:  In RIOMO the identities of the nodes are represented 

by their pseudo IDs which are changed by the nodes in each session of 

communication.  Pseudo IDs are also generated by using random numbers, 

hash functions as we discussed in section 5.2, 5.3, also the control packets are 

encrypted so no one can recognize who is actual source and/or destination in a 

route request, route reply phase. Thus identity privacy of nodes is achieved in 

the network. 

Location Privacy: If there is extra information added to control packets 

when the packets are forwarded form node to node; as shown in Figure 5.2; by 

observing the route request and the route response packets an attacker can 

estimation about the distance between the source and the destination. Thus, an 

attacker can set an attack regarding location privacy.  
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Figure 5.2: Attack model on location privacy 
 
 
In our scheme, nodes do not know anything about the locations and 

dentities of the other nodes in the network. Also there is no extra information 

s added when packets move from node to node, as shown in Figure 5.3. So, 

o nodes in the network can determine the distance from them to the source 

nd to the destination; they also do not know about the starting point of a 

acket traveling in the network. Only in a session the nodes know pseudo IDs 

f its neighbor region. Thus RIOMO ensures location privacy. 
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Figure 5.3: Location privacy model by RIOMO 

 
 

Route Anonymity: Current attacks on route anonymity are based on 

raffic analysis [49]. The general theory behind these kinds’ of attacks is to 

race or to find a path in which packets are moving. For these purpose the 

alicious nodes mainly looks for common information which are not 

hanging in a packet during movements of control packets. As a result, the 

dversaries can find or to estimate the route from source to the destination. In 

IOMO all the control packets appear new (Figure 5.4) to the network, when 

t travels form node to node. Because every time random bits are extracted and 

added during movements of the control packets as we discussed at the 

eginning of this section.  Thus route anonymity is achieved of a path.  

       A                           C                           E                          G                    
                     B                          D                            F                          H 

Figure 5.4: Anonymity model; when packets move from node to node the packet 

fields are always appearing new in the network. 

D: 200430610 58



CHAPTER 5 PROPOSED PROTOCOL: ROUTING WITH INDETERMINATE OBJECTS FOR MOBILE AD-HOC 
NETWORKS OBSERVER (RIOMO) 

DoS: According to the target of attack, multiple adversaries can co-

operate or one adversary with enough power can target to a specific node to 

exhaust the resource of the node. For this purpose the adversaries try to 

identify a node and set a target to that specific node. In RIOMO identity 

privacy is achieved; so one can identify a node make a target to attack. Thus 

DoS can be protected. 

Wormhole Attack: In wormhole attack an attacker records a packet in 

one location of the network and sends it to another location making a tunnel 

[23] between the attacker’s nodes, later packet is retransmitted to the network 

under its control as we discussed in chapter 2. Thus there could be a long 

distance travel for a packet to find a route from the source to the destination. 

In RIOMO an attacker can not be a trusted member within its neighbor so it 

can not be an intermediate node in route discovery or route reply phase thus an 

attacker can not take part in the routing. So the affect of the wormhole attack 

is not effective in AODPR. 

Rushing Attack: By using the tunnel of wormhole attack an attacker 

can introduce rushing attack to rush packets, as we discussed in chapter 2. 

Existing on-demand routing protocol, suffers from rushing attack, we already 

informed in chapter 3. We discussed that RIOMO can prevent wormhole 

attack so rushing attack is not effective in this protocol. 
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CHAPTER 6 
 
PERFORMANCE ANALYSIS AND 

SIMULATION RESULT 
 
In this chapter we discuss theoretical analysis of AODPR as well as RIOMO. 

We also highlight trade off of these protocols. Simulation result of AODPR is 

also given. 

 
6.1 Theoretical Analysis of AODPR 

and RIOMO  
 
In this section we will describe the theoretical properties of route exploration 

and reach-ability to reach any node in the network. Provided that the nodes 

should be connected with each other even at least a link. At first we will focus 

on AODPR and later RIOMO. 

 
AODPR 
 
In the case of AODPR, the source can determine the direct distance from him 

to any node connected in the network. Let the distance from the source to a 

node be D, so the number of hop given by h=D/R, where R is the radio-range 

coverage around a node. For route discovery, when a control packet travels 

from hop to hop, h is decremented by one. When a packet is forwarded to a 

specific node, the values of h will thus converge to a smaller value than its 
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previous value. Let t be the time a packet needs to travel h number of hops, 

within time 2× t, the source will receive a response. If the source does not 

receive any response, it will estimate new hop h1 and will wait for a 

corresponding traveling time 2×t1. Thus, by consecutive estimation of new 

hops, the source reaches to the goal, as long as there is at least one path to 

reach the goal. If the density of the network is more than the quadratic-

placement density µquad (Figure 6.1), it can reach the goal directly. If there is a 

shield on the path, it is also informed to the source by sending a fail packet 

after a certain amount of time. The source therefore estimates a new hop 

number by increasing its value more than in the previous attempts. If the 

source fails again, it will try as previously with a new estimate. If there is at 

least one path from the source to a node, then it can be found out, and 

successful communication is accomplished. 
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Figure 6.1: Quad-placement-connected network. 

If the nodes in the network are at least-connected as shown in Figure 6.2, 

 maximum hop count to reach the goal is n-1, where n denotes the number 

 nodes in a network. Let us consider a path from node a to z, as an example 

th. At first a will calculate from node a to z and also estimates NH, so 

t the packet travels according to the protocol for this NH. If the relation 

)(aDr

RF )(  > Updated Temp NH holds for a node in the path, that node discards 

 packet. After that, node a sends the packet with a new estimated NH, 
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which is a value greater than the old NH. Either with current estimated NH or 

a new estimated NH on the consecutive estimation of NH, the relation 

RFDr )(  > Updated Temp NH does not hold for that node any more and the 

node finally forwards the packet. As long as the NH of a packet from a is 

smaller than the maximum hop count, this procedure will continue. By taking 

an appropriate value for the maximum hop count, the packet can reach from 

node a to node z. The simulation results of least connected nodes in a network 

are given in section 6.2 with a different estimation of NH. 
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Figure 6.2: Least-placement-connected network. 

IOMO 

 case of RIOMO, the route discovery procedure is a network wide flooding. 

, within the radio-range coverage, R, of a node, data is broadcasted and 

plicates of a packet to all neighboring nodes in the network. For route 

scovery many copies of the original data are generated during the flooding 

ase, and the destination users can double check the correct reception of the 

iginal data. It is also a robust method because no matter how severely the 

twork is damaged, it can guarantee at least one copy of the data will be 

ansmitted to the destination, provided a path is available. 
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6.2 Simulation Result 
 
The reach ability in a network with least placement was simulated by varying 

the number of nodes, as shown in Figure 6.2, under a C++ programming 

environment. The graph shows the number of trials with respect to the number 

of nodes, in different estimation. For all the estimation methods the source at 

first initializes NH= D/ R. With this initial value the source tries to reach the 

destination. If the source fails, it estimates a new NH value and tries to reach 

to the goal with this value. Each time the source tries to reach the goal, the 

trial number is counted. For estimating NH value, we experimented with seven 

estimation functions. For all the estimation functions the estimation value is 

initialized by NH = D/R. These functions are mainly defined in two ways, (i) 

linear or (ii) exponential described as follows.  

 Estimation by linear I (I=1 to 5): After initializing the estimation value, 

it is incremented by I, so estimation value=estimation value + I. Detailed 

results for various I (I=1 to 5) are shown in Figure 6.3.  

Estimation by exponential I (I=1, 2): After initializing the estimation 

value, it is incremented as a power, so estimation value=(estimation value)I+1. 

When I =1, the source tries four times for 21 numbers of nodes to reach the 

goal and for 51 numbers of nodes, it tries four times, but the trial value for 5 to 

15 numbers of nodes differs from the previous value and it is 3. When I=2, the 

source tries three times to reach the goal for 21 numbers of nodes, and for 51 

numbers of nodes, it also tries three times and it remains constant from any 

number of nodes from 5 to 51. Exponential 2 is thus the best estimation for a 

least-placement-connected network. 
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Figure 6.3: Number of trials for different estimation methods to find a route for 
different numbers of nodes in a least-placement-connected network. 
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.3 Trade Off  

ODPR 
n an ad-hoc security routing protocol, the most expensive operation is the 

ublic key operation [50]. To guarantee the anonymity in the AODPR, every 

ode generates its Temp ID, which is a hash computation, and a random bit 

orresponding to the fields of the packets, and it finally performs symmetric 

ncryption/decryption of the fields. These computations are not more 
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computationally complex than those of some other ad-hoc security routing 

protocol [51]. 

To guarantee the anonymity in AODPR every node generates Temp ID 

and for that they should compute the following operations which are not heavy 

cryptographic computation compared to other existing protocols. 

• Hash Computation 

• Random bit generation 

• Symmetric encryption/decryption 

 
 
RIOMO 
To guarantee the anonymity in RIOMO every node generates Pseudo ID and 

each node generates it from only one ID; for that they should compute the 

following operations which are not heavy cryptographic computation 

compared to other existing protocols. 

• Hash Computation 

• A pairing computation 

• Random bit generation 
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CONCLUDING REMARKS 
 
Communication in mobile ad-hoc networks can be classified basically in two 

groups with respect to the location of nodes in network, namely position-based 

and topology-based. Since nodes in mobile ad-hoc networks move 

dynamically, adversaries cannot conduct active attacks without knowing the 

location or identity of nodes. Therefore adversaries want to know the location 

or identity of the nodes to conduct active attack. Practically malicious nodes 

conduct traffic analysis passively first and later set active attacks. However, to 

avoid such attacks nodes want to protect their location and/ or identity. Thus, 

anonymous communication becomes an essential factor in securing mobile ad-

hoc network routing.  So, researches on protecting node identities and 

preventing target oriented attacks have been considered. As a result two 

anonymous protocols namely Anonymous On-demand Position-based Routing, 

AODPR, and Routing with Indeterminate Objects for Mobile ad-hoc networks 

Observer, RIOMO, have been proposed for position-based as well as for 

topology-based respectively.  

Existing protocol in position-based routing strategy does not provide 

location privacy. AODPR provides maximum of the privacy properties 

especially, node identity, route anonymity, location privacy and it is robust 

against most known attacks. To this end nodes generate temporary identifier, 

Temp ID, by computing cryptographic hash computation, and random number 

generation.  For successful identification, Temp ID should be unique for each 

session of communication. So, hash function should be collision resistant. As 

long as the probability of finding a collision is negligible, it is difficult to find 



CHAPTER 7 CONCLUDING REMARKS 

the same Temp ID for different nodes in each session of communication. In 

terms of cryptographic computation it computes hash computation, generates 

random bit and performs symmetric encryption/ decryption.  

Existing topology-based anonymous protocols [17], [19], [22] do not 

ensure maximum of the security and privacy related properties. Furthermore in 

MASK [22], anonymity depends on fixed large pseudo IDs set. So, every node 

has to perform extra task to maintain pseudo IDs, which is costly in terms of 

ad-hoc mobile communication. Therefore, to reduce pseudo IDs maintenances 

cost and ensure maximum privacy properties RIOMO is proposed. To this end, 

pseudo IDs are generated by the nodes dynamically form a pseudo ID, 

provided by the system administrator. Thus every node has to maintain only a   

pseudo ID and maintenance cost is reduced.  

AODPR assumes secure position service system, so as long as position 

service system is fair it can maintain anonymous properties. Thus AODPR 

partially depend on this service system. Next and further research in position 

based scheme could be anonymous routing without any position service.  

RIOMO also assumes that administrator should be fair in terms of its 

system secret; otherwise the security properties will lose of the protocol.  

According to cryptographic computations, in both cases of position-

based and topology-based schemes, energy consumptions are considered as 

future research. In addition degree of anonymity evaluation, achieved by 

AODPR and RIOMO protocols are also considered as future work.  

Selfish and malicious node detection is still an open problem for the 

anonymous routing procedure in mobile ad-hoc networks.  
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APPENDIX 
 
A. Control packets of AODPR 
 
Here packets are described. Common key CK is used for encryption and 

decryption by all legitimate nodes. : means encryption with C
KCE K.  

 

A.1. Route Request Packet (RRQ) 
 

  
Sender Temp ID

KCE (RRQSeqNo) 
KCE (PD) 

KCE (NH)
KCE (Temp NH) 

KCE (EM ) 

For construction purposes when senders or forwarders forward any 

packet, they generate a large bit random number and make parts of that 

random bit corresponding to the number of fields of the packet. And they 

specify all the fields with a specific bit number. They then encrypt these fields 

by padding with random bits. When a packet reaches a node, the node first 

decrypts and extracts the random bits from the fields and pads their own 

random bits. As all the fields of a packet are changed, when a packet moves 

from node to node, it appears new to the network. This procedure is applicable 

to all the encrypted fields of all the packets. Encryption/decryption is 

performed as necessary when a packet moves from node to node. 

RRQSeqNo: Route request sequence number RRQSeqNo generated by 

the source uniquely, for the uniqueness of a session.  

Ensure Message (EM): This examines the genuineness of the 

destination. The source generates an EM when it receives the destination’s 



APPENDIX 

position. EM = [H2 (position of destination, time)], where H2 is the global hash 

function.  

 

A.2. Route Reply Packet (RRP)  
 

KCE (RRQSeqNo) Sender Temp ID Receiver Temp ID RRPMsg  

 

Receiver Temp ID: For every session of communication, an 

intermediate node or the destination generates its Temp ID in the same 

procedure as the sender Temp ID. Temp ID is the only identification of a node 

in one session of communication. It is dynamically changeable from session to 

session. When packets are forwarded, this field is updated by nodes according 

to their own Temp ID.  

 
A.3. Fail Packet, (Fail) 
 

KCE (RRQSeqNo) Sender  Temp ID Receiver Temp ID
KCE (NH) 
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