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Security Evaluation of High Functional Encryption toward Post-Quantum Era
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Lattice-based cryptography is exgected as a post-quantum cryptosystem.lts
security relies on the difficulty of lattice-related problems.We have succeeded in giving a precise
analysis of its difficulty.In particular, we have obtained results on algorithms for solving the
Shortest Vector Problem.We have evaluated how the realization of quantum computers affects
conventional cryptographic techniques such as RSA cryptography.Specifically, we have given a
comprehensive understanding of several physical experiments and discussed their effects on the real
world.Furthermore, we have studied the security evaluation of conventional cryptography and have
obtained results on its security.Through these results, we have succeeded in giving a security
evalua}ion for cryptography in the post-quantum era, and have given a basis to use cryptography
securely.
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