2658

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 54, NO. 6, JUNE 2008

Coding Theorems on the Threshold Scheme
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Abstract—1In this paper, coding theorems on the (¢, m )-threshold
scheme for a general source are discussed, where m means
the number of the shares and ¢ means a threshold. The
(t,m)-threshold scheme treated in this paper encrypts n source
outputs X" to m shares at once and is required to satisfy the two
conditions that 1) X" is reproduced from arbitrary ¢ shares, and
2) almost no information of X" is revealed from any ¢ — 1 shares.
It is shown that the (¢, m )-threshold scheme must satisfy certain
inequalities including the limit inferiors in probability. One of the
inequalities is closely related to the minimum length of the fair
random bits needed to a dealer for realizing the (¢, rn)-threshold
scheme. In addition, it is shown that a certain variation of Shamir’s
threshold scheme meets the two conditions. The same approach
can be taken to the problems of Shannon’s cipher system with
the perfect secrecy and fixed-length source coding with vanishing
decoding error probability. It is shown that the same kind of
inequalities, which indicate the converse coding theorems, hold in
both two cases.

Index Terms—Fixed-length source coding, information-spec-
trum methods, secret sharing scheme, Shannon’s cipher system,
threshold scheme.

1. INTRODUCTION

secret sharing scheme, which was independently proposed

by Shamir [11] and Blakley [1]in 1979, provides a method
for keeping a secret information securely by encryption. In par-
ticular, the threshold scheme [11] is one of important secret
sharing schemes. In the threshold scheme with m (> 2) par-
ticipants, a dealer encrypts a secret information X to m shares
wm, W™ and distributes W () to the ith participant for

1 = 1,2,...,m. The threshold scheme has a remarkable prop-

erty that, letting ¢ be a threshold satisfying 2 < ¢t < m, X is
reproduced from an arbitrary collection of ¢ shares while no in-
formation on X is obtained from any less than ¢ shares. We call
the threshold scheme with m participants and a threshold ¢ the
(t, m)-threshold scheme.

In studies of secret sharing schemes the sizes of shares are
often analyzed. In particular, [8] gives a basic result on the
(t,m)-threshold scheme that H(W®)) > H(X) for all i =
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1,2,...,m,where H(-) denotes the entropy. The sizes of shares
are also evaluated in secret sharing schemes with general ac-
cess structures (e.g., [3]). Randomness needed to a dealer for
realizing the (¢, m)-threshold scheme is discussed by Blundo ez
al. [2]. It is shown in [2] that the randomness, which is defined
as the conditional entropy H(W MW ) ... Wwm)| X)), is lower
bounded by (t—1) log | X'|, where X is the alphabet of X and | X|
denotes its cardinality. On the other hand, from a Shannon-theo-
retic viewpoint, [15] treats a communication system which can
be regarded as the threshold scheme with two or three shares
in a certain case and gives an achievable region for the rates of
the shares. A generalization of the results in [15] is discussed in
[10]. The rate for the uniform random number that is available
to a dealer is also analyzed in [10] for the cases of m = 2 and
m = 3.

In this paper, we unveil certain fundamental properties of the
(t, m)-threshold scheme from a viewpoint of information-spec-
trum methods. Information-spectrum methods, which originate
from [7] and are described in detail in [6], provide methods to
treat coding of vast classes of sources and channels. In fact,
in information-spectrum methods, instead of the ordinary en-
tropy and mutual information, quantities defined by using the
limit inferior or superior in probability play key roles such as
the channel capacity [14]. In this paper we are interested in the
minimum rate of the uniform random number needed to a dealer
for realizing the (¢, m)-threshold scheme. We consider the situ-
ation where an n-tuple of secrets X ™ is generated from a general
source and is encrypted to m shares W,(ll), W,SZ), ceey WT(Lm).
Here, the class of general sources includes all the classes of
sources such as stationary memoryless sources, stationary er-
godic sources, stationary sources and even nonstationary/non-
ergodic sources [6]. In addition, the size of the alphabet A’ can
be countably infinite.

The (¢, m)-threshold scheme considered in this paper can
cause decoding error. That is, we consider the situation where
an arbitrary collection of ¢ shares W,S,il), W,S,iZ), el Wi
does not always reproduce X". However, we require that
the probability of such decoding error vanishes as n — oo
for all {iy,io,...,4:} C {1,2,...,m}. We introduce the
vanishing decoding error probability so that we can obtain
meaningful asymptotic results as n — oo. Recall that in
problems of two-terminal and multi-terminal source coding
we often introduce the vanishing decoding error probability
and obtain fundamental bounds on the rates of codes that are
asymptotically attainable and are described by using in terms
of information-theoretic quantities. As a byproduct, this setting
enables us to discuss construction of the (¢,n)-threshold
scheme for sources with a countably infinite alphabet.
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We impose a nonconventional security criterion on the
(t,m)-threshold scheme. We require that (¢, m)-threshold
scheme must satisfy a security criterion such that almost no
information of X™ is revealed from any collection of less than
t shares. Usually, such a criterion is described in terms of
the mutual information, say I(X™; W,(Lil) e W,(Lii’l)) = 0.
However, the criterion considered in this paper is written as an
inequality including the limit superior in probability. Roughly
speaking, the criterion requires that with probability close to
one X" is almost independent of Wflil), Wr(;iZ)./ o W,(Lit’l)
provided that n is sufficiently large.

We first prove that any sequence of encoders and decoders re-
alizing the (¢, m)-threshold scheme must satisfy certain inequal-
ities including the limit inferior in probability. The inequali-
ties are closely related to the rates of j shares (1 < 57 < t)
and the uniform random number needed to a dealer. In partic-
ular, it is shown that the rate of the uniform random number
is lower-bounded by (¢ — 1)H(X) in the asymptotic sense as
n — oo for the case of a stationary memoryless source with the
entropy H(X) < oc.

Next, we give a construction of the (¢, m)-threshold scheme.
It is shown that a certain variation of Shamir’s threshold
scheme [11] meets the requirements as the (¢,m)-threshold
scheme under a certain assumption. We can also prove that the
construction satisfies 1(X™; Wr(lil) .- Wy(lif)) — 0asn — oo,
where I(-;-) denotes the mutual information. Note that this
result does not conflict with [4] showing the nonexistence of the
(t, m)-threshold scheme for a source with a countably infinite
alphabet. In fact, while [4] does not permit decoding error,
we permit negligible decoding error probability. Permitting
negligible decoding error probability enables us to realize the
(t, m)-threshold scheme for sources with countably infinite
alphabets.

We can treat Shannon’s cipher system with the perfect
secrecy from the same viewpoint as the above (¢, m)-threshold
scheme [12], [16], [17]. We consider the following setting.
Given an n-tuple of outputs X™ from a general source, an
encoder encrypts X" to a cryptogram W,, under a key E,,. A
decoder, which shares a key F,, with the encoder, decrypts the
cryptogram W,, to X" under E,. The encoder and decoder
must satisfy the two condition that 1) the decoding error proba-
bility vanishes as n — 00, and 2) W,, is almost independent of
X™. We give two fundamental inequalities including the limit
inferior in probability that Shannon’s cipher system with the
perfect secrecy must satisfy. It should be noted that the two
inequalities hold for the class of stochastic encoders. Since the
encoder using homophonic coding (e.g., [9]) is regarded as a
stochastic encoder, this kind of extension is meaningful. The
two inequalities suggest the converse theorem on the rates of
the cryptogram and the key as a byproduct.

We can take the same approach to the fixed-length coding
as well. We consider the following setting. Given an n-tuple of
outputs X™ from a general source, an encoder encodes X" to
a codeword W,,. The encoder can be stochastic. On the other
hand, a decoder decodes the codeword W,, to Xn by using
a deterministic mapping. We require that the decoding error
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probability vanishes as n — oo. Actually, the problem of the
fixed-length source coding is a special case of Shannon’s cipher
system where ), is a constant and we do not care the above
condition 2). In this case as well, we can obtain an inequality
including the limit inferior in probability that characterizes a
fundamental relationship between X™ and W,,. We also give a
general formula of the infimum-achievable coding rate for sto-
chastic encoders. The formula coincides with the formula in [7]
that treats only deterministic encoders.

The organization of this paper is as follows. In Section II
we formulate the problem of the (¢, m)-threshold scheme with
introducing notations. Section III is devoted to description of
results for the case of a stationary memoryless source with
a finite alphabet. Results in Section III is expressed in terms
of the entropy and the mutual information. Main results of
this paper are stated in Section IV. After formulating the
(t,m)-threshold scheme by using terminologies of infor-
mation-spectrum methods, we give the inequalities that the
(t, m)-threshold scheme must satisfy. In Section V we give
a construction of the (¢, m)-threshold scheme that meets the
conditions given in Section IV. Results on Shannon’s cipher
system and fixed-length source coding, which are obtained as
byproducts of the methods developed in Sections IV and V, are
given in Sections VI and VII, respectively.

II. PRELIMINARIES

Let X be a finite or a countably infinite source alphabet. For
each n > 1 denote by A the nth Cartesian product of X. Let
X™ be a random variable that takes values in X, where X"
means n source outputs. The probability distribution of X™ is
denoted by Px~. In addition, the probability that ™ is gener-
ated from the source is denoted by Pxn (x™). We express X",
n > 1, in the form of X = {X"}22, and call X a gen-
eral source. The class of general sources includes all classes of
sources such as memoryless sources, stationary ergodic sources,
stationary sources, and even nonstationary/nonergodic sources.
In particular, if X is stationary and memoryless, it holds that
Pxn(z™) =[], Px(x;) foralln > 1 and 2™ € X", where

For each n > 1 let E,, denote an output from a random
number generator taking values in a finite set £,. The set &,
may not be a Cartesian product, but is dependent on n. If E,, is
subject to the uniform distribution on &,,, the probability distri-
bution P, of F, satisfies P, (e,) = 1/|&,| forall e, € &,,
where | - | denotes the cardinality of the set. Assume that E,, is
independent of X™ for each n > 1.

Throughout the paper let P = {1,2,...,m} be a set of m
participants and ¢ a threshold satisfying 2 < ¢ < m. We assume
that rn and ¢ are fixed integers that do not depend on n. For
each: = 1,...,m let W,(f) be a finite set in which a share
distributed to participant : takes values. We define an encoder as
a deterministic mapping f, : X" X &, — W,S,l) X e X W,(,,m).
A dealer generates m shares (W,(Ll)7 - Wém)) by

(W Wiy = £, (X" E,)
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Fig. 1. Encoding and decoding in the (#, m)-threshold scheme.

where W,si) S W,(f) means a share which is securely distributed
to participant ¢ (see Fig. 1). For the sake of notational conve-
nience, for any 1 < j < m and {i1,...,i;} C P, we use
w,ii) and W( 141) ingtead of (W(“) W) and
WD W) ,respectively. Here, {i1,...,i;} C P means
an arbltrary subset of P with j elements satisfying 17 < --- <
ij. In addition, restriction of f,, (X", E,,) to the i1th, ..., i;th
components is denoted by £ %) (X", E,,). That is

Wrgil’m’ij) _ quLlLJ)(Xn E )

In the (%, m)-threshold scheme, the source output X™ is re-
produced from arbitrary ¢ shares W(l1 ") This means that we
need to consider (') decoders dependmg on {it,...,it} C P
in general. We define a decoder for W(Zl as a deterministic
mapping g& ") W) X (see Fig. 1). If there is
no confusion, we use the term a decoder g,, in the sense of the
collection of all g{***), {i1, ...,i,} C P.

We permit decoding error in the (¢, m)-threshold scheme. The
decoding error probability caused by the encoder f, and the

decoder &™) is written as

= Pr{glin ([0 (X7, B,) £ X",
Here, throughout this paper Pr{-} denotes the (joint) proba-
bility with respect to the random variable(s) contained between
the parentheses. In the ordinary setting (e.g., [8], [11]) of
the (¢,m)-threshold scheme, the decoding error probability
is assumed to be equal to zero. In this paper, however, we
mainly consider the case where ") — 0asn — oo
for all {i1, ...,4:} C P. This requirement on the decoding
error probability makes the problem of the (¢, m)-threshold
scheme more Shannon-theoretic. We will investigate properties
of the (¢, m)-threshold scheme that have been unknown so
far, say the minimum sizes of shares and construction of the
(t, m)-threshold scheme for sources with countably infinite
alphabet under this weekended requirement on the decoding
error probability.

We impose a condition on f,,, n > 1, such that any collection
of less than ¢ shares reveals almost no information on X". In
fact, we impose a condition that X" is almost independent of
W(Z1 """ “=1) for all {i1,..,it_1} C P. We will give two of
such conditions in Sections III and IV.

We define the entropy, the conditional entropy and the mutual
information in the ordinary sense [5]. All the logarithms are to
the base 2. We define the limit inferior and the limit superior

in probability according to [6]. That is, for a sequence of real-
valued random variables U = {U,,}22_; we define

p-liminf U,, = sup {a : lim Pr{U, > o} = 1} )

n—oo

p-limsup U, = inf{ﬁ: lim Pr{U, < A} = 1}. )

n—oo

In particular, given a general source X = {X"™}52 ,, we define

H(X) = p-lim inf % log ﬁ 3)
H(X) =p-lim sup — ! @)

Log ——+
S Py (X7)

n—o0

which are called the spectral inf-entropy rate and the spec-
tral sup-entropy rate respectively. It is known that H(X)
has the operational meaning as the infimum achievable
fixed-length coding rate for the case that the decoding error
probability vanishes as n — oo [7]. On the other hand,
H(X) means the supremum achievable rate of the uniform
random number in the intrinsic randomness problem [13]. If
HX)=HX) = et H(X), then L log Pe (Xn) converges in
probability to H(X). In partlcular it follows from the law of
large numbers that H(X) = H(X) for a stationary memory-
less source satisfying H(X) < oo, where H(X) denotes the
entropy of the source. See [6] for more details.

It is known that for any sequences U = {U,}52; and V =
{Va}52, of real-valued random variables it holds that

p-limsup (=U,) = — p-liminf U, (5)

n—oo n—oo

p-liminf (U, +V,,) > p—liminf U, + p—lim inf Vi, (6)
p-liminf (U, + V,,) <p- hm mf U, + p-limsupV,, (7)

[14]. As are clear from (5)—(7), the limit superior and inferior
in probability have properties similar to the ordinary limit su-
perior and inferior, respectively. Throughout this paper we use
the convention that the limit inferiors and superiors in proba-
bility are defined with respect to the (joint) probability of the
included random variable(s). For example, the limit inferior on
the left side of (6) is defined with respect to the joint probability
of U,, and V,,.

We also use the following two facts in the following sections.
Proofs of these facts are given in Appendix A for readers who
are not familiar to the limit superior and inferior in probability.

Fact 1: Let A and B be constants. Then

p-liminfU, > A< lim Pr{U,>A—-~} =1
for any constant v > 0  (8)
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p-limsupU, < B< lim Pr{U, < B+~v} =1

n— oo n—oo

for any constant v > 0. (9)

Fact 2: Let a > 0 be an arbitrary constant. If p-lim inf U,, >

n—0o0

0, then p-lim inf n%Un > 0. Similarly, if p-limsupU,, < 0,
n—0oo n— oo
then p-lim sup n%Un <0.
n—oo

III. CONVERSE THEOREM FOR MEMORYLESS SOURCES

When we consider the (¢, m)-threshold scheme, the following
(A), (B), and (C) are implicitly assumed: (A) n = 1, (B) X' is
a finite alphabet, and (C) no decoding error occurs. In partic-
ular, if A’ has the algebraic structure as a finite field, Shamir’s
threshold scheme realizes the (¢, m)-threshold scheme in the
following sense. That is, letting E(), 2 Et-1 ¢ x
be the ¢ — 1 random variables subject to the uniform distribu-
tion and a, o, .. ., a,,, be m distinct nonzero elements of X,

WO w® . W) generated according to
WO =h(a;), j=1,2,...,m,

become m shares of the (t,m)-threshold scheme sat-
isfying ¢(0i) = 0 for all {i1,...,iy} C P and
...yi4—1} C P, where

h(u) =X + EOu+ E@y? 4. 4 Byt

is a random polynomial of degree at most ¢ — 1, I(-; ) denotes
the mutual information and all the subscripts 1 are omitted.
Note that 7(X; Wi-1)) = 0 means that W (ito-i-1) jg
independent of X. Shamir’s threshold scheme guarantees that
the fair random bits of length (¢ — 1)log|X| are enough for
the dealer to realize the (¢, m)-threshold scheme. This result
coincides with the attainable lower bound of the dealer’s ran-
domness in [2, Th. 2.13], where the randomness is defined as
H(w(l,...,m) |X)

However, if we consider block coding of sufficiently large
blocklength n and permit negligible decoding error proba-
bility, then the problem of finding the minimum length of
the fair random bits needed to the dealer for realizing the
(t, m)-threshold scheme becomes more difficult. Suppose that
X is a finite alphabet and X™ € AX'™ is generated from a sta-
tionary memoryless source. If X is embedded to a finite field,
say Z, = {0,1,...,p, — 1}, and elements of X™ are iden-
tified with elements in Z,, _, then Shamir’s threshold scheme
realizes the (¢, m)-threshold scheme, where p,, is the smallest
prime number satisfying |X'|" < p,,. It is clear that this scheme
satisfies T(X™; W'=Y = 0 for all {iy,...,i;_1} C P.
In this scheme, the length of the fair random bits required to the
dealer equals to (t — 1) logp, = n(t — 1)log|X|.

On the other hand, this length of the fair random bits can be
decreased if we consider a scheme based on the typical set. Let
~ > 0 be an arbitrarily small constant and define the typical set

by

1

1
n=11" €X":|-log ——
A {ZE € n 0g Pxn (il,m)

- H(X)‘ <} ao)
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where H(X') denotes the entropy of the source. It is known that
Pr{X" € A,} — lasn — oo and |A4,| < 2"HE)+) for
all n > 1 [5]. If we embed A,, to a finite field Z .. and apply
Shamir’s threshold scheme, then we can obtain a scheme that
is close to the (¢, m)-threshold scheme with the vanishing de-
coding error probability. Here, p!, is the smallest prime number
satisfying p/, > 2 (H(X)+7) In this scheme, the length of
the fair random bits needed to the dealer is roughly equal to
n(t — 1)H(X), which is smaller than n(¢ — 1) log |X'|. How-
ever, this scheme does not guarantee I(X™; W,"""=") = 0.
That is, we cannot know in what sense this scheme is “close” to
the (¢, m)-threshold scheme. In addition, we cannot say nothing
whether (¢ — 1) H(X) is the minimum length of the fair random
bits per source symbol or not.

The objective of this section is investigation of the length of
the fair random bits required to the dealer subject to the condi-
tion that the decoding error probability vanishes as n — co. We
assume that X is a stationary memoryless source with a finite
alphabet X.

We begin with the definition of the (¢, m)-threshold scheme
in an extended sense.

Definition 1: Let a stationary memoryless source
X = {X"}>2, be given. If a sequence {(fn,gn)}o2, of
encoders and decoders satisfies the following two conditions,
we say that {(fn, gn)}52, realizes the (¢, m)-threshold scheme
for X:

M1) For any {i1,...,4:} C P

M2) For any {%1,...,5¢—1} C P

lim LI(X" Wiimie ) = o,

n—oo n

We have the follp;)ving theorem that gives lower bounds on the

entropies W,(L“’ 01 =1,2,...,t and E,, in the asymptotic
sense as n — 00.

Theorem 1: Let {(fn,gn)}52; be an arbitrary sequence
of encoders and decoders of the (¢, m)-threshold scheme for
a stationary memoryless source X = {X"}&2, satisfying
conditions M1) and M2). Then, for any j = 1,2,...,¢ and
{i1,...,i;} C P itholds that

1 ) )
liminf = H(Wi4)) > jH(X)

n—oo n

(11)

where H (X)) denotes the entropy of the source. In addition, it
holds that

lim inf lH(En) > (t—1)H(X).

n—oo N

12)

We prove Theorem 1 by using the following three lemmas.

Lemma 1: Let {(fn, gn)}>2, be an arbitrary sequence of en-
coders and decoders of the (¢, m)-threshold scheme for a sta-
tionary memoryless source X satisfying conditions M1) and
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M2). Then, for any j = 1,2,...,¢t and {41,...,¢;} C P it
holds that

1 4 o
—H(W{D Wiy > H(X) + o(1)
n

where o(1) denotes the terms which goes to zero as n — oo and
the left side is interpreted as = H ( T(L“)) for the case of j = 1.
Proof: Fix {i1,...,4;} C P arbitrarily. Then, for any j =

1,2,...,t it follows that
H(W) [ iris-1)
ZH(WTEij)|WT(LIj))_H( 2])|Xn 1))
= 1(X" Wi W)y
:H(XW|W£I])) _ H(Xn|W7(f1""’it))
:H(Xn)_I(X"’WTSIJ))_H(X?T|W7(111 ..... zt)) (13)
where W) = W{it-iimtiienai) 4pq the inequality fol-

lows because H(W(” |X”W(I )) > 0 and conditioning does
not increase the entropy. By dividing both sides of (13) by n and
using H(X™) = nH(X), we have

CH(W W i)
n

1 1 o
= H(X)— —I(X"; W)y - —H(X™Woi)), (14)
n n
Note that the second term on the right side of (14) goes to zero
as n — oo from condition M2). In order to evaluate the third
term on the right side of (14), we use Fano’s inequality (e.g.,
[5]). Fano’s inequality tells us that

_H(Xn|gT(Li1,...,it)(WT(Lil,...,it)))

o 1 o
< i) log || + —ha(efti) (1)
n
where ho(+) denotes the binary entropy. Notice here that we
have

H(Xn|WT(Li1,...,it))
:H(Xn|W7(l“ ..... it),gy(fl ..... Lt)(W(Zl ..... zt)))

S H(X" gl (Wi (16)

where the equality follows because qn“ +) i3 deterministic.
Hence, the combination of (15) and (16) leads to

1 . . ) ) 1 ) )
—H(Xn|W75“"”’“)) < Egll""’zi)log|/¥| + —hg(:‘:‘gl""’“))
n n

which goes to zero as n — oo owing to condition M1). Thus,
we obtain the claim of this lemma. O

Lemma 2: Let {(fn,gn)}>> be an arbitrary sequence of en-
coders and decoders of the (¢, m)-threshold scheme for a sta-
tionary memoryless source X satisfying conditions M1) and
M?2). Then, for any {i1,...,4;} C P it holds that
1

—H(WSiri=0) 4 o(1).

1 . .
_H(Wr(lzl,...,zt) |Xn) 2
n n
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Proof: Fix {i1,...,1;} C ‘P arbitrarily. From the chain
rule of the entropy, we have

H(WT(L’il,...,it) |X’n>

= H(W{ o)X +
2 H(Wrsil,...,it_l) |X’n)

H (W) | XMW (i)

7)
where the inequality follows because

H( (Zt |Xn (11, . 1)) > 0. In addition, by the
deﬁmtlon of the mutual information, we have

H(WT(Lil,...,it,l) |X’n,) :H(Wéil,...,it,l))_I(Xn; W?Eil,...,it,l)).

(18)
The claim of the lemma follows from the combination of (17),
(18) and condition M2). O

Lemma 3: Let {(fn, gn)}32, be an arbitrary sequence of en-
coders and decoders of the (¢, m)-threshold scheme for a sta-
tionary memoryless source X satisfying conditions (M1) and
(M2). Then, for any {i1,...,4;} C P it holds that

H(E,) > H(W{ii)|xm),

., 4t} C P arbitrarily. Since f(“v Si)

Proof: Fix {iy,.. is
deterministic, it holds that
H(X"E, W) =H(X"E,)
=H(X")+ H(E,)  (19)

where the last equality in (19) follows because X" is indepen-
dent of E,,. On the other hand, by the chain rule of the entropy,
we have

H(XnEnW75il’-"’it))

= H(X"Witi) 4 H(E, | X"Witi)

> H(X"Wit))

= H(X™) + HW-1)|x™), (20)
where  the  inequality in  (20) follows  from
H(En|X"WT(f1"”’“)) > 0. Then, the claim of the
lemma follows from the combination of (19) and (20). O

Proof of Theorem 1: Fix {iy,...,i;} C P arbitrarily.
By the chain rule of the entropy and Lemma 1, for each j =
1,2,...,t it holds that

_H( 117 -t

1
n ZH

ZJH(X)+0(1)

Zk)|W(11 ..... lk 1))
2D

which implies the first claim of Theorem 1.
Next, we prove the second claim of Theorem 1. It follows
from Lemmas 2 and 3 that

1 1 L
—-H(FE,) >—H Wit,eie) | xn
SH(Eq) 2 ~H(W, IX™)

1 . .
> — H(Wii=1)) 4 o(1).
n

> (t— 1)H(X) + o(1) (22)
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where the last inequality follows from (21) with j = ¢ — 1.
Clearly, (22) implies (12). O

IV. CONVERSE THEOREM FOR GENERAL SOURCES

In the preceding section we have developed asymptotic
lower bounds of %H(W,Ell""’l’i)) and 1H(E,) in the
(t, m)-threshold scheme for a stationary memoryless source X
with a finite alphabet. Recall that Lemma 1 is proved by using
LH(X™) = H(X) and Fano’s inequality, which cannot be
used without the assumptions on the source.

In this section, we consider the (¢, m)-threshold scheme for a
general source X . Here, a class of general sources includes var-
ious classes of sources as mentioned in Section II. In addition,
the source alphabet X' of X can be countably infinite. Chor and
Kushilevitz [4] show that there is no (¢, m)-threshold scheme if
| X'| is countably infinite. However, the (¢, m)-threshold scheme
with vanishing decoding error probability is out of the scope
in [4]. We will see that we can construct the (¢, m)-threshold
scheme in a certain sense even if X is a countably infinite al-
phabet.

We begin with a new definition of the (¢,m)-threshold
scheme. We do not use the mutual information as a measure
of security of X™ against less than ¢ shares. We do not use
the spectral sup-mutual information rate, which is a certain
generalization of the mutual information and is defined by
using the limit superior in probability [6], either. Instead, we
impose a criterion described as an inequality including the
limit superior in probability. Note that this kind of criterion
has never been discussed in the ordinary framework of infor-
mation-spectrum methods [6] so far. Under the new definition
of the (t,m)-threshold scheme, we can obtain fundamental
inequalities that are closely related to the length of the fair
random bits required to the dealer.

Throughout this section we assume that £, is the uni-
formly distributed random variable on &,. We define the
(¢, m)-threshold scheme for a general source X as follows:

Definition 2: 1f a sequence {(fn, gn)}52, of encoders and
decoders satisfies the following two conditions G1) and G2),
we say that {(fp, gn )} 02, realizes the (¢, m)-threshold scheme
for a general source X:

Gl) For any {i1,...,i:} C P

n—oo

G2) For any {i1,...,44_1} C P

P (X WSy
p-lim sup log X" W <0 (23)
n—oo Pxn(X")
where P (..., i,_1) denotes the conditional proba-

x|l e
bility distribution of X™ given Wi ~1).
Readers may feel strange to condition G2). However, the
meaning of condition G2) becomes clear by considering the
following condition:
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G2)For any a > 0 and {41,...,54—1} C P
P (Xn|W(’i17---7it71))
i sun i o anvvv(zq ..... ig_1) n <0
p-limsup oo log P (X7) =0
(24)

Note that, if condition G2) is satisfied, then G2’) is also sat-
isfied owing to Fact 2 in Section II. Furthermore, since we can
easily prove

""" it_1) (Xn|Wr(Li1""’if*1))
Pxn(X7)

P .
X it

>0

(25)
for any o > 0 and {41,...,4;—1} C P similarly to [6, Lemma
3.2.1], G2’) actually means that

1
p-liminf — log

n—oo n

lim Pr{(X", Wiy T} =1

n—o0

(26)

where
/Tn — {(:En,wsl""’itl)) € X" x WT(Lil,...,ii,l) .

1 PXﬂ\W,S” """ ”71)(xn|w$1""’“71))
— log

ne PXﬂ (.Z'n)

.

and «y > 0 is an arbitrarily small constant. Clearly, (26) implies

that, if n is sufficiently large, PXH|W(’1"“‘”*1) (xn|w7(l’t1,...,lf,—1))

is arbitrarily close to Px«(z"), i.e., wlite-1) 4o almost in-
dependent of X", on the set 7,, with probability arbitrarily close
to one. We can regard G2) as the stronger version of G2’) with
a ] 0.

While Theorem 2 below holds under G1) and G2’), we can
construct the (¢, m)-threshold scheme satisfying G1) and G2) in
Section V. That is why we use G2) as a criterion on secrecy.

Remark 1. Note that G2) implies neither
I(Xn;W7$ZI7.-.7lt71)) — 0 nor %I(Xn;W7$“7'-'7“71)) — 0
as m — oo, in general. In fact, I(Xn;WT(L“""’“’l)) is
defined as the expectation of i(X”;WT(L”"””“l)) def

n (i, ip_1)
i) (X7 W, )

log respect  to

imposes a

P (X7 with
PXR‘,‘/,’(S-1 ..... i_1), Wwhile condition G2) only
certain property on the distribution of (X ";W,Sil""’it_l)).
This is the why characterizations of the (¢, m)-threshold
scheme wunder G2) are so successful. Readers can
easily check that I(X";W,Sil"”’“’l)) — 0 (or even
Lr(xm; WT(L'L'I""’“’I)) — 0) as n — oo does not hold only
from Pr{(X",W,S,“"""“’I)) € T,} — lasn — oo. We
need some condition on the boundedness of i(z™; wli ii’l))
for (z™; wli it_l)) ¢ T, (recall that X' can be a countably

infinite alphabet). O

We have the following theorem under the new definition of
the (¢, m)-threshold scheme.

Theorem 2: Given a general source X = {X"™}52,, let
{(fns9n)}321 be a sequence of encoders and decoders of the
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(t, m)-threshold scheme for X satisfying conditions G1) and
G2). Then, forany j = 1,2,...,t, {i1,...,4;} C P and con-
stant o > 0 it holds that

1
p-liminf — log NG
n—oo N P X )(Wn 1ye-e05j )

In addition, for any constant «v > 0 it holds that
1
p-liminf — log (|5n|(PXn (Xn))t_l) > 0. (28)
n—oo N

Remark 2: In (27) and (28) n® can be replaced with any se-
quence a,, n > 1, satisfying a,, > 1 and a,, — o0 as n — oo.
We use n® for simplifying notations and facilitating comparison
to the ordinary case of o = 1. O

We can prove Theorem 2 by using the following three
lemmas. The first lemma, which is proved in Appendix B,
characterizes a property of {(fn,gn)}52, satisfying G1).

Lemma 4: Let {(fn,gn)}52, be an arbitrary sequence of
encoders and decoders satisfying condition G1). Then, for any
{i1,...,4;} C P it holds that

1
p-lim sup log — =0

nmee Pt i (X))

The following lemma characterizes an important property on
conditional distribution related to ¢ shares Wé” """ ’

Lemma 5: Let {(fn,9n)}52, be an arbitrary sequence
of encoders and decoders. Then, for any j = 1,2,...,t,
{i1,...,49:} C P and constant & > 0 it holds that

1 Py w 1 (Wi W)
p-liminf — log = e ) >0
e L Dy {itis D (W [ttty

for any v > 0, where Wém = Wrsil""’ij’l’i”l’”"it).

The proof of Lemma 5 is essentially the same as the proof of
[6, Lemma 3.2.1]. However, we give the proof of Lemma 5 in
Appendix C for readers’ convenience.

We also use the following lemma in the proof of Theorem 2.
This lemma plays a role that is similar to the role of Lemma 1
in the proof of Theorem 1.

Lemma 6: Let {(fn,gn)}52, be an arbitrary sequence of
encoders and decoders of the (¢,m)-threshold scheme satis-
fying conditions G1) and G2). Then, for any j = 1,2,...,t,
{#1,...,4;} C P and constant o > 0 it holds that

PXn(Xn)
i 1)(W(LJ)|W(L“ - 1))

p-liminf — log

n—oo N P (l

| W

where the denominator on the left side is interpreted as
PW(il)(Wrs”)) for the case of j = 1.
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Proof: Fix {i1,...,i;} C P arbitrarily. Define D,, by

Dn — {(Q:n7w£i1,...,it)) X" x ijl""’ii) .

1 1

X”|VV7(f1 ..... 1t)($n|’w(11’ ,1t))

<o},

Foreachj = 1,2,...,t—1 we define U and V) as follows:

Uflij): {(x",wgl"“’“)) e X™ x Wr(fl"“’“) :

n I;
1 PY”\W“ ) (@ fwh”) <
n« 8 PXn ((E’n) =7

(i5),, (I)
Pt g (wn [wn™)
o n n ( >y
n ) i)y, (G105 1)
PWZ(”)Isz” ..... i 1)(wnJ |w 7 )
I; i1 5mnes8j— 150541500000 .
where wfﬂ) = w,(fl U= 1ottt Then, it follows from

Lemma 4 and Fact 2 that
lim Pr{(X", W) eD,}=1.

n— 00

In addition, condition G2) guarantees that

lim Pr{(X", Wiy eyl =1

forallj =1,2,...,t
Furthermore, in view of Lemma 5 we obtain
lim Pr{(X", wit))e Vi) =1

forallj =1,2,...,t

Therefore, the combination of (29), (30) and (31) yields

lim Pr{(X",ngh---fit)) € D, UL N v}jﬂ} =1

n—o0o

forallj =1,2,...,t.

(29)

(30)

3D

(32)

It is important to notice that for an arbitrarily fixed 7 =

1,2,...,t we have
i) (I

ilog P ( )|W] )(wr(z )|w$l ))

ne (35)),, (i1,eesij—1)
PVV,(I )|VV, ij— 1)(wn |wn )

+ 1 1

—a 0g IANES
n . )( )|xn wg;))

D xnw

for all (z7, wi") € PI),

(33)
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In fact, this inequality follows because the first term is greater
than or equal to —+ from the definition of Vr(fj ) and the second
term is nonnegative. By using Bayes’ formula

oo w = Pt By e o
:PVV(ij)lW(Ij)P‘\'"lw'q(fl ..... iy)

n n

we can rewrite (33) in the following form:

1 PXn(xn)
= log @)y G 1)
PWv(ziJ)H’V,(jl ..... 1171)(’wn' |wn )
I
+ L PX”\W,‘I’”(WWSL )
* Pxn (x )
+ ! 1 1
— log " .
n< ZD‘\'”\W"',,(IM ..... it)(xn|w7(lll’ ,Li))

for all (x"7w£f1’""ii)) e Vi)

which means that

PA\'H ((E’n)

) (w,(f’f) |w7(;i1,...,ij,1))

1
— log
n P i i
w9

for all (2", w(it+)) € D, NUL) NV,

> =3y

(34)

Since v > 0 can be arbitrarily small, (32) and (34) lead to the
claim of the lemma. O

Proof of Theorem 2: Fix {i1,...,i} C P and
7 = 1,2,...,t arbitrarily. First, we prove (27). Due to
the property (6) of the limit inferior in probability, the left side
of (27) is lower bounded by

J 1
D plimin o
k=1
PXn (Xn)

X log ‘ | | |
ik—l)(WT(LZk)|WT(L 2 k—l))

(35)

Since Lemma 6 tells us that every term in (35) is nonnegative,
we have (27).

Next, we prove (28). Since the encoder f,, is deterministic,
we have

1
(1,....,m)|,.n
vay(l ..... m)‘Xn (’lUn |LIZ ) Z —|gn|
for all (x”7w7(11""’m)) € X" x Wﬁl"”'m) satis-
fying Py, qpm (2™ i 7™) > 0. That s, if
PXWW(L...,W)(a:"7w$L1""’m)) > 0, there exists at least one
1,...,m)

en € &, satisfying wy, = fn(z™, e,). Recall here that
FE, is uniformly distributed on &,,. Thus, it holds that

o (i1,nyit—1) | o12 _
PWLZI ..... ”*‘)|Xn(wn1 o1 |LL’ )Z N
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for all (z",wi "y € am x Wi ") saisfying

P (i1 it,l)(a:”,wgl""’i“l)) > 0. Hence, letting

Xn ‘/‘/'n

n

fn — {(x’n7w(i1 ..... ii—l)) E X’n X W,,S’Zl ..... it—l) .

S it—l)(wn7wsl 77777 Zt_l)) > 0}

we have

1 7 141 n
n—alog[|€n|PW1(:1,...,H,1)|XW(wgl,..., g )} >0
for all (z", w(it-1)) € F, (36)

and

Pr{(X",W,&“ ----- i-1) ¢ J-'n} =1 (37)

Notice here that Bayes’ formula tells us that (36) can be written
as

(i1, y8t—1)
t_1PW7(fl ..... ”_1)(wn )

(Pxn (7)1

P G itil)(xn|w£i1,---,it71))
X W, >0
PXn (l‘n) -

— 1og[|en|<(Pxn (")

for all (z™, wit ") € F,. (38)

Now, define
yn _ {(xn,wr(jl,...,itl)) = X" x Wr(lil,...,it,l) .

11 PW,ﬁ” """ ”71)(“’7(?“"”’“71)) }
a =79

na 08 (Pxn(zm))t-1

un _ {(iﬂn?w,(jl"”’itl)) c X" x ngl,...,it,l) :

— log

1 Pl o (@ ey
ne Pxn(z™) <~

for an arbitrary constant v > 0. Then, owing to (27) with 7 =
t — 1 it holds that

lim Pr{(X", W=y e YV =1, (39)
In addition, condition G2) tells us that we have
lim Pr{(X", W) et} =1, (40)
In view of (38) it easily follows that
- log(El(Pxe (™)) 2 =27
for all (z™, w(t-41) € Y, NU, N F. (41)
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Since (37), (39) and (40) guarantee

lim Pr{(X", Wty ey N, NF,} =1 (42)
and y > 0 is arbitrary, (41) and (42) yield (28). O

Theorem 2 yields the following corollary.

Corollary 1: Let {(fn, gn)}>2, be an arbitrary sequence of
encoders and decoders realizing the (¢, m)-threshold scheme for
a general source X. Then, it holds that

hmrnf log|€ | > (t-1)H((X)
where H(X) is the spectrum inf-entropy rate of X defined in
3).

Corollary 1 immediately follows from the combination of (5),
(7), (28) with & = 1 and

p- hmrnf 10g|€ | = hmrnf—log |Enl-

It is known that, if X is a stationary memoryless source with
the entropy H(X) < oo, H(X) in (3) coincides with H(X).
Hence, Corollary 1, together with H(X) = H(X), leads to the

same claim (11) in Theorem 1 under the different criterion G2)
on the secrecy of X" under arbitrary ¢ — 1 shares.

V. DIRECT THEOREM FOR GENERAL SOURCES

In the preceding section we have developed the inequality
(28) that characterizes |£,| in the (¢, m)-threshold scheme for a
general source. In this section we investigate construction of the
(t, m)-threshold scheme for a general source satisfying condi-
tions G1) and G2) in Definition 2.

We have the following direct theorem that is valid for each
n > 1.

Theorem 3: Let a general source X = {X"}22 , be given.
Suppose that an arbitrary sequence {p, }52, of prime numbers
satisfying p,, > m for all m > 1 and

7, = Pr{log(p, Px«(X")) > 0} € (0,1]  (43)
for all » > 1 is given, where
S, = {z" € X" : log(pn Px»(2™)) > 0}. (44)

Define £, = {0,1,...,p, — 1}~ and let E,, be the uniformly
distributed random variable on &,,. Then, for each n > 1, there
exist an encoder f,, and a decoder g,, satisfying

W@O| = p,+1 foralli=1,2,....,m (45)
{ (L1 ..... H)(f<Lh 2 (Xn E )) X’rL Xnesn}zl
forall {i1,...,i:} CP (46)
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and

P i (X W)
- log X”IW}l 1 —1)( | ) _ log i
I)X” (Xn) Tn

‘ X" e Sn} =1 forall {iy,...,i.1} CP. 47)

In addition, the above encoder and decoder satisfy

glet) =1 — 7z forall {iy,....iy} CP  (48)
Proof: Fix n > 1 and a prime number p,, satisfying 7,, €
(0, 1] arbitrarily. Since Pxn»(z™) > 1/p, for all z" € S, we

have |S,,| < p,, by using the following argument:

DO Pxe(@™) > Y Pxe(a") > S, |— (49)
zneXn T ES,
Therefore, there exists a one-to-one mapping ¢, : S, — Z,,,

where Z,, = {0,1,...,p, — 1}. We define additions, subtrac-
tions, multiplications and divisions of two elements of Z,, as
the respective operations under modulo p,,. In addition, define
E'SL)J =1,2,...,t — 1, as the uniformly distributed random
variables on Z,, and E,, = (E(l) ED.. E(tfl)) Clearly,
E,, is uniformly distributed on &,, = Zt 1 Furthermore we ar-
bitrarily choose distinct m elements at, 1 =1,2,...,m, from
Z,,, all of which are not equal to zero. We can choose such o,
1 = 1,2,...,m, owing to the assumption of p,, > m. We do
not exphcrtly wrlte dependency of a; on n for srmphfymg no-
tations. Set W) = =Z,, U{p,}foralli=12,.

We use the following pair of an encoder and a decoder. Basic
idea is application of Shamir’s threshold scheme to the elements
of S,.

Encoder f, : X" X &, — W

Let E, (E(l) E®. .. B! 1)) € &, is given.

D IfX™ e S, the encoder outputs

, ,m

(WT(LI)7 W152)7 cey Wém)) = (hn(Ozl)7 hn(CYQ)., ceey hn(am))
where
hn(u) = (Pn(Xn) + E7(11)’U, + E',ELZ)’U,2 + + ET(Lt_l)ut_l

is a random polynomial with the degree at most ¢t — 1.
2) Otherwise, the encoder outputs
(WD, W2, W) =

(pn7p’n7 A 7pTL)'

177

Decoder gy, s WCi) o g {1,1 ..... it} CP
Let {i1, ..., L,} C P and Wiit) g pylite i) be given.
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1) If Wit ¢ Z}, , the decoder computes U,, € Z,, by
solving the following system of linear equations:

WT(LZI) 1 Qg 72171 n
(i2) 1« a;—l EY
) I R

Notice that the decoder can always compute U,, because
the matrix on the right side is the Vandelmonde matrix
and ag, ao, ..., q,, are assumed to be distinct. Then, the
decoder outputs a unique X" e 8, satisfying U,, =

2) If Wé“""’i‘) = (pn,-..,Pn), the decoder outputs an ele-
ment z{} ¢ S, determined in advance.

e Evaluation of the Decoding Error Probability:

From the above definition of f,, and g,,, if X" € S,,, X" is
correctly decoded from W) for any {iy,...,i;} C P.
This fact guarantees (46). In addition, if X" ¢ S,, the en-
coder always outputs (pn, Pn, - - - , Pn ) and therefore the decoder
always declares an error. Therefore, it holds that 5<L1“"’”) =

Pr{X" ¢ S,,} = 1 — 7,, which establishes (48).
e Evaluation of Security of Shares:

We first prove that

""itfl)‘Xn (wf’jl’m’itil) |£En> = p;(t_l)

for all z" € S,, and wgila---ait-l) e Z;)_nl.

P
wi

(50)

Notice that, in view of the definition of the encoder, it holds that

wi?) = gn(a") + ePay, + ePad 4+ 4 e Hal
j=1,2,...t—1
for some e,, = (eS) ..... (t 1)) € &,. Then, since «a;, 1 =

1,2,...,m,are assumed t0 be distinct nonzero elementsin Z,, ,
such e, is determined as a unique solution to the following
system of linear equation:

w7(11:1) _ Wn($n>
wr(lbz) _ (pn(xn>
wi' ™ — p, (am)
-1
i, a?l a:jl 511)
2 t—1
Qip Qg ot Gy ey
= ) ) ) . . . (51
Ty a4 (t-1)
Qiy_y Qg - €n
Here, we have used the fact that the determinant

of the matrix on the right side of (51) is equal to

~1
(]_[;:1 i J([Ti<jencir(i, — @i;)) # 0. Thus, we have
(50) due to the uniformity of F,,. ’ -

Next, we evaluate Pﬂ(1 iy (wn

wT(Lzl,...,zi_l) c Z;f;zl Since fT(In,..-,u—l)(xn,en) =

) for each
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(Prs-- - pn) ¢ Z57' forall 2" ¢ S, and e, € &,, we
have
Pﬂ/'(l’l ‘‘‘‘‘ o 1)‘Xn( Sl:...,lt—l)|xn):0

forall z" ¢ S, and w,(fl"“’“'l) € Z;l (52)

Therefore, for all w(“’ Hit1) o
P (i, i 1)( (15 Ty— 1))
= Z PXn (xn)PW',(fl _____ itfl)an(fuéLh ..... it_1)|xn)

p, Y

Z;;l it holds that

(53)

where the second equality follows from (50) and (52) and the
third equality follows from (43).
We are ready to prove (47). We first note that (50) and (53)

guarantee . |
i1,y i
lo PX77,|‘/‘/v](1i1,--..it71)( n|w 1 1 )
© PXn(gjn)
P
= log R = 108;7_—
e (W) :

for all (z™, i) ) €S, X Z;‘nl (54)

where the first equality in (54) follows from Bayes’ formula.
Notice that (54) holds for all z” € S,, and w{ "= ¢ zZ
In addition, in view of the definition of the encoder,

(iemn) - g Z!~' if and only if 2" € S,. This argu-
ment establishes (47). O

Theorem 3 immediately yields the following corollary that
corresponds to the direct counterpart of Theorem 2.

Corollary 2: Let a general source X = {X"}7°, be given.
Assume that there exists a sequence of prime numbers {p,, }52,
satisfying p,, > m for alln > 1 and

nlin;o Pr{X" e S,} =1 (55)
Define &, = {0,1,...,p, — 1}~! and let F,, be the uniformly
distributed random variable on &,. If we construct f, and g,
in Theorem 3 for all n > 1, then the sequence {(fn,gn)}0>;
realizes the (¢, m)-threshold scheme for X.

Proof: Notice that the assumption (55) of this corollary
guarantees that 7,, in (43) goes to one as n — oo. Hence, (48)
and (55) guarantee that {(f,, gn)}>2, in Theorem 3 satisfies
condition G1) in Definition 2. In addition, since 7,, — 1 implies
log— — 0asn — oo, for any constant y > 0 log = < vif n
is sufﬁc1ent1y large. Hence, (47) and (55) guarantee that

PX"\W(H ----- it—1>(Xn|W7(lihm7itil))
Pr< log = P (X7 <=~

> Pr{X" € S,}x

PXn i
Pr<log =

— 1

1) (Xn|W75i1""’ii*1))
P‘\'n (Xn)

<7y ‘ X"e Sn}

asn — oo
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which implies that {(f,,, gn)}>2; in Theorem 3 satisfies condi-
tion G2) in Definition 2 O

In Theorem 3, it is immediate from (43) that for each n >
1, the greater p,, we choose, the greater 7,, becomes. This fact
follows since

{z"€X™ : Pxn(2")>1/p,} C{2z™ € X" : Pxn(2")>1/p),}

for any p, < pl,. However, both Theorem 3 and Corollary 2
do not suggest how p,, should be large for meeting conditions
G1) and G2) in Definition 2. The following corollary gives an
intuition about the choice of p,,.

Corollary 3: Let a general source X = {X"}>2, be given.
Assume that there exists a sequence {py,, }52_; of prime numbers
satisfying + logp, — p* > 0asn — oo and H(X) < p*.
Then, there exists a sequence {(f,gr)}52; of encoders and
decoders realizing the (¢, m)-threshold scheme satisfying

1 )
lim —logW®|=p* foralli=1,2,....,m  (56)
n—oo N,
and
.1 .
lim —logl|&,| = (t — 1)p™. (57)
n—oo M,

Proof: In the proof of Corollary 2, we have already seen
that (55) is a sufficient condition that {( f,, gn)}52_; in Theorem
3 realizes the (¢, m)-threshold scheme in the sense of Definition
2. Thus, we first establish (55) below.

By the assumption of the corollary, we can choose a constant
70 > 0 satisfying H(X) < p* — 27o. Since % log pn. > p* — 0
for all sufficiently large n, we have H(X) < % log p,, — 7o for
all sufficiently large n. It is also important to notice that we have

1 1
Prq—log ———=
r{n 8 PXn(.Xn)

owing to the definition of H (X). Therefore, it follows that

SF(X)—{—’yO}—»l asmn — 0o

Pr{llo ¥<llo }—)1 asm — 0o
n gPXn (X™) —n & Pn ’
which is equivalent to (55).

To complete the proof, we must prove p,, > m for all suffi-
ciently large n because this property is not assumed in the state-
ment of the corollary. However, p,, > m is trivial owing to the
assumption of this corollary because p,, grows in exponentially
in n while m is a constant. |

We can also evaluate the mutual information
1 (X”;W,S,“""’”)) of the encoding and decoding in the
proof of Theorem 3.

Corollary 4: The sequence {(f, gn)}5>; in Corollary 2 sat-
isfies

n—o0o

forallj =1,2,...,t—1and {i1,...,4;} C P.
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Proof: Since the chain rule of the mutual information tells
us that
I()(n7 W’rgil,...,ii,l))
— I(X’n; Wrle ..... ZJ)) + I(X’n; WTEij+1 ..... it—l) |WT521 ..... Z]))
ZI(X";WT(Lily'-Uij)) >0
for all j = 1,2,...,t — 2, it suffices to prove that
I(X";Wr(l“"”’“’l)) — 0asn — oo. Let S, be the set

defined in (44). We first note that 7(X™; W}fl""’it’l)) can be
written in the following form:

I(Xn, WT(Lil,...,it_l))
(i,esig 1) (xn7 wgl,m’itil))

(il,...,it,l))

SRR it_l)(ICn|’LUn
n

log X111
® PXn (;1,’")

+ Z P nwz(il»---,-ig,l)(il,’n,']rn>
T ES, "

P m/(il ..... it,l)($n|7rn)

PXn (.T/'n)

(58)

where T, = (Pn,Pn,---0Pn) € Wr(fl"‘”’it_‘l) and we have
used the facts that P ... it,l)an(wT(fl ----- zt—1)|wn) -0

for all 2" € S, and wgil,...,ii,l) c W7(l’i17...,i171)\zz);1 and

Pwul_....it—l) |xn (mp]z™) = 1forall z™ ¢ S,,.
We first evaluate the terms on the right side of (58) separately.
In view of (54), the first term on the right side of (58) is evaluated

in the following way:

2. X

T €S,  (i1,nit—1) 1
Wy, €Z,,

i n o (i1,.0-1)
Ian VV(H ----- i4—1) (:I? y Wy, )

n

glw”n,lh

ST it_l)($n|w
n

PXn (iﬂn)

n D1 yeenybt—
- j{: :E: P @ wiie))

:r"’GSnw(”"""i*l)ezt’l
Pn

n

1
X <log —)
Tn

= Y Pxn(a") <log%>

zres,

1
=7, log —

(59)

where 7, is defined in (43) and the second equality holds
because every z" € S, is mapped to elements of Z, with
probability 1. On the other hand, by using Bayes’ formula and

P_,. (mpla™) = 1 for all z™ ¢ S,,, the second term

Wit
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on the right side of (58) can be evaluated as follows:

P iy -
Z (peeign) (2", ) log Xew e
X”"anl ----- t—1 »in N n
g, Pxn (z7)
= Z PXn(xn)PWflil....,ii,l)an(’/Tn|fl?n)
¢S,
| PW(z1 ..... ’i71)|Xn(7rn|‘Tn)
x log —=
PV‘/y7(1i1,....it71)(7rn)
zm ¢S, n
1
=(1—7,)log (60)

where the second and the third inequalities follow from

PG, zt,l)‘\,n(7rn|a:”) = 1 for all 2" ¢ S, and
W?z-l ..... =1 xn (mn]z™) = 0 for all z" € &, respec-
tiveTy

Therefore, the combination of (58), (59) and (60) yields

. 1 1
I(X"™ Wiy = 1, log — +(1—T,) log —— 6D
T,

n n

Since (55) guarantees that 7, — 1 as n — o0, we have the
claim of this corollary from (61). O

So far, we have constructed the (¢, m)-threshold scheme sat-
isfying conditions G1) and G2) by using Theorem 3. However,
Theorem 3 is more involving. Instead of condition G1), we can
also consider the case where the decoding error probability does
not go to zero as n — oo but is asymptotically upper bounded
by some ¢ € [0,1). We can expect that the sizes of shares are
reduced in such a case. We can obtain the following corollary
from Theorem 3 that is an extension of Corollary 2 and is re-
lated to e-source coding in [6].

Corollary 5: Let a general source X = {X"}>, be given.
For an arbitrarily fixed § € [0,1) assume that there exists a
sequence {p, }52 ; of prime numbers satisfying

lim inf Pr{log(p, Px-(X")) > 0} > 1—6.  (62)
Define £, = {0, 1,...,p, —1}'~1 and let E,, be the uniformly
distributed random variable on &,,. Then, we can construct a se-

quence {(fn, gn)}o2, of encoders and decoders satisfying (45)
and (46) for allm > 1 and

(ot (X W)
PXn (Xn)

1
lim Pr{ — log <7
na

n— oo

‘ X" e S,,} =1 forall {i1,...,i.1} CP (63)

for any constants v > 0 and &« > 0. In addition, such

{(fn, gn)}zozl satisfies

limsup et < § forall {i1,...,i,} CP.  (64)

n
n—oo

2669

Proof: Equation (63) easily follows from (47) because
L — 0asn — ocoand 7, = Pr{X" € S,} is bounded
away from zero for all sufficiently large n owing to (62) and
6 € [0,1). In addition, (64) immediately follows from (48) and

(62). O

We conclude this section by giving a complete answer to the
question given at the beginning of Section IV.

Example 1: Consider the case where X = {X"}$2, isa
stationary memoryless source with a countably infinite alphabet
X . Recall that both H(X) and H (X)) coincide with the entropy
H(X) of the source if H(X) < oo. Hereafter, assume that
H(X) < .

We can construct the (¢, m)-threshold scheme in the sense of
Definition 2 by using Theorem 3 and Corollary 2. Fix a small
constant 9 > O arbitrarily and define the typical set A, by
(10), where we use 7o instead of -y. Then, it holds that Pr{X™ €
A, } — 1asn — oo [5]. In addition, we have 2~ "(H(X)+%0) <
Pxn(z™) < 2 n(H(X)=) forall z" € A, and n > 1 from the
definition of A,,. In order to construct an encoder and a decoder
of the (¢, m)-threshold scheme, we arbitrarily choose a prime
number p,, satisfying p,, > 2"(H(X)+7) Then, we have (55)
because it holds that

log(pn Pxcr (")) 2 n(H(X) +70) — n(H(X) 4+ 70) =0

for all z* € A,, and Pr{X"™ € A,,} — 1 as n — oo. Hence,
Corollary 2 guarantees that {(f,,, g, )}52 in Theorem 3 real-
izes the (¢, m)-threshold scheme. In particular, if we can choose
Pn, n > 1, satisfying %logpn — H(X)+ v asn — oo,
Corollary 3 tells us that

1 )
lim —log W =H(X) 4~ foralli=1,2,...,m

n—oo n

1
and lim —log|&,| = (= 1)(H (X) + 70).

The right sides can be arbitrarily close to H(X) and
(t — 1)H(X), respectively, because we can choose an ar-
bitrarily small ~y > 0.

‘We can give an impossibility result on the rate of £, by using
Theorem 2. We can actually prove that if

1
liminf —log|&,| < (t —1)H(X)
n

n—oo

(65)

then there is no {(f, gn)}52, that realizes the (¢, m)-threshold
scheme satisfying conditions G1) and G2) in Definition 2. This
fact is proved by a contradiction argument. First, notice that (65)
guarantees the existence of a small constant ;, > 0 and a subse-
quence {n;}22; such that = log |&,,,| < (t — 1)(H(X) — 2v()
for all i > 1. Then, letting A, be the typical set in (10) with
v = 7}, it holds that

nii log(|&€n, |(Pxcni (2™))" 1)
< (t—1)(H(X) = 2vh) — (t = 1)(H(X) — 7))

=—(t—-1) <0 forallz™ € A, andi > 1. (66)
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In addition, we also have Pr{X™ € A,,} — 1asn — oo. Thus,
we can conclude

1
p-liminf = log(|&, |(Px»(X™)) 1) <0
n—oo M

because of the property of limit inferior in prob-
ability given in Fact 1. That is, we cannot prove
Pr{Llog(|&,|(Px»(X™))""!) > =4} — 1asn — oo forall
~ satisfying v < (¢ — 1)7o owing to (66).

Example 2: Next, let us consider the case where
X = {X"}$2, is a mixed source [6]. For each i = 1,2
let X; be a random variable on X and X" be n i.i.d. copies of
X;. Denote by Pxr the probability distribution of X;". We call
X = {X™}$2, a mixed source if Px~ is defined by

Pxn(z") = (1 = n)Pxn(z") + nPxy(z")

for all 2z € X™ and n > 1, where n € (0, 1) is a constant.
We assume that the entropies of X; and X satisfy H(X7) <
H(X3) < oco. Itis known that H(X) = H(X,) and H(X) =
H(X) for this mixed source [6].

Given a sequence {p,}>2; of prime numbers we consider
the same sequence {(fn, gn)}>2, of encoders and decoders as
in Corollary 2. Assume that the limit of % log pn, n > 1, exists.
Letting p* denote the limit, we can obtain the following three
facts:

Case 1) H(X,) < p*
Corollary 3 guarantees that {(f,, gn )} realizes
the (¢,m)-threshold scheme satisfying G1), G2),
(56) and (57).

Case 2) H(X1) < p* < H(X>)
Corollary 5 guarantees that {(fn, gn)}52, satisfies
(46), (56), (57) and (63). Since the law of large num-
bers tells us that Pr{X™ € S,} — 1—nasn — oo,
it holds that

nllnéoaffl""vit) =7 forall {iy,..

where S, is defined in (44).
Case 3) p* < H(Xy)

Since Pr{X" € S,} — 0asn — oo for this

case, it holds that 53 Lo )

all {il,. .. ,it} Cc P.
Notice that in Case 2), we can realize a scheme similar to the
(t, m)-threshold scheme with smaller sizes of shares than the
scheme in Case 1) and the decoding error probability close to
7. This kind of scheme can be better if 7 is small enough and
small decoding error is permissible.

Ll C P (67)

— lasn — oo for

VI. APPLICATION TO SHANNON’S CIPHER SYSTEM

In this section we consider new coding theorems for
Shannon’s cipher system given in Fig. 2. In Fig. 2, for each
n > 1 X™ € &A™ denotes n outputs from a general source,
where X is a finite or a countably infinite alphabet. Let
E, € &, be a key shared by an encoder and a decoder in
advance. Assume that F,, is independent of X™ for each
n > 1. Given n source outputs X" and a key F,, an en-
coder generates a cryptogram W,, € W,, where W, is a

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 54, NO. 6, JUNE 2008

wiretapper
n W, ! 7
S X" W, X
ource » f n 9n
7 )
Key E, I
Generator

Fig. 2. Block diagram of Shannon’s cipher system.

set of cryptograms. In this section, we consider stochastic
encoders. While a deterministic decoder is defined as a map-
ping f, : X" x &, — W,, a stochastic encoder is identified
as a conditional probability distribution Py, |x~ g, . That is,
given an (z",e,) € X™ x &,, the stochastic encoder outputs
a cryptogram W,, randomly subject to Py, |x»g, (|27, €n).
We can regard a deterministic encoder f,, as one of sto-
chastic encoders that satisfies Py, |x» g, (wn|2",e,) = 1if
Wy = fo(w", e,) and Py, | xng, (Wa|2", e,) = 0 otherwise
for each (z",e,) € X" x &,. Stochastic encoders are also
denoted by f,, when there is no confusion. Throughout this
section, the term “encoder” means a stochastic encoder unless
we mention that an encoder is deterministic.

On the other hand, we consider only deterministic decoders.
A decoder is defined as a mapping ¢, : W, x &, — &A™
When a cryptogram W,, is transmitted, a decoder decrypts W,
to X™ € X" under akey F,,. Given an encoder f,, and a decoder
gn the decoding error probability ¢, is defined as

en = Pr{X" # X"}

which can be written as

En = Z Z Z Pxn(z")Pg, (en)

T EX e, €EE, W €W,

X Py, |xnE, (W)™, en)X (2", nywy,)  (68)

where

m _ 1w # ga(wnsen)
X(x", en, wn) = {07 otherwise

and Py, |x»E, (Wn|2", €,) in (68) is determined by the encoder
fn-

A wiretapper, who observes the cryptogram W,, but has no
information on F,,, wants to know something about X". We
should construct f,, and g,, so that the wiretapper can obtain
almost no information on X" from W,, while a receiver can de-
crypt a cryptogram with negligible decoding error probability.

We define encoders and decoders with the perfect secrecy as
follows:

Definition 3: If a sequence {(f.,gn)}32, of encoders
and decoders satisfies the following S1) and S2), we say that
{(fn,gn)}32, realizes the perfect secrecy:

S1)

lim ¢, =0
n—oo

S2)
Py (X7|W,,
X (w, (X" W) <0

PXn(Xn) -

p-lim sup log

n—oo
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Condition S1) requires that the decoding error probability
goes to zero as n — oo. On the other hand, condition S2) guar-
antees the security of the system. That is, S2) guarantees that
W,, is almost independent on X™ for all sufficiently large n in
the same sense as G2) in Section IV.

We have the following converse theorem on Shannon’s cipher
system with the perfect secrecy. Notice in this theorem the uni-
formity of F,, is not assumed.

Theorem 4: Given a general source X = {X"}32,, let
{(fn,gn)}22, be any sequence of encoders and decoders real-
izing the perfect secrecy. Then, for any constant « > 0 it holds
that

Py (X"

p- hnrgloréf n_ log XIEW ; 0 (69)
1 Pxn (X

p- héglo%f v log X EEn)) >0. (70)

Proof: In the proof we use the same methods as in the proof
of Theorem 2. However, we give the proof of Theorem 4 here
for not only establishing the new result (70) but also clear un-
derstanding of the main contributions, Theorem 2 and Theorem
4, of this paper.

First, by using an argument similar to the proof of Lemma 4,
we can obtain

1
<0
Pxoyw, g, (X" Wa, En) ~

p-lim sup log 71

n— 00

for any {(fn, gn)}52, satisfying S1). See Appendix D for the
proof of (71). In addition, by applying the same method given
in the proof of Lemma 5, we can easily obtain

PVVn\En (Wn|En)

>0
Py, (W,) -

p-lim mf — log

n—oo

(72)

for any constant « > 0. Letting « > 0 and v > 0 be arbitrary
constants, define

D, = {(a:",emwn) EX" X Ey Xx W,

1
— log <7
ne Pxn W, B, (27" [wn, €n) }

> o)

Then, it follows from (71), (72) and Facts 1 and 2 that

VY, = {(a:”,emwn) EX" X &, x W,

1 PVVn|En (wplen)
— Jog “WnlEnd n )
ne PVVW (wn)

Pr{(X", E,,Wy,) €D, NV,,} — 1 asn—oo. (73)

Since we have

Pw, |5, (walen) 1 1
+ —log
Py, xnE, (wa|z", €n)

ne Py (wp,) ne
> —v forall (z",e,,w,) € D, NV,

(74)
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by taking Bayes’ formula

Pxww, g, = Px~ B, Pw, | x"E, = Pw, B, Px"\W, E,

and independence of X™ and F), into consideration, it follows
from (74) that

il Pxn(z")
& Pw, (wn)

Since v > 0 is arbitrary, (73) and (75) imply (69).
Next, we prove (70). Setting

> —2vy forall (z", en, wy) € Dp N V.

(75)

u, = {(a:",en,wn) EX" X E, x W,

1 1 PXn|w7n(.iEn|’U)n)
— log

ne PXH (.Tfn)

.

Pr{(X", E,,W,,) € D, NU, NV, } =1 asn — oco. (76)

in view of condition S2) and (73) it holds that

In addition, since we can rewrite V,, as

VY, = {(x",en,wn) EX" X E,XW,

1 Pg,\w, (en]wn)
_1 n n > _
w8 P (en) T
it holds that
1 Pg, 1w, (en]wn) 1 1
- 10g ol 7 7 + — IOg
ne Pg, (en) no Pg, | x»w, (en]2z™, wy)

> —v forall (z", en,wy) € D NU, NV,. (7T7)

Application of Bayes’ formula

Pxwp,\w, = Pe,\w, Px~\w,E, = Px»jw, Pg,|x"wW,

to (77) leads to

Llog Pxn (z™) Pxnw, (2" |wn) 1
ne Pp,(en)  Px»(z")  Pxnw,E, (z"wn, en)
> —v forall (2", en,w,) € Dy NU, NV,
which implies
Proola?) 5 3,

2 log X\ )
ne 08 Pg, (en)

for all (2", e,, w,) € Dy NU, NV, (78)

Now, (70) follows from the combination of (76) and (78). [l

We also have the direct theorem that corresponds to
Theorem 3. In case of Shannon’s cipher system the set
W,, of cryptograms need not contain a finite field as its subset.
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Theorem 5: Let a general source X = {X™}22; be given.
For each n > 1 let g,, be an arbitrary positive integer satisfying
€ (0,1], where
7n = Pr{log(g,Px~(X")) > 0}. (79)
Define &, = {0,1,...,¢, — 1} and let E,, be the random
variable subject to the uniform distribution on &,. Set W,

{0,1,..., s} Then, there exists a deterministic encoder f,, and
a decoder g, satisfyinge,, < 1 — 7,, and

Pr{l

Proof: This theorem is proved by combination of an ordi-
nary method (e.g., [16]) and the methods given in the proof of
Theorem 3. Define

P\”|W (Xn|Wn)
Pxn(X™)

1
= log —} > Th. (80)
Tn

Sp = {z" € X" : log(g, Px~(z™)) > 0}.

Then, similarly to (49), we have |S,,| < g,. Therefore, there

exists a one-to-one mapping ¢, : S, — W, L, \{qn} We

define an encoder and a decoder in the following way:

Encoder f, : X" x &, — W,
Given a source output X" and a key E,,, the encoder out-
puts
{ Pn(X™) @ By, if X" €S,
W, = -
Gn, otherwise

where & denotes the addition of modulo ¢,,. Note that this
encoder is deterministic.

Decoder g, : W" x €, — X"
Given a cryptogram W,, and a key F,,, the decoder outputs
Xn: wT_Ll(WTLGETL)7 ian€{0717-"7qn_1}
zy otherwise

where x is an arbitrary fixed element of X", © denotes
the subtraction of modulo g, and ;' (W, © E ) means a
unique element X" € S, satisfying (pn(X "y =W,0FE,.

Since the above encoder and decoder can cause the decoding
error if X" ¢ S,,, it is immediate thate,, < 1 — 7,,.

Hereafter, we prove (80). From the definition of the encoder
fn, it holds that

1

Py, xn (wy|2™) = £ for all (™, w,) € S, x W,,. (81)
In addition, since f, (2", e,) ¢ W, for all ™ ¢ S, ande, €
&, we have

1 T -

P[V Z PXn 5—n| == m fOI‘ all ’U}n E Wn

T ES,

(82)

where the second equality follows from (79) and the definition
of §,,. Hence, the combination of (81) and (82) yields

Py, (")

Py, jxn (wn|z") log —
PX'n, (J}n)

Py, (wn) a Tn
for all (2", w,) € Sy X Wh,

log =log

(83)
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where the first equality (83) follows from Bayes’ formula. Since
W, € W, if and only if X™ € §,, owing to the definition of
the encoder, it is obvious that

Pr{(x",

W,) €Sy x W, =Pr{X" €S8, =7,. (84)

Thus, we obtain (80). O

We have two corollaries to Theorem 5 that correspond to
Corollary 2 and Corollary 3, respectively.

Corollary 6 Assume that there exists a sequence of positive
integers { G}y satisfying

lim Pr{log(g,Px~(X™)) >0} = 1. (85)

Define &, = {0,1,...,¢, — 1} and let E,, be the uniformly

distributed random variable on &,. If we construct f, and g,

in Theorem 5 for all n > 1, then the sequence {(fn,gn)}52,
realizes the perfect secrecy.

Corollary 7: Assume that there exists a sequence {g, }>2 1
satisfying 1+ log ¢, — ¢* > O asn — oo and H(X) < ¢*.
Then, there exists a sequence {(fn,gn)}52, of encoders and
decoders realizing the perfect secrecy and satisfying

lim —log (W, | = ¢* and hm —log I€n] = ¢~
n—oo n
It is also easily verified, similarly to Corollary 4, that the se-
quence {(fn, gn)}o%, in Corollary 6 satisfies [(X™; W,,) — 0

as n — oQ.

VII. APPLICATION TO FIXED-LENGTH SOURCE CODING

In this section, we focus on fixed-length coding of a gen-
eral source in which the decoding error probability vanishes as
n — oo first discussed in [7]. In this section we consider a mod-
ified version of the problem in which we treat a wider class of
encoders than in [7].

Suppose that a general source X = {X™}22 ; is given, where
X" € X" foreachn > 1and X is a countably infinite alphabet.
For each n > 1 a stochastic encoder encodes n source outputs

X" to a codeword W,, € W, < {0,1,..., M, — 1}, where
W, is a set of codewords. Here, a stochastlc encoder is defined
as a conditional probability distribution Py, |x~. If X™ = 2",
then the stochastic encoder generates a codeword W,, € W,
randomly subject to Py, |x»(-|z™). The stochastic encoder is
denoted by f,,. In a special case where f,, is a mapping from X"
to W,, i.e., for every 2™ € X" there exists a w,, € W, satis-
fying Py, |xn (wn|2z™) = 1, we call f,, a deterministic encoder.
On the other hand, a codeword W,, is decoded to X e xn bya
decoder. The decoder is defined as a mapping g,, : W,, — X™.
We consider only deterministic decoders. It is important to no-
tice that the fixed-length coding of a general source is a special
case of Shannon’s cipher system with |£,,| = 1.

Given a stochastic encoder f,, and a decoder g,,, the decoding
error probability is defined as

en = Pr{X" # X"}.
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Note that €,, can be written in the following form:

- Y % ret

TEX™ Wy EWn

") Py, xn (walz™ )X (2", wy)

where Py, | x» is determined by f,, and

xX(z", wn) = { L o™ # gn(wn)

0, otherwise.

Throughout this section encoders mean stochastic encoders un-
less we mention that an encoder is deterministic.

We have the following converse theorem that does not have
the factor 1/n®.

Theorem 6: For any sequence {( fn, gn)}>2; of encoders and
decoders satisfying €,, — 0 as n — oo, it holds that

PXYI (Xn)

— = > 0.
Py, (W,) —

p-liminf log

n— oo

Proof: Similarly to (71), we can easily prove

1

p-lim sup log <0. (86)
el 108 Pxenw, (X [W,)
Application of Bayes’ formula and (5) to (86) yields
Pxn(X™) Py 1 xn (W, | X
p-liminf log o (X7) Py, e (W | X) > 0. 87)

n—oo

P Wh (Wn) -
Note that (7) and (87) yield

Py (X7)

liminflog ———+
p- g PVV (W )

n—o0o

+p-limsup log Py, |x» (W,|X™)>0.

Then, the claim of this theorem follows because the second
term on the left side of (88) is nonpositive (notice that
Py, | x»(W,|X™) < 1 holds with probability 1). O

We also have the direct theorem for fixed-length source
coding.

Theorem 7: If there exists a sequence {M,,}52; of positive
integers satisfying
Pr{log(M,, Px»(X")) >0} -1 asn — oo
then there exists a sequence {(f,, gn)}52; of deterministic en-
coders and decoders satisfying |W,,| = M,, for all n > 1 and
en, — 0asn — oo.
Proof of Theorem 7 is easy. Setting

the same argument as in (49) leads to |S,,| < M,,. Hence, there
exists a one-to-one mapping from S,, to W,,. We use such ¢,
as an encoder. Clearly, there exists a decoder that decodes all
the elements of S,, correctly. Though the elements of X™ not
belonging to S,, may not be correctly decoded, such a proba-
bility of decoding error vanishes because Pr{X" ¢ S,} — 0
as n — oo due to the assumption of the theorem.

We can also give a formula of the infimum-achievable coding
rate. We define the infimum-achievable coding rate as follows.
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Definition 4: A rate R is called achievable if there exists a
sequence {(fn, gn)}>2; of encoders and decoders satisfying

lim sup — log M, <R (89)
lim e, =0. (90

The infimum of the achievable rate R is called the infimum-
achievable coding rate and is denoted by R,(X).

If in Definition 4 we require the encoder f,, n > 1,
to be deterministic, we have the ordinary definition of the
infimum-achievable coding rate. Denote by R4(X) the in-
fimum-achievable coding rate for such a case. Han and Verdd
show that Ry(X) = H(X) [7].

The following theorem gives a general formula of R.(X).

Theorem 8: Ry(X) = H(X).

Since deterministic encoders can be regarded as stochastic en-
coders, it immediately follows that R, (X) < Rq(X) = H(X).
Hence, we have only to prove R,(X) > H(X) for establishing
Theorem 8. We use the following lemma for establishing The-
orem 8, which was first given in [10]. The proof of this Lemma

7 is given in Appendix E for readers’ convenience.

Lemma 7: Let Z = {Z,}>2, be an arbitrary real-valued
random variables satisfying Z,, € Z,,,n > 1, where we assume
that Z,,, n > 1, are finite sets. If

ef . 1
C < im sup — log,y | Z,] < 00
n—oo N
then H(Z) < C. o
Proof of Theorem 8: 1t suffices to prove that R > H(X)
for any achievable rate R. If R = oo, R > H(X) is trivial.
Hereafter, we assume that R < oo is achievable and prove that

R > H(X).
We first note that Theorem 6 and Fact 2 guarantee
Pxn(X™)
—hmlnf —log———+<2>0
p-im g P (Wy) =

forany {(fn, gn) }2 satisfying (90) Then, by using (5) and (7)
we can obtain

) 1 1
< p-limsup —

1
lim su 10 _ log ———
PR 0 8 P () = PRI W % Py (W)

which means H(X) < H(W) for W = {W, 122 ,. We note
that R satisfies (89) because R is assumed to be achievable.
Thus, in view of Lemma 7, we have H(W) < R. Since
H(X) < H(W) and R is arbitrary, the claim of the theorem
follows. O

VIII. CONCLUSION

In this paper we have considered the (¢, m)-threshold scheme
where an n-tuple of secrets generated from a general source is
encrypted to m shares. The (¢, rn)-threshold scheme is required
to satisfy two conditions, one is on the decoding error proba-
bility and the other is on the security of X™ against arbitrarily
collection of less than ¢ shares. We have developed two inequal-
ities including the limit inferior in probability one of which is
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closely related to the minimum length of the fair random bits
needed to a dealer. In addition, we have given a construction of
the (¢, m)-threshold scheme meeting the two condition under a
certain assumption. We can also take the same approach to the
problems of Shannon’s cipher system with the perfect secrecy
and fixed-length source coding with vanishing decoding error
probabilities. We have obtained the inequalities in both prob-
lems that are valid for stochastic encoders and lead to the con-
verse coding theorems as easy consequences.

APPENDIX A
PROOFS OF FACTS 1 AND 2

Proof of Fact 1: We only prove (8) because (9) is proved
similarly. For simplicity, set ¢ = p-liminf, . Uy.

(=) Suppose that & > A. Then, from the definition (1), it
holds that Pr{U, > { — v} — 1l asn — oo forany v > 0.
Since ¢ > A implies that Pr{U,, > ¢ —v} < Pr{U,, > A—~},
we have Pr{U,, > A — v} — lasn — oo.

(<=) Suppose that Pr{U,, > A—~} — lasn — oo holds for
any v > 0. Since ¢ is defined as the supremum of 3 satisfying
Pr{U, > B} — 1 asn — oo, we have A — v < £. Hence, we
obtain A < ¢ because v > 0 is arbitrary. O

Proof of Fact 2: We only prove the first claim because
the second claim is proved similarly. In view of Fact 1,
p-liminf, .. U, > 0 is equivalent to lim, ., Pr{U, >
—v} = 1 forany v > 0. Since n® > 1 foranyn > 1

and @ > 0, it holds that Pr{U,, > -y} < Pr{U, >

—n%} = Pr{ U, > —v}. This guarantees that
p-liminf,, oo = — U > 0 due to Fact 1. O
APPENDIX B

PROOF OF LEMMA 4

Proof: Fix a sequence {(fn, gn)}52 satisfying condition
G1) arbitrary. We first prove that

nil ...,it)) (91)

XnW.
forany {i1,...,i;} C P, where P\n i) denotes the joint
probability of X™ and W, **)_ To this end, fix {41, ...,i;} C
‘P arbitrary and define
X' (" en)
- { Lt (i @t en)) = 0t (g
0, otherwise.

Then, by using independence of X and F,,, it clearly holds that

Z ZPX” E, (€n)

zneX" e, €E,

xSt (gn (93)

7en)-

[EEE TRANSACTIONS ON INFORMATION THEORY, VOL. 54, NO. 6, JUNE 2008
For each wit %) € Wit define
o) = (a

en) € X" x E,
e

Since f(“‘"'"ii is deterministic, jn(wr(fl """ M), w,(fl """ W e
W) o a partition of X" x &,,. Therefore, (93) can
be written as

R ST o

X X(l17 7“)(17 7en)
_ Z Z Pxn(2")Pp, (en)
wslil,....it)ewfjl ..... q)(In e, )Gjn(w(ll ..... u,))
% X(Ll ..... Zt)(:l?n e w(zl ..... 21)) (94)
where
X( ..,it)( emwT(lil,...,u))
17 if f(zl ..... u)( en) _ ’U}(“ ..... it)
=1 andg, (w0 = an
0, otherwise,

en) €
and therefore

and the last equality follows from the fact that (z",
Tn(wn, (e ’”)) implies f,,(z",e,) = i)
we have X( “"’“)(a:". n) = x (i) (g en,wgfl“”’“)) for
all (- 0 c Wit ) and (2", e,,) € Tn(w (e ’”)).
Notice here that, since [y (G ’”) is deterministic, we have

P

"’Vnil”m”)lX"En (w’gil,-..,it) |.Tn7 en)
1, if (z"

0,

95
otherwise. ©3)
Hence, (94) and (95) yield

1_£(i1,...,it)

- 5

(i1$"'vit)€W£il ----- it) xPEX™ e, €EE,

2. X

w'n
n 11,0
PX”EHW’,(IH ..... it)(x 76n7w( 1 t))
X X(“’""lt)( en’w< Lf))

D S R )

Wi i) gy it eit)

x D 2P

" EX" e, EE,
1] 5-ens?
X X( 1 t)(

X B, |W ~u)($n>€n|wgl""’ii))

iy W), (96)

Note that in (96) we have x (1) (g,, (wi ")) e, w,,) = 1
and X(’h,....,ii)(xn’en,wn) = 0 for all z" #gn(wr(;n,...,zf)).
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Therefore, by taking the sum with respect to ™ in (96) it follows
that

1_621'17---71'7:)

= Z PVVT(lil ..... it>(w7(jl7---,it)>

Wl i) gy (it o)

97

which establishes (91).
Now, letting v > 0 be an arbitrary constant, define

(F150e502) c W;llls-"szt) :
n it i) (g (W
(31,.05%¢) c W(ilz---zit)

(g i) < 277,

o=
P
o= {wh
PX"|W

Clearly, (G,,, B,,) gives a partition of W) Thus, in view
of (97), we have

1_8£Li1=---ait)
< Y P @fei)
u)(11 ----- H)eg

n)(wsl""’it))

+ E Pwy(il,---,

=1—(1-277)Pe{Witi) ¢ B, }. (98)
Thus, the combination of (98) with condition G1) in Definition
2 yields

(41,500nyit)

Pr{WTEily-..,it) €B,} < Eln_? — 0 asn — oo,
which immediately implies

Pr{W{-) e G} =1 asn — oo. 99)
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In order to complete the proof of this lemma, we define

Uy = {(a", wlr—1) € X x W)
Pn i o (& wloid)> 277y
C;n — {(gn( (31 5eeny zt)) T(Lzl,...,zt)) € X" x Wr(bil,...,it)

wr(fl’ ’“) € gn}.
Since G, C U, it follows from (99) that

Pr{(X", W) € Up} > Pr{(X", W) € G}
= Pr{W(a-i) e G}

—1 asn— oo

where the equality follows from the definition of Gn. Since y >
0 is arbitrary, we obtain the claim of this lemma. O

APPENDIX C
PROOF OF LEMMA 5

Proof: Letting v > 0 be an arbitrary constant, it suffices to
prove that

) P (1 ( (ZJ)|W )
Prq —log . (i5) 115, (i1remrij—1) <=
" PVV,(fj)IWT(fl ----- o (W Wy =)
(100)

<2™ 750 asn— oo.

To this end, define

BS’J) — { (7‘17 - ) c W(lla 71) :

ij I;
L P, (i)
— log et <=7
ne P . _ (w(”)|w(“’ i 1)) ’
W’T(lqj)lwv(z” ..... ij—1) (Wn

Note that for all w(@>it) B,(fj ) it holds that

P ) (1>( )|w(1j))

2n7P G

W,
. o (W) 3=y (101)

forj = 1,2,...,t. By multiplying

= W(i1 ..... (ST PN it)(wsl""’”_l’”*’l """ “))

_ ) ) (w7(1i1 ----- ij—l))

=L G

] 1)( (i]'+1 ..... it)|w,’(1il ..... Z‘jfl))

"’V,SijJrl’””it)l"’V,S 1,

to both sides of (101), we obtain

iy (Gt [y (nsiizn)y,

(102)
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Then, it follows that

Pr{Wr(Lily---,’it) c Bglh)}

w(71 ----- if,)GBn
—n®y 1o
<2 E PW,(;l 1])(11)7(1 J))
w(n ----- zt)GBSjj)
) ) ) ) LIRS TN U1, —1
><]:"/‘/,1(111-Jr1 ..... gyl zj,l)(’wgl]"' t>|w£ 7 ))
—n“ i1,y i
<2 7 § : PW(11 """ 11)(w( ! J))
7(:1 ..... z])GW,Elzl ..... ij)

PVVT(;J'JFI ..... ”)|W7(;1 ..... 1]‘71)(“)’2]]1»1 i)|wr(11 J 1))

=2"""7 50 asn — o0 (103)
where the first inequality in (103) follows from (102). This es-
tablishes (100). O

APPENDIX D
PROOF OF (71)

Proof: Fix a sequence {(fn, gn)}o2; of encoders and de-
coders. From the definition of the decoding error probability, it
holds that

l—e, = Z Z Z Pxn(3")Pg, (en)

TEXT e, €EER W EW,,

X Py, | xr g, (a2, €)X (3", €nywy)  (104)

where

n _ 17 xn = gn(’wn,en)
X(@"; en, wy) = {07 otherwise

and Py, |x~g, in (104) is the conditional probability distribu-
tion corresponding to the stochastic encoder f,. Notice in (104)
that we can take the sum with respect to ™ € X™. That is, in
view of the definition of x(z", en,wy,), it holds that

Z Z Pxn (gn(wn, en))Pe, (én)

Wy, EWnp €n €EEL

X Py, |x»E, (gn(wn, en)|z", €n)
= Z Z PW'rzEn. (wn, en)

w,, EWy en €E,

X Pxnyw, B, (90 (Wn, €n)|Wn, €n)

1—¢, =

(105)

where the second equality follows from Bayes’ formula.
Hereafter, we repeat the argument given in the proof of
Lemma 4 in Appendix B. Define

gn = {(wn,en) € Wn X En :
PX"H’VnEn (gn(wnaen)|wn7en)2 2_’\/}
B, = {(wmen) EW, x&,:

PX”|WW,E,7 (gn(wna en)|wn7 6n)< 277}-
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Then, in view of (105), we have

Z Py, B, (wn,en)

(wn,en)EGy

X Poitv, 5, (9n(0nse0) tns )

+ Z Py g, (Wn, €n)
(Wn,en)EBR

X Pxryw, B, (gn(Wn, €n)wn, en)

< Y Pwp.(waen)
(Wn,en)€Gn

+277 Z Py, B, (Wn, en)
(Wn,en)EB,
=1—-(1-2"")Pe{(W,,E,) € B,}

l—¢, =

which, together with S1) in Definition 3, yields

En

Pr{(W,,E,) € B,} < =9 0 asn — oo.
Hence, we obtain
Pr{(W,,E,)€G,} -1 asn— oo. (106)

In view of (106), we can establish (71) from the following argu-
ment:

Pr{(X",E,W,) € Uyp} > Pr{(X", E,,W,) € G}
= Pr{(anEn) € gn}

—1 asn — oo, (107)
where U,, and én are defined by
Uy, :{(xnvenawn) EX" X E X W, :
Pxnjw, g, (2" [wn, €2)> 277}
g~n = {(gn(wn7en)7en7wn) e X" x 571 X Wn :
(wn,en)€ Gn}
and the inequality in (107) follows from Gn CU,. O

APPENDIX E
PROOF OF LEMMA 7

Proof: We prove Lemma 7 by a contradiction argument.
Assume that H (Z) > C. Then, there exists a constant ¢g > 0
satisfying H(Z) — g > C + 2¢¢. Define Z], by

1 1
Z =32, € 2, —logy = > C+2e0 p.
! {Z R N R 60}

Then, due to the definition of ¢, it follows that

vV

1 1 _
Pr{ —log, ————> H(Z) —
r{” 2 P (Zn) 2 80}

1 1
< Pr¢ —1 _—
= {n 2 P7.(Zy)

= Pr{Z, € Z}.

ZC+2€0}

(108)
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Note that, owing to the definition of H(Z), the left side of (108)
is positive for infinitely many n. That is, there exists a constant
Yo > 0 satisfying

Pr{Z, € 2|} > v, infinitely often. (109)

On the other hand, since Py, (z,) < 27(¢+2%0) forall n > 1
and z, € Z/, it follows that

Z PZ,I (Zn)

’
z2n €2,

Z 2—n(C+260)

zn €2},
|2/ |27(CF220) forallp > 1. (110)

Pr{Z, € Z.} =

IN

Therefore, the combination of (109) and (110) yields
Yo < |2/ |27 C+2%0) infinitely often
that is,

1 1
—logy | Z,,| > C'+ 269 + —logyvo infinitely often. (111)
n n

Notice here that, since ¢ + %log2 Yo > 0 for all sufficiently
large n, (111) guarantees the existence of a subsequence
{n;}52, satisfying

1
—logy |2, | > C +eo forallj > 1. (112)
nj 7
Hence, in view of (112) we obtain
. 1 p
C + ¢¢ < limsup — log, | Z], |
j—oo T ’
. 1 ’
< limsup — log, | Z,,]
n—oo N
1
< limsup —log, |Z,| =C (113)
n—oo T

where the second inequality follows from a property of the limit
superior and the last inequality follows from Z/, C Z,,. Equa-
tion (113) and the assumption of C' < oo imply that g9 < 0.
However, this contradicts the assumption that e is a positive
constant. This completes the proof of H(Z) < C. O
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