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Abstract We introduce a filtering methodology based on locality sensitive hashing (LSH) and
whitening transformation to reduce candidate tuples which encrypted vector databases (EVDBs)
must compute similarity between for query processing. LSH is a hashing methodology which is
efficient for estimating similarities between two vectors. It hashes a vector space using randomly
chosen vectors. We can filter vectors which are less similar to the querying vectors by recording
which hashed space each vector belongs to. However, if vectors in EVDBs are found locally,
then most vectors are in a same hashed space and so the filter will not work. Since we can
treat those cases using whitening transformation to distribute the vectors broadly, our proposal
filtering methodology will work effectively on any vector space. We also show that the server’s
query processing cost is reduced by our filter.
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